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MTL RugiCAM-IP Intrinsically Safe
Network camera and LED lighting unit

1 INTRODUCTION

1.1 Description

The RugiCAM-IP is an Intrinsically Safe IP Network Camera capable of producing high
quality colour video images at up to 1920x1080p at 30fps.

The H.264 compression technigue ensures optimal bandwidth usage of the Ethernet
network and compatibility with all major video streaming players.

Optional LED lighting units are available to further enhance the cameras low light
capability where needed. These are available as either White LED or Infra-Red (IR)
LED types to suit the application, the IR type also having an ambient light sensor
that can automatically switch the camera to IR night mode (monochrome) whilst also
turning on all connected IR LED units.

The IP66 rated units are constructed from high quality anodised aluminium, powder
coated steel or stainless steel to suit different applications and environments and
contains a fully encapsulated camera (or LED) module. The resulting compact and
cost effective solution is suited to many HD video monitoring and surveillance
applications in and around the Hazardous Area.

The connections are made by multi-pin M12 plug and sockets on the rear of the
unit. This allows easy installation and maintenance in the event of a damaged cable
assembly.

2 FEATURES
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e Resolution 1920x1080p, 1280x720, D1
e 1/2.8”" SONY CMOS Sensor with Mega-Pixel 4mm 1.6 IR Lens

e H.264 Server with Adjustable Frame Rate- Controls Network
Bandwidth Usage (30fps max)

e Micro-SD Card slot (internal) 32GB max - for local recording on trigger events
e 10/100 IS Ethernet Interface supports up to 100m Catbe/Cat6 Connection

e Wi-Fi (optional) supporting 802.11 b/g/n standards at up to 150Mbps

e 12VDC IS Power Supply Input or POEx™ (Power over IS Ethernet)

e Plug & Socket Connections- shortens installation time

* Rugged IP66 rated Anodised Aluminium, Powder Coated Steel or Stainless
Steel Enclosure suitable for harsh environments

e Compact dimensions (Camera \W:87xH:79xD:165mm / LED
W:87xH:79xD:105mm)

e QOperating Temperature:-20°C to +60°C

e |Intrinsically Safe 'Ex ia” Group | Mining M1 and Group |IB ATEX and IECEx
Certified for Gas and Dust.

e Zone 1/ Zone 21 Mounting (Zone 0/ Zone 20 with a suitable Ex ia
Power Supply)

NOTE

The unit is certified to operate safely at-40°C while the standard designed
operating/storage range is-20°C to +60°C, the unit will function at-40°C. Some
aspects of performance are not guaranteed by design at temperature below-20°C
(e.g. Wi-Fi range), additionally possible issues with condensation or frosting of the
glass window should be considered at low temperatures, both of these depend on
the actual installation and environment and may not affect all applications.




3 CONNECTIONS
CAMERA & LED UNITS

3.1 Camera Unit Connectors 3.2 LED Unit Connectors

12Vdc Power

12Vdc Power / RS485
X1 4 Pole M12 Connector (M)

X1 4 Pole M12 Connector (M)

Wire Colour Description

Wire Colour Description

]
Brown

-

+12Vdc
ov

|
Brown RS485- A

+12Vdc
ov

LED Interface (To Camera)

Wire Col Descript
X2 4 Pole M12 Connector (M) e SoloUr SHISHE

LED Interface

Wire Col D ipti
X2 4 Pole M12 Connector (F) ire Lotour AT

||
Brown LED OUT

Brown LED IN

ov
oV

LED Interface (To Other LEDs)

WiFi Antenna X3 4 Pole M12 Connector (F) Wire Colour Description

D ipti
X4 TNC Connector S

|
Brown

2.4GHz Antenna -

RJ45
Connector

Ethernet LAN

X5 8 Pole M12 Connect Wire Colour >

1 Tx+ 1
2 ORG Tx- 2
3 GRN-WHT Rx+ 3
4 Rx- 6
5 PoEx- 7
6 PoEx- 8
7 BLU-WHT PoEx+ 5
8 BLU PoEx+ 4
shield screen GND shield

NOTE

The cable core colours as shown in the diagrams above are for reference if using an MTL
supplied cable assembly. Alternatively some cables may have black cores numbered 1-4
corresponding to the M12 connector pin #.

2 INM MTL RugiCAM-IP Rev 5



Camera Unit LED Unit

4 INSTALLATION

4.1

Camera Unit

The RugiCAM-IP is an Intrinsically Safe IP Network Camera capable of producing high
quality colour video images at up to 1920x1080p at 30fps.

The H.264 compression technigue ensure optimal bandwidth usage of the Ethernet
network and compatibility with all major video streaming players.

Optional LED lighting units are available to further enhance the cameras low light
capability where needed. These are available as either White LED or Infra-Red (IR)
LED types to suit the application, the IR type also having an ambient light sensor
that can automatically switch the camera to IR night mode (monochrome) whilst also
turning on all connected IR LED units.

The IP66 rated units are constructed from high quality anodised aluminium, powder
coated steel or stainless steel to suit different applications and environments and
contains a fully encapsulated camera (or LED) module. The resulting compact and
cost effective solution is suited to many HD video monitoring and surveillance
applications in and around the Hazardous Area.

The connections are made by multi-pin M12 plug and sockets on the rear of the
unit. This allows easy installation and maintenance in the event of a damaged cable
assembly.

WARNING!

This equipment must be installed, operated and maintained only be trained
competent personnel and in accordance with all appropriate international,
national and local standard codes of practice and site regulation for intrinsically
safe apparatus and in accordance with the instructions contained here.

NOTE

Refer to the certificate for ‘Special Conditions of Safe use’. Copied below:-
The following conditions relate to safe installation and/or use of the equipment.

1. Versions of the enclosure can be manufactured from aluminium (part number includes AA —
Anodised Aluminium). In rare cases, ignition sources due to impact and friction sparks could
occur with this type of enclosure. This shall be considered during installation, particularly if the
equipment is installed in a Zone 0 or Group | (mining) location. If in doubt, use a stainless steel
(SS) or coated/painted steel (CS) enclosure.

2. If the enclosure is coated or painted then it must be installed in such a manner that the
danger of ignition of flammable dust due to propagating brush discharges is avoided.

4.2 LED Unit
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e \White led (colour temperature 6500k) unit. led angle 170degrees.
¢ |R led ( wavelength 850nm) unit. led angle 120degrees
e FEach led unit requires an is power supply on connector x1

e | EDconnector x2 connects to camera connector x2 (day/night control by led
unit 1 sensor)



e Additional led units can be daisy-chained- led connector x3 connects to x2 on
next led unit

e The first LED units integral photo-resistive sensor allows the camera to
automatically switch to night mode (removes IR cut filter and sets
monochrome b/w mode) at low light levels, camera then switches on all
connected LED units. This depends on configuration to be set (section 5.4.5)
using photo-resistive sensor mode.

LED Unit
(when used standalone - without camera)

e With just a 12v supply connected LED unit lights up (~300mA). Application
could just switch the supply ON/OFF to control the light.

e [falinkis fitted between pin IN to OUT then the light ON/OFF is controlled by
its internal light sensor

e |f control pin IN is driven high (2V- 5V) this turns the light OFF, driving low
(QV) or open circuit this pin turns the light ON

CONNECTING THE RUGICAM-IPTO A PC
5.1 Internet Explorer
1. Connect IS power to the camera from a suitable IS power supply such as MTL
9492-PS-PLUS.

2. Connect the RugiCAM-IP to a PC with Ethernet cable via an IS isolator, such
as MTL 9468-ET and power on the camera.

NOTES

Other Browsers are supported, they require an add on. For Chrome this can be
found at www.ietab.net.
Some older computers need a crossover cable if the NIC doesn't have automatic
cable switching

3. OnWindows 7 go to Control Pane\Network and Sharing Center; Click
“Local Area Connection” and then click “Properties” On Windows XP go
to Control Pane\Network and Internet\Network Connections. Right click on
the corresponding Network adapter and then click “Properties”

. Local Area Connechun Pmptrh—?‘ E

Networing | Sharng

Connect using

&¥ Reahtek PCle FE Family Controller

Thés connection uses the following tems:

V| o8 Client for Microsoft Networks

| JB\Mware Brdge Protocol

¥l 81005 Packet Scheduler

| JB Fie and Prnter Shanng for Microsoft Networks

4. intemet Protocol Version & (TCP/IPvE)

YN |rif e Protocol Version (1CP1Pvd)

<& Link-Layer Topology Discovery Mapper LD Driver
4 Link-Layer Topology Discovery Responder

o

Deacription

Transmission Corgrol Protocol/Intemet Protocol. The default
wide area network profocol that provides communication
across diverse interconnected nastworks

LIBLABLIEL Y

ok | [ cancel

4. In Local Area Connection Properties, Click Internet Protocol Version 4
(TCP/ IPv4) Properties.
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5. Specify IP address and DNS server as in the screenshot below.

6. If necessary, wait for around 45 seconds for the IP Camera to boot up.

- e ——
Internet Protocol Version 4 (TCP/Pvd) Properties e
L ale cico e el § E -~
General 192 ] IDS ' D ] lljD
You 1P settngs assgned automatically if your network supports
this capabi rwise, you need to ask your network administrator

for the appropriate [P settings.

205 « 230 «idiitd « 0

automatically

@ Ugs the folowng [P address:

192 .168 . 0 .100 - -~
Sybnet mask: 255 . 255 .255.. 0 19; ! ]'Da ' I:I ' 1
Default gateway: 192 . 158 .0 . I _-’__‘_,.a

Nahdate settngs upon exit

Adyanced...

oK Cancel

7 Open Internet Explorer, browse for the IP address of the
Camera (http://192.168.0.168)/).

8. You should see a login Window where you can enter the username
and Password.

User Name: admin
Password: admin

9. Ifyou run this camera at the first time, you may not be able to see the live
video before you install ActiveX. Please refer to Appendix A to install the
ActiveX control.

NOTE

The default IP address is static IP 192.168.0.168. You can change the static IP
address or set network setting to DHCP in Web Interface.

5.2 Connecting RugiCAM-IP to a Network
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The IP Camera can also be connected to a network.

To connect the IP Camera to a network via a Router. Make sure the client PC with
correct OS is also connected to the same network.

Connect the external Power to the IP Camera.

The router will assign an IP address to the IP Camera.

The IP Camera will show up on the PC as a UPnP device. UPnP device can be found
in File Explorer>Network (left Pane)>Other Devices.



5.3 Accessing the Video Preview

To access the video preview, please follow the steps below:

1. Type the IP address into Internet Explorer (IE), and you will get asked for a
username and password.

iexplore

The server 192.162.0.111 #t IPNC requires a username and password,

Warning: This server is requesting that your usemame and passwornd be
sent in an insecure manner (basic authentication without a secure
connection)

admin

I I ssane

Remember my credentials

0K Cancel

2. In order to complete the installation of the Control successfully through the
browser, the version of IE must be upgraded to 6.0 or above.

Enter user Name: admin

4. Enter password: admin

=F ML

Hign Defotion Survesiance Caners English
sz

Rasl Tima Vo
Hata[ saom1080)
HIGA(EA0R352)

A1 B Stwans

2016/01/14 13:07:06

5. Click "OK"You will the get to the video preview as show below
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6 IE INTERFACE OVERVIEW

The Window displays real-time video images, as shown in the picture above. The
Client interface includes:

e Live video Preview.

e Navigation interface.
As shown on the left side of the webpage above, shown in detail in

the diagram below.

Real Tma Video
H264(1920%1080)
H264{704x576)

All Bit Streams

image Setting
wen Setting
Video Analylics
Tima Satting
Network Sefting
Alarm Satting

System Maintenance

192.168.130.168

21/12/2017 11:43:01AN

About Product

¢ Recording and Snapshot:

NOTE

When using the Recording function, please run IE as Administrator.

* Recording:
Click the ‘Recording’ icon as shown below to start recording, the video
will be saved to your PC; Click the ‘Recording’ icon again, the video
recording will stop.

A window will pop up to show the path of the saved video.

NOTE

You may have to search for the file location of the saved video, as it may be
different to that stated, if permission for the location is denied by PC.

e Snapshot:

Click the ‘Snapshot’ icon as shown below, you will capture an image.

INM MTL RugiCAM-IP Rev 5



6.1 Image Setting
Image Setting

Basic Adjustment
Exposure Control

Day-Night Mode
Shift

6.1.1 Basic Adjustment

6.1.1.1 Brightness
Scroll bar to control brightness. (value ranges from 1 to 255)

Basic Adjustment

Brightness
Contrast
Saturation

Sharpness

6.1.1.2 Contrast
Scroll bar to control contrast. (value ranges from 1 to 255)

6.1.1.3 Saturation
Scroll bar to control saturation. (value ranges from 1 to 255)

6.1.1.4 Sharpness
Scroll bar to control sharpness. (value ranges from 1 to 255)

6.1.2 Exposure Control

e Auto Exposure:
Click Auto Exposure’ button to enable auto exposure

Exposure Control

« Auto Exposure e Min Frame Rates are 30, 25, 15, 8, 1

e Max Gain Range is 1 to 10

Min Frame

Ris e Max Digital Gains are 8191, 4096, 2048, 1024

Max Gain 10 (vl

<

e Auto Iris is Enable or Disable

Max Digital
Gain e Flicker Control is 50 or 60 Hertz

Auto Iris Open ® Close

@
=
<

e Manual Exposure enable button

Flicker Control| §0hz v

Manual Exposure

INM MTL RugiCAM-IP Rev 5



Exposure Control

. Input Manual Exposure Time in nSec
Auto Exposure
o Input Exposure Gain 1 to 1000

e Manual Exposure

Exposure 1| 30303
Time(1/n s)

Gain(1-1000) | 4

6.1.3 Day-Night Mode Shift:

e Day-Night Mode Shift:
Click "Manual’ or the ‘Dynamic’ button to enable the required
exposure method

Day Night Shift

Manua

o Dynamic

D-N shift value

N-D shift value
5

Depend on photosensitive sensor

| submi |

e Manual:
The day/night mode can be set manually.

e Day
e Night

e Dynamic:
The day/night mode can auto switch depending on the brightness.

e Min Brightness (1- 45):
when the brightness is lower than min, night mode will open.

e Max Brightness (1- 45):
when the brightness is higher than max, day mode will open.

* Depend on photosensitive sensor
Click button to enable the ‘Depend on photosensitive sensor’ setting.

e High When Day:
There is a photosensitive chip located on the IR LED board, in low light
conditions a signal will be sent to the CPU and the CPU will set the
camera to night mode.

¢ High When Night:
There is a photosensitive chip located on the IR LED board, in nightime

light conditions a signal will be sent to the CPU and the CPU will set
the camera to night mode.

INM MTL RugiCAM-IP Rev 5 9



6.2 Video Setting

Video Setting

Video Combo
Video Flip
Text Overlay
Block Mask

Encoding Parameter

6.2.1 Video Combo

e Main Stream

Main Stream

Resolution 720p:1280x720
Frame Rate 30

Image Quality Medium Low
Rate Control VBR

Max Bit Rate 5M

Sub Stream

Enable Sub Stream

e Enable the Sub Stream

Real Time Video

H264(1280x720)
H264(640x352)

All Bit Stream

¢ Resolution:

1080p: 1920x1080, 720p: 1280x720, D1: 704x576

* Frame Rate:

1-30

¢ Image Quality:

Very Low, Low, Medium Low, Medium, Medium
High and High

¢ Rate Control:

VBR (Variable Bit Rate) or CBR (Constant bit rate).
This option will alter how video is streamed from the
camera. VBR setting means constant video quality
at variable bandwidth. CBR setting means variable
video quality at a constant bandwidth.

e  Maximum Bit-rate:

2M, 3M, 4M or 56M

After enabling the Sub stream, go to Real Time Video
and click the stream name to refresh it, you will get
two stream names.

All Bit Stream will get you 2 live videos.

INM MTL RugiCAM-IP Rev 5
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e Sub Stream

Sub Stream

¥ Enable Sub Stream

Resolution Wﬂ
Frame Rate 30 -
Image Quality [H”J"—LI
Rate Conftrol VBR -
Max Bit Rate -

M

6.2.2 Video Flip

Resolution:
D1: 704x576, VGA: 640x480, QVGA: 320x192

Frame Rate:
11to 30

Image Quality:
Very Low, Low, Medium Low, Medium,
Medium High and High

Rate Control:

VBR (Variable Bit Rate) or CBR (Constant bit
rate). This option will alter how video is
streamed from the camera. VBR setting means
constant video quality at variable bandwidth.
CBR setting means variable video quality at a
constant bandwidth.

Maximum Bit-rate:
512K, 1M, 2M

Click buttons to make appropriate selection.

Image Flip
e Off
o Off
e Horizontal
e Vertical
e Both
6.2.3 Text Overlay

Horizontal

Vertical Both

Overlay Setting

Enable Content

2016/01714 13:14:02

Position

Save

[IMain Stream IPNC Lawer Right 1 v
[]Sub Stream PNC Lower Left Ci v
Time Overlay

Enable Date Format Time Format

Offset X

[0 ]
[0 ]

Offset Y

Position

Lower Right 1 v

Click check box to make the appropriate selection.

¢ Main Stream overlay:
e FEnable
e Text

n



Position:
Use the pull-down list to choose Position.

e |ower-left corner
e |ower-right corner
e Upper-left corner
e Upper-right corner

Offset X
Enter the appropriate offset setting.

Offset Y
Enter the appropriate offset setting.

Click check box to make the appropriate selection.

Sub Stream overlay:

e Enable
e Text
Position:

e |ower-left corner
e Lower-right corner
e Upper-left corner
e Upper-right corner

Offset X
Enter the appropriate offset setting.

Offset Y
Enter the appropriate offset setting.

Time overlay:
Click the Enable check box.

Date Format:
Use the pull-down list to choose Date Format.

e YYYY/MM/DD
e MM/DD/YYYY
¢ DD/MM/YYYY

Time Format:
Use the pull-down list to choose Time Format.

e 12 Hrs
e 24 Hrs

Position:
Use the pull-down list to choose Position.

e Lower-left corner
e Lower-right corner
e Upper-left corner

e Upper-right corner

INM MTL RugiCAM-IP Rev 5
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6.2.4 Block Mask

Block Mask

Enable X Y Width Haight Cperate

There are two ways to select the area mask. Quick select and Value input select
Up to 4 area masks can be set on the video.

Quick select:
1 Click "Enable” check box and click “Edit" on the right.
2 Drag mouse on the video to select the area mask.

3 Click "Apply”

Value input select:

1 Click “Enable” check box.

2 Input the values of X, Y, Width and Height, then click “Edit"
3 Click “Apply"”

Clean area mask:

1 Click "Edit” of the area mask you want to remove.
2 Click “Reset”

3 Click "Apply"

6.2.5 Encoding Parameter

Select a Profile, click check box to select and save the selected profile.

H264 Arithmetic Setting

(O Baseline Profile (O Main Profile (@ High Profile

Baseline Profile:

Baseline encodes are the most basic form of encoding. While decoding is much
easier, it may also require much higher bit-rates to maintain the same level of quality.

Main Profile:
The middle ground. Most modern / current devices will support this profile.
High Profile:

For best quality and file size at the expense of CPU time in both decode and encode.

13



6.3 Video Analytics

Video Analytics

Motion Detection

6.3.1 Motion Detection

¥!Enable Motion Detection

2016/01/14 13:17:44

Select All Clear All

Sensitivity “H|gh Lv]

e C(Click on the video interface or click “Select All"” to select
region of interest.

e Click "Clear All" to clear the region of interest.

e Sensitivity:
Use the pull-down list to choose Sensitivity options.

e |ow
e  Medium

e High

NOTE

See "6.6 Alarm Inputs” for information on how to enable motion
detection alarm.

INM MTL RugiCAM-IP Rev 5



6.4 Time Setting
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Time Setting

Time Setting

Time Setting

Time Zone GMT-08 Pacific Time (US & Canada), Tijuana

Time Setting
(O Synchronize with computer time

Local Time 02/Nov/2017  10:55:32
(O Synchronize with NTP server

NTP Server IP

pool.ntp.org

e Time Zone:
Use the pull-down list to choose required Time Zone.

e Time Setting:
Click buttons to make the appropriate selection.

e Synchronize with computer time.

e Synchronize with SNTP server.

15



6.5 Network Setting

Network Setting

Network Setting
WIFI Access
WIFI Setting
Streaming Media

Ftp Setting

6.5.1 LAN Setting

LAN Setting

Enable DHCP On ® off .
IP address 192.168.0.133

Netmask 255.255.255.0 .
Gateway 192.168.0.1 °
DNS Server 192.168.0.1

6.5.2 WIFI Access

WIFI Access Setting

Enable WIFI ® On off
SS1D 2WIREB35 *
Password 12345

Enable DHCP:
If you disable DHCP you must set
an IP address

Subnet mask

Default Gateway:
Router IP Address

DNS Server:
|P address

Enable WIFI:
Enable or Disable WiFi interface

SSID:
WiFi access point

Password:
WiFi Access Point SSID Password
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6.5.3 WIFI Setting

WIFI Setting

Enable DHCP ® On off

IP Address 192.168.101.168
Netmask 255.255.255.0
Gateway 192.168.0.1

DNS Server 192.168.101.1

=3

6.5.4 Streaming Media

Streaming Media

Oves ®No  Address: 192,168.0,168

Streaming Media

Port

554

Web Port

a0

e Specify Address: ON/OFF

e Service Address: IP address

6.5.5 FTP Setting

FTP Setting
FTP Server | 192.168.130.97
FTP Port | 21
FTP Account | steve
FTP Password | password
FTP Directory | FTP

Enable DHCP:
Enable or Disable DHCP

IP address:
If you disable DHCP you must set
an IP address.

Netmask:
Subnet mask

Gateway:
Default Gateway / Router IP Address

DNS Server:
DNS Server IP Address

IP camera remolely. Piease enter the external IP address

e FTP Server:
|P Address of the FTP Server

* FTP Port:
TCP Port used on the FTP Server
(Default 21)

e FTP Account:
Account on the FTP Server

e FTP Password:
Password for the Account on the
FTP Server

¢ FTP Directory:
Directory the Account uses on
the FTP Server

Specify the settings for an FT server, to allow for videos and stills to be sent from the

camera to the server.

INM MTL RugiCAM-IP Rev 5
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6.6 Alarm Setting

Alarm Setfting

Alarm Input
Alarm Action
Alarm Video

Alarm Snapshot

6.6.1 Alarm Input

Alarm Input
¥ Enable Alarm Function

Motion Detection Alarm () Disabled

Mask Alarm (@ Disabled

e Enable Alarm:
check tick box to Enable Alarm Function

e Motion Detection:
Disabled / Enabled

e Mask Alarm:
Disabled / Enabled

(® Enabled

(O Enabled

INM MTL RugiCAM-IP Rev 5



6.6.2 Alarm Action

Alarm Action

UDP Report QO OFF ®ON
Servar
Port
Alarm Video O OFF @ ON
Recording

Waming Please plug in the SD card when saving the alarm video

Steam Selection Im Video Length 10s [~
2

Storage Location  ® gpy carg U FTP U shared Folger U USB Drive

Alarm Snapshot (O OFF (® ON

Quantity of Image | Thyee v Image interval 4 .

{D-50s)

Storage Location 8 gp corg O prp O shared Foider © usB Drive

e UDP report:
OFF/ON

e Alarm Video Recording:
OFF/ON

e Stream Selection:
Use the pull-down list to select

e  Main Stream
e  Sub Stream

¢ Video Length:
Use the pull-down list to select

e bs
e 10s
e 30s

Storage Location:
SD Card/FTP/Shared Folder/ USB Drive

e Alarm snapshot:
OFF/ON

e Quantity of Image:
Use the pull-down list to select

e One
e Two
e Three

INM MTL RugiCAM-IP Rev 5
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6.6.3 Alarm video

This tab only shows you the files on the SD card not on the FTP site

Alarm Video

mmc/alarmivideo
FileName File Date Fiie Time Size Operate
20171219 20171219 235926 40K
20171220 201711220  11:49:56 72K
~main_20171219000914 avi 2017112119 00:09:15 5K Delete
~main_20171219113624.avi 2017/1219  11:36:46 2118K Delete
~main_20171219113716.avi 2017TH2119  11:37:25 5162K Delete
~main_20171219133736.avi 2017112/19  13:37.59 2851K Delete

6 file and 260136 KBytes free

6.6.4 Alarm snapshot

This tab only shows you the files on the SD card not on the FTP site

Alarm Snapshot

mmc/alarmisnap
FileName File Date File Time Size Operate
20171219 2017112119 230238 8K
20171220 201712120 11:01:05 8K

2 file and 259792 KBytes free

INM MTL RugiCAM-IP Rev 5



6.7 System Maintenance

INM MTL RugiCAM-IP Rev 5

6.7.1

6.7.2

Click

6.7.3

Click

6.7.4

System Maintenance

Device Upgrade
Restart Device

Restore To
Factory Setting

Event Log
Edit User

System Event

Device Upgrade

System File Upgrade

Browse

Restart Device

"Restart” button to restart camera

Restore to Factory Settings

"Submit” button to reset the camera

Event Log

You can check the system log in this section

Upgrade

21
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6.75 Edit User

User Account

Create User

User Name Authority Operation Option

admin Administrator Edit Delete

e Add new user:
Click "Add new user’ you will get following window.

Add/Edit User

Authority b

Password

e User:
Enter the new user name

e Authority:
Use the pull-down list to select options

e Admin
e QOperator
e Viewer

¢ Password:
Enter the password of new user

e Edit User:
Click “Edit” to edit user

¢ Delete User:
Click “Delete” to delete user
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6.8 Recording Management

INM MTL RugiCAM-IP Rev 5

Recording
Management

Recording Schedule
Videos

Snapshots

5D Management

6.8.1 Recording Schedule

Video Recording Plan () OFF @on
Stream Selection
Storage Location ® 5p card

Snapshot Plan O OFF @ON
Image Interval D‘“”ESEC
Storage Location ®5p card

Schedule Repeat ® EIWeeks ) Always On

Recording Schedule

Monday
3 6 9 12 15
Tuesday
3 6 ] 12 15
‘Wednesday
3 6 9 12 15
Thursday
3 6 9 12 15
Friday
3 6 9 12 15
Saturday
3 6 9 12 15
Sunday
3 6 9 12 15
SD Storage:
OFF /ON
Use the pull-down list to select options
e |mage
e Video

Snapshot Plan:
OFF/ON

21
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6.8.2 Alarm Videos

Alarm Video

mmc/alarmivideo/20171219
FileName File Date File Time Size Operate
main_2017121916071%.avi  2017/1219  16:07:31 5094K Delete
main_20171219160808.avi 20171219 16:08:25 4509K Delete
main_20171219160828.avi 2017/12119  16:08:44 5028K Delete
main_20171219160848.avi 2017/12119  16:09:01 5071K Delete
main_20171219160903.avi 20171219 16:09:16 5056K Delete

5 file and 14940560 KBytes free

6.8.3 Alarm Snapshot

Alarm Snapshot

mmc/alarm/snap/20171219/16
FileName File Date File Time Size Operate
20171219160446667 jpg 201711219 16:04:48 830K Delete
20171219160452001 jpg 2017112119 16:04:52 839K Delete
20171219160546902 jpg 2017/1219  16:05:48 863K Delete
20171219160552471.jpg 2017112119 16:05:54 864K Delete
20171219160557036 jpg 2017112119 16:05:58 858K Delete
20171219160602029 jpg 2017112119 16:06:03 859K Delete
20171219160605131 jpg 2017/1219  16:06:07 859K Delete

7 file and 14977776 KBytes free

6.8.4 SD Management

SD Card Management Mount SD Umount SD Format SD
FileName File Date File Time Size Operate
alarm 201712118 13:00:33 8K
schedule 20171218 153310 8K

2 file and 15008568 KBytes free

After plugging in the SD card, you can manage or format the SD card in

this interface.
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6.9 About Product

INM MTL RugiCAM-IP Rev 5

About Product

About Product

6.9.1 Camera Information

RugiCAM-IP Information

Camera Name IPCAM

Camera Module LI-M38-IMX136-W
Hardware Version M38_V11
Software Version 1.2.065 build 111017(EATON)

Sensor IMX136_2_3MP

e Camera Name

e Camera Module
¢ Hardware Version
e Software Version

e Sensor
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7 MECHANICAL DETAILS
All values are approximate.

Camera Unit

87mm 79mm 165mm AA* = 15Kg
CS* = 3.5Kg

LED Lighting Unit

87mm 79mm 105mm AA* = 1.5Kg
CS* = 3.5Kg

*Enclosure Material
AA = Anodised Aluminium
CS = Coated / Painted Steel

8 ENVIRONMENTAL

Operating Temperature -20°C...+60°C

Storage Temperature -20°C...+60°C

Humidity 0...95% RH, non-condensing

Ingress Protection IP66

NOTE

The MTL RugiCAM-IP Camera unit and LED Lighting unit are certified for use in an ambient
temperature of-40°C to +60°C, the reduced operating range specified in the above table
(Environmental) is guaranteed by design; operation over the full certified range should only be
undertaken after careful consideration and in agreement with the manufacturer.
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9 WASTE REMOVAL INFORMATION

The electronic equipment within must not be treated as general
waste. By ensuring that this product is disposed of correctly you will
be helping to prevent potentially negative consequences for the
environment and human health, which could otherwise be caused by
incorrect waste handling of this product.

For more detailed information about take-back and equipment recycling please contact
your local Eaton MTL representative.

10 MAINTENANCE

No routine maintenance is required other than cleaning the glass window.

Any damage that may affect the safe operation of the unit, e.g. — damage to the
enclosure, glass window, connectors or cables should be corrected by replacing the
unit / part / cable with manufacturer approved spares. There are no user serviceable
parts inside and to maintain dust/water seals the unit should not be disassembled by
the end user other than to access the SD card if required.

All screws must be fitted to ensure the integrity of the sealing O-rings.

NOTE

The complete Camera/LED sub-assembly is encapsulated

INM MTL RugiCAM-IP Rev 5
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1

CERTIFICATION

Ex ia | Ma, Category M1
Ex ia lIBT4 Ga
Ex ia IlICT135°C Da

CML 15ATEX2016X
IECEx CML 15.0008X

See certificates for further information.

1.1 Marking Details

Part No. Description

9456-ET-xx* |P Camera
9459-ET-xx* |PWiFi Camera
9457-IR-xx* IR LED Unit
9457-\WH-xx* White LED Unit
9457-GR-xx* Green LED Unit
9457-RD-xx* Red LED Unit

* xx in the above part numbers relates to the enclosure material

AA = Anodised Aluminium
CS = Coated / Painted steel

INM MTL RugiCAM-IP Rev 5



12 ORDERING INFORMATION

Camera and LED Units

Part No.

Description

9456-ET-AA IP-CAMERA - ALUMINIUM ENCLOSURE

9459-ET-AA IP-CAMERA (WITHWIFI) - ALUMINIUM ENCLOSURE
9457-IR-AA IR LED UNIT — ALUMINIUM ENCLOSURE
9457-WH-AA WHITE LED UNIT — ALUMINIUM ENCLOSURE
9457-GR-AA GREEN LED UNIT - ALUMINIUM ENCLOSURE*
9457-RD-AA RED LED UNIT — ALUMINIUM ENCLOSURE*

* Subject to MOQ

9456-ET-CS IP-CAMERA - STEEL ENCLOSURE

9459-ET-CS IP-CAMERA (WITH WIFI) - STEEL ENCLOSURE
9457-IR-CS IR LED UNIT — STEEL ENCLOSURE
9457-WH-CS WHITE LED UNIT — STEEL ENCLOSURE
9457-GR-CS GREEN LED UNIT - STEEL ENCLOSURE*
9457-RD-CS RED LED UNIT - STEEL ENCLOSURE*

* Subject to MOQ

Accessories

Part No.

Description

Camera Ethernet Cat6a Cable bm

9409-ET5
(M12 connector 8-pole RJ45)
Camera/LED Power Cable 5m
409-PWR
9409 ° (M12 connector 4-pole Free end)
9409-LEDOG LED-Camera Link Cable 0.6m

(M12 connector 4-pole M12 connector 4-pole)

NOTE

The Red and Green LED units are intended for use in other applications —
e.g.: Stop/Go Indication for zones and areas etc.
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13  APPENDIXA -

Install Active-X add-on to the IE Interface

Open IE, Go to Internet Options Security Trusted sites.

Click Sites, uncheck Require server verification (https:) for all sites in this zone and add
the IP address of camera to Websites.

For example: http://192.168.0.*

Intemet Options v s

Select & sone i view or change security settings.

You can add and remave websites from ths rone. Al websites in
fhis zone wil use fhe 2one's seourity settings.

il Agd thes website to the zone:
|

Hiebsites:

)

Click Custom level, enable Download unsigned ActiveX controls and Initialize and
script ActiveX controls not marked as safe for scripting.

Internet Optony ¥o8

f--i‘m“ Privacy | Content | Comecirs | Programs | Advances.

Sefect & 1one 40 ew o Change seoLnty settngs.

e & Ue

Local ntranet  Trusied sies  Resiricted
wiey

Trusted sites.
Sites

Promot The rore contans webutes that you L

W Intusioe and porpt ACBved controh not marked s ale f o gauwmmy
Tou have webetes ) T pone

Prompt Secunty level for the rore

¢ Orfy show a00roved Somars 19 use ACUvEY sThout Drospt
@ Deable
-

i e peitrgs, dok Cunton evel

o S a———

et custom setirgn : e Lrasriiriecg ot Exphorer)
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under Advanced tab, tick the setting “Allow software to run or install even if the

signature is invalid”

Internet Options

General Security Privacy Content Connections

Settings

? X ‘

Programs  Advanced

% Security

<

Flay animations in webpages™
Flay sounds in webpages

] show image download placehalders
Show pictures

Allow active content from CDs to run on My Computer™
[ aliow active content to run in files on My Computer®

Allow software to run or install even if the signature is inv.
[ Block unsecured images with other mixed content

Check for publisher's certificate revocation
Chedk for server certificate revocation™
Check for signatures on downloaded programs
[] Do not save encrypted pages to disk

[*] Empty Temporary Internet Files folder when browser is de ¥

>

*Takes effect after you restart your computer

Reset Internet Explorer settings
Resets Internet Explorer's settings to their default

condition,

Restore advanced settings

Reset...

‘fou should only use this if your browser is in an unusable state.

On [E interface (after login), reload the page

Internet Explores blocked the webste from installng an ActiveX control

Cancel

Apply

Jrotatl

If you get a message above, click Install.

After installation of the ActiveX control, you will see the live video

INM MTL RugiCAM-IP Rev 5
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14 APPENDIX B-

How to use WIFI

1. For the first time you use the WIFI function, you need to enter IE interface with
network cable and go to Network Setting > WIFI Access to enable the WIFI. Then
enter the WIFI SSID and password.

WIFI Access Setting

Enable WIFI ®on Oof
SSID [ 2WIRE635
Password [ 12345

Click Save, the camera will reboot.

2. After the camera boots up, you can get the IP address from the serial log screen
(the WIFI IP address is behind the IP address from network cable) or the
UPNP device.

NOTE

Please make sure the camera module and your PC (which access the camera via
WIFI) are in the same network (wifi router)

3. You can also set the static IP of WIFI.
Go to WIFI Settings.
Select Static IP enter the static IP address and click submit.

The IP camera will reboot in next step. After the camera boots up, the static IP
address can be used to open the |E interface.

WIFI Setting

Enable DHCP ® On Off

IP Address 192.168.101.168
Netmask 255.255.255.0
Gateway 192.168.0.1

DNS Server 192.168.101.1

Select IP Address, enter the IP address, and click save.

The IP camera will reboot . After the camera boots up, the static IP address can be
used to open the IE interface.
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15 APPENDIX C-

Streaming video via RTSP on VLC

e OpenVLC media player.
e Click the Media tab.

e Open Network Stream.

Media Playback Audio Video Tools View Help
Open File Ctrl+O

Open Foldec Ctrl+F
Open Disc Ctrl+D

' Open Network Stream Ctri+N
Open Capture Device Ctri+C
Open (advanced Ctrl+Shift+0O
Open Location from clipboard Ctris+V
Open Recent Media .
Save Playlist to File Ctri+Y
Convert / Save Ctri+R
Stream. Ctrl+S

Quit at the end of playlist
Quit Ctrl+Q

In the next window, enter the URL rtsp://<IP_address>:554/0 for main stream or
rtsp.//<IP_address>:554/1 for sub stream, then click Play, you will get the video.

Open Media 2
File Disc ¢ Network Capture Device
Network Protocol
Please enter a network URL:
rtsp://192.168.0.168:554/0
Show more options
Play = Cancel

INM MTL RugiCAM-IP Rev 5
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16  APPENDIX D - MILESTONE XPROTECT SURVEILLANCE SOFTWARE
Milestone XProtect is a surveillance software program. You can try it free
for 30 days and need to purchase a license if you wish to keep using it.

This guide just briefly illustrates the procedure to run a RugiCAM-IP
camera with Milestone XProtect. If you want more information, please
refer to the user guide of Milestone XProtect, which will come with the
software you download with the link below.

16.1 Download Milestone Protect
Please use the following link to download Milestone XProtect

https://www.milestonesys.com/our-products/xprotect-software-
suite/xprotect-enterprise/

There are different versions in the download list, and we use the
Milestone XProtect Enterprise in this user guide.

Install Milestone XProtect
16.2 Run Milestone XProtect
After installation, you will get two icons on your desktop

(Milestone XProtect Management Application and Milestone
XProtect Smart Client).

Run Management Application
Open Milestone XProtect Management Application.

16.3 Add Hardware Device
When you get the interface, click Add Hardware Device.

NOTE

Before this step, the IP camera must be running.

Then you will get the following window:

FarOas
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Select and click Scan for Hardware.

Add Hardware ) - Ln =)

How do you want to add new hardware?

i Scan for hardware

Ll XProtect will scan your network for available hardware. You can exdend the scan to include
other natworks. When the scan is complete, select which hardware you want io add

Manually specify the hardware 1o odd

|
] Use thes option i you know the IP addresses of the hardware you want to add. You can sither
type the IP addresses manually or import them from a comma-separated values (CSV) file

|

NOTE

Please refer to the user guide of Milestone XProtect if you want to use
other ways to add hardware device.

Select Scan local network and click next.

(oo gy - B

Where do you want XProtect to scan for hardware devices?

H you want to use cameras or other devices cutside your local network, you can add additional [P addresses or IP ranges to be scanned.

¥ Scan local network

% Add the [P addresses or [P ranges to be scanned

| Previous | Nest | Cancel
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Add Hardware
—_ —

Select all manufacturers (default), then click Next.

[

HProtect will use the camera manufacturer’s default user credentials when scanning for cameras, If you have changed the user name
and password for the camera you should add them to this list Lser name and 3

Prewious Next Cancel

NOTE

If the auto-scan cannot get the device, please click Rescan to scan it again,
oryou can also use other ways in last window to get the device.

Select LI-M38 Camera and deselect the USB Driver and click next.

Add Hardware "

Scan for devices has completed

- w |Scan agan

2 device(s) found

USE Driver 4 channels 0.001 &0

4l ipnc L-M3B-IMX136-W 1921680168 80

1 of 2 device{s) will be added to your system.

s P
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The following screen appears:

[ Add Hardware : “1

Your devices are ready to use

Vou have now successfully added 1 device(s) to your system

click OK.

The following screen appears:

AN B s
e

From the left panel click on Hardware Device 1 and then select
camera 1. The folowing screen appears:

37
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Carmara Semings Summary

FO16/01 126 14:26:06

Select Open to select Camera properties and the following screen appears:

Camera Properties

Video
Audio

RecordmngProperties

Event Notification
Output

Motion Detection
Privacy Masking

Fisheye Lens

Recording and Archiving Paths

! Gonersl caman 1eangs

2016/01/26 14:26:46

Reschgion: 1920¢1080 (1.3 Mba/s, average size per frame 26 6 KE)

Ok || Concel

INM MTL RugiCAM-IP Rev 5



16.4 Manage the functions

INM MTL RugiCAM-IP Rev 5

Motion Detction can be selected as shown below:

Camera Properties

Gereral .
Moton Detection
o Enable Detecton mgors
Show pd
Exchuge M
chude 4
Privacy Masking
Fisheye Lens
Level | I
Waral seratvty
Mavon 2000
| Keyfmme only
Detecson rierval 20 milseconds
Detocton eack ton Fast (12} -
oK Cancel

Sensitivity and Motion can be used to adjust the level.

When the green bar is over the line, the video from the camera
will be recorded.
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You can also check Show grid to set the detection regions.

Camera Properbes

Matian Detection

Set Privacy Masking

¥ Show gad

Recordng Properties
Recording and Archiving Paths phckied)
Evert Notification bciude A
Qutput
Mation Distection
Privacy Masking
Fesheye Lens

Level | T

Marual seraovty

Moo 2000

| Meyleame only

Datecton rterval 240 mikseconds

||
Detocton mechpon Fast (12%) -
=

The blocks you select will be a black area in video you get from
camera. After you set the properties, click OK to save it.

| Camera Properties

Genaral

Recording Properties

Recording and Archiving Paths

Event Notification

Ot

Motion Detaction

Privacy Masking

Figheye Lens

7] Showgnd
<! Show privacy mask

o R ]

oK Concel
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16.5 Open Milestone XProtect Smart Client

This allows you to view all cameras and view recorded video.

@ Milcstone XProtect Smart Client 2016 WOU01613:0729 — O X
m Playback Sequence Explorer Alarm Manager - 009

Setup -]

@ Milestone XProtect Smart (liemt 2016 26/01/2016 13:09:23

Playback m Alarm Manager - @5 ¢Y
g 1

Use skicing 1o get an overview of the content of
long sequences.

NOTE

If you want to know more about the functions and settings, please refer to
the user guide of Milestone XProtect.
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17  APPENDIX E- ONVIF DEVICE MANAGEMENT SOFTWARE

17.1 The Onvif (Open Network Video Interface)

Device Management Software v2.2.250 can be used to setup and monitor RugiCam-
IP including the streaming of live video from it as can be seen below. The application
can be obtained from the sourceforge site, address https://sourceforge.net/projects/
onvifdm/.

Go to the website indicated above and press the download button which will then
download odm-v2.2.250.msi (this is the version at time of writing), size of file
20.9MB when completed and the security check verifies the software install on the
target computer.

When the application runs it will scan the subnet the computer is connected to for
any equipment responding to the ONVIF protocol and displays the results in the left

= r Panages 1.3 259

T (T O

LA 10

192.168.130.168

hand column as shown above.

The second column from the left is split into two sections the top one deals with
the setting of the camera while the bottom section is concerned with the live video

feeds.

17.2 Network Setting

Selecting Network Settings from the top half of column two reveals all the network
parameters as shown below.

CETH (e Pamager w22 2%

[ —_____J——  Jisel-By

[T
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18 APPENDIX F- RUGICAM-IP ROUTING NOTES
(Software Revision v1.2.065 build 130218(EATON) or later)

18.1 One Network Connection Only

The RugiCAM-IP has two network connections, the copper LAN and the WIFI LAN.
Only one of these connections can be used at any time (power limitation constraints
for Intrinsically Safe operation).

18.2 Copper Network Connection

When the RugiCAM-IP is powered, and there is a linked physical copper LAN
connection, then the WIFI circuit is disabled. The camera is now only accessible via
the copper LAN. Below is an example of the copper LAN Settings:

LAN Setting

Enable DHCP Oon ®of

- ankanon ] 192.168.130.172 IP address of the copper LAN connection
Netmask [ 265 255.255.0 Subnet mask for the copper LAN connection
Default Gateway, the Camera uses this
Gatewa X h !
d ‘ 192.168.130.1 device for IPs not on the local subnet
DNS Server l 192.168.130.1 Resolves names to IPs

18.3 No Copper LAN Connection At Power Up Wifi Connection Available

When the RugiCAM-IP is powered and there is no linked physical copper LAN
connection, then the copper connection is disabled and the WIFI connection will
connect to the configured access point. The camera is now only accessible via the
WIFI connection.

Below is an example of the WIFI LAN Settings:

WIFI Setting
Enable DHCP Con ®off
IP Address I 192 168.100 172 IP address of the WIFI LAN connection
J Subnet mask for the WIFI LAN connection
Netmask [ 255.255.255.0
Default Gateway, the Camera uses this
Gateway | 192.168.100.1 device for IPs not on the local subnet
DNS Server | 192.168.100.1 Resolves names to IPs
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18.4

18.5

18.6

18.7

If Wifi Switched Off Copper Network Connection Available

If the Enable WIFI is set to Off (default), as shown below, then the camera only
enables the copper connection.

WIFI Access Setting

Enable WIFI O on ®off
SSID I OldBtHub02
Password | Pacaciord

If you are only using the copper connection, it is recommended to set the Enable
WIFI to Off (default).

Subnet Address Different For LAN And Wifi

Since only one of the LAN connections can be used at any time, it is recommended
that the unused connection be setup to a different subnet address, as illustrated in
Notes 2 and 3.

Default Gateway Operation
To setup a device on a network with a fixed IP address requires a number of
parameters, one of these parameters is the default gateway.

The default gateway is a network node that serves as a gateway (router) to another
network (subnet), often involving not only a change of addressing, but also a different
networking technology.

When the RugiCAM-IP wants to communicate with another device on a different
network (subnet), it uses the Default Gateway device to route the IP messages onto
another Router or one of the Routers local LAN connections.

Changing From Copper LAN To Wifi (Or Vice Versa)

When changing from copper LAN to Wi-Fi LAN the unit power should be cycled for
the new connection to be established.
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19 GLOSSARY OF TERMS
An alert can be in the form of an e-mail or an ftp upload of an image, that occurs
Alert L o
when a sensor is triggered, or motion is detected.
AVI Audio Video Interleaved. AWindows multimedia video format from Microsoft.
Standard Bit Rate Encoding. This aims for a constant or unvarying bandwidth level
CBR . :
but the video quality can vary.
CIF Common Interface Format. A standard video resolution format used in video
conferencing. CIF resolution is 352x288 and bit rate is 36.5 Mbps (at 30fps).
Dynamic Host Configuration Protocol. A system by which each piece of equipment
DHCP . .
on a network is allocated an address IP dynamically.
Eth t The most widely used local area network (LAN) access method, defined by the
erme IEEE as the 802.3 standard.
FTP File Transfer Protocol. A standard protocol designed for transferring files over a TCP/
IP net-work.
Internet Protocol. The network layer protocol in the TCP/IP communications protocol
IP suite (the “IP" in TCP/IP). IP contains a network address and allows messages to be
routed to a different network or subnet.
LED Light Emitting Diode. A semiconductor device that emits light when a

voltage is applied.

Motion detection

Camera function that causes an alert to be triggered when movement is detected in
the field of view.

Protocol Standards governing the transmission and reception of data.
Resolution Screen resolution is expressed_as a matrix of dots. For exam_ple, the VGA resolution
of 640x480 means 640 dots (pixels) across each of the 480 lines.
RJ-45 Registered Jack 45. RJ-45 type connections are used in Ethernet devices.
SNTP Simple Network Time Protocol. A protocol that allows devices to update internal

clocks using a standard source available on a network.

Static IP address

A static IP address that is assigned manually and never changes.

Transmission Control Protocol/Internet Protocol. A communications protocol

TCP/IP developed under contract from the U.S.
VBR Variable Bit Rate Encoding. This allows the bit rate to vary but maintains a constant
video quality level.
VGA Video Graphic Array. The video display standard for the PC.
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