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GENERAL SAFETY INFORMATION

Safety instructions for installation and operating personnel

The operating instructions provided here contain essential safety instructions for installation personnel
and those engaged in the operation, maintenance and servicing of the equipment.

WARNING !

AR A "WARNING' marked in this way is provided for operator and plant safety and MUST be followed.

CAUTION !

A Caution is provided to prevent damage to the instrument.

NOTE

These are used to guide the user in the operation of the instrument.

Before commencing installation or commissioning:

Read and understand the contents of this manual
Ensure installation and operating personnel have received adequate training for this task
Ensure that any operating instructions are fully understood by the personnel responsible.

Observe national and local installation and mounting regulations (e.g. IEC 60079-14).

WARNING !
These assemblies may not be used in explosion-hazard area applications if they have been used
WARNING previously in general electrical installations.
WARNING !

The responsibility for planning, installation, commissioning, operation and maintenance, particularly

WARNING with respect to applications in explosion-hazard areas, lies with the plant operator.

During operation:

Make the relevant instructions available at all times to the operating personnel.
Observe safety instructions.

Observe national safety and accident prevention regulations.

Operate the equipment within its published specification.

Servicing, maintenance work or repairs not described in this manual must not be performed without

prior agreement with the manufacturer.

Any damage to this equipment may render its explosion protection null and void.

No changes to any of the components that might impair their explosion protection are permitted.

If any information provided here is not clear:
Contact Eaton’s MTL product line or an authorised distributor or sales office.

NOTE
Improper installation and operation of the enclosure can result in the invalidation of the guarantee.
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CSL RugiCAM-IP MK2

Intrinsically Safe Network camera

1

2

INTRODUCTION

1.1 Description

The CSL RugiCAM-IP MK2 is an Intrinsically Safe (IS) Network Camera ideally suited to Group |
Mining applications. It connects directly to compatible IS Ethernet Systems via a wired LAN cable
or Wi-Fi (both work concurrently). The small, rugged and cost effective design makes it the ideal
choice for many applications:

Petrochem- Drill Rigs, Process Monitoring, Remote Safety Inspections, Hazardous Zone
Security....Mining- Conveyor Transfer Points, Bunkers, Fan Sites, Face Roof Supports (Chocks/
Shields)....

The CSL RugiCAM-IP MK2 is an improved version of the popular MK1 model. It features Full HD
1080P resolution and supports video streaming via the H.264 or

H.265 compression standards and/or Motion JPEG with frame rate selectable to reduce network
bandwidth. All configuration is by a standard web browser or ONVIF compliant tool (settings can
be backed up and restored to file).

The camera body is manufactured from high quality polished 316 stainless steel to suit harsh
Group | Mining applications. A 6mm thick toughened glass window provides optimal protection
in the harsh environment.

As well as adding H.265 compression and MJPEG support, this new MK2 version also features
an enhanced low-light image sensor with wide dynamic range ideal for underground use. The
Wi-Fi antenna is integrated into a ‘Puck’ design on the bottom of the enclosure to improve on the
ruggedness of the MK1 external antenna connector arrangement

FEATURES

o Intrinsically Safe ATEX /UKEX /IECEx / QLD Certification
° Exia | Ma (M1 mining). Ex ia IIBT4 Ga; Ex ia IlICT135°C Da (non-mining)
Ta =-40°C to +60°C
. Resolution 1920x1080, 1290x720 (main) + D1, VGA, CIF (sub-stream)
. 1/2.8" SONY Back-llluminated CMOS Starlight Technology Sensor + HS3516D DSP
o Min. illumination 0.001Lux + Wide Dynamic Range (WDR)
° Mega-Pixel 4mm 1.6 IR Lens, viewing angle (approx) 78°(H) x 59°(V) x 89°(D)
. H.264 + H.265 Server, MJPEG and Adjustable Frame Rate- Controls Network
Bandwidth Usage (30fps max)
° 10/100 IS Ethernet LAN Interface supports up to 100m Cat5e Connection
o Wi-Fi supporting 802.11 b/g/n standards at up to 150Mbps — with integral antenna
"Puck’ design
o LED indication (on rear) — Power / LAN
o ONVIF 2.4
° Backup and Restore of Configuration Settings
. 12VDC IS Power Supply Input or POEXTM (Power over IS Ethernet)
. Minimum operating voltage 10VDC
o 300mA operating Current maximum <200mA inrush current
o Rugged IP66 rated polished 316 Stainless Steel Enclosure suitable for harsh environments
o Compact dimensions W:87 x H:95 x D:165 (with WIFI),
W:87 x H:79 x D:165 (without WIFI)
° Plug & Socket Connections- shortens installation time
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NOTE

The unit is certified to operate safely at-40°C while the standard designed operating/storage
range is-20°C to +60°C, the unit will function at-40°C. Some aspects of performance are not
guaranteed by design at temperature below-20°C (e.g. Wi-Fi range), additionally possible issues
with condensation or frosting of the glass window should be considered at low temperatures, both
of these depend on the actual installation and environment and may not affect all applications.

3

CONNECTION

12Vdc Power / RS485 X1
4 Pole M12 Connector (M)

Wire Colour

Brown

Description

+12Vdc

ov

12Vdc Power / RS485 X1
4 Pole M12 Connector (M)

7
8

Shield

Wire Colour

]
ORG-WHT

Screen

Description RJ45

PoEx-
PoEx-
PoEx+
PoEx+

GND

Connector

5
4

Shield

NOTE

The cable core colours as shown in the diagrams above are for reference if using an MTL supplied
cable assembly. Alternatively some cables may have black cores numbered 1-4 corresponding to

the M12 connector pin ..
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3.1 LED Indications

3.2 Hardware reset

By removing the top cover, it is possible to access the hardwire reset button (shown below). This
button needs holding in for about 40 seconds on a power up. Make sure to replace the top cover
maintaining the seal.

3.21 Installation

WARNING !

See Special Conditions of Safe Use in the folllowing section regarding
ATEX, UKEX & IECEx Certification Information before installation

The RugiCAM-IP MK2 is an Intrinsically Safe IP Network Camera capable of producing high quality
colour video images at up to 1920x1080p at 30fps.

The H.265 compression technique ensure optimal bandwidth usage of the Ethernet network and
compatibility with all major video streaming players.

The IP66 rated units are constructed from high quality anodised aluminium, powder coated steel
or stainless steel to suit different applications and environments and contains a fully encapsulated
camera (or LED) module. The resulting compact and cost effective solution is suited to many HD
video monitoring and surveillance applications in and around the Hazardous Area.

The connections are made by multi-pin M12 plug and sockets on the rear of the unit. This allows
easy installation and maintenance in the event of a damaged cable assembly.

WARNING !

This equipment must be installed, operated and maintained only be

trained competent personnel and in accordance with all appropriate

international, national and local standard codes of practice and site

regulation for intrinsically safe apparatus and in accordance with the
instructions contained here




3.2.2 ActiveX installation

In order to view the video using Internet Explorer or the |IE Tab add-on (www.ietab.com) for other
browsers, an ActiveX Control needs installing first.

Enter the IP address of the camera into the browser to get to the login page, on this page Click
File to download the ActiveX
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3.3 Possible Problems

If when installing the ActiveX a window pops up as shown below, then the security setting within
the Browser need altering:

» = -
Internet Explorer - Security Warning u

Windows has blocked this software because it can't verify the publisher.

Name: WebCMS.exe
Publisher: Unknown Publisher

o ]

[t To help protect your computer, Windows will block software when it cannot
verify the publisher. See how this helps protect vour computer.

Open IE, Go to Internet Options Security Trusted sites.

Click Sites, uncheck Require server verification (https:) for all sites in this zone and add the IP
address of camera to Websites.

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

¢ ¢ v O

Internet  Localintranet Trusted sites  Restricted

stes
Trusted sites X b Shes I
-
You can add and remove websites from this zone. Al websites in
this zone will use the zone's security settings,
Add this website to the zone:
[ Add
t Custom level.
— sttings, dick Default level,
Ihm:h’wl 168.0.* I I Remove
| tarting Internet Explorer)
Deqtlesel’vervmﬁcabmomps:lfwalmthsm Btmesmdefultlevd

|
* ,=J Cancel Apply

FOR EXAMPLE: HTTP://192.168.0.*
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Click custom level;
Under activex controls and plug-ins

Enable allow previously unused activex controls to run without prompt Set download unsigned
activex controls to prompt.

Under miscellaneous

Internet Options ? X

General Searity Privacy Content C Programs  Ach d

Select a zone to view or change seaurity settngs.

9] Aciivex contros and plug-ns 0 ‘ \/ @

@ Allow previously unused ActiveX controls to run without prompt Localintranet  Trusted sites
) Disable
@ Enable Trusted sites =
" This zone contans websites that
1@ Dovrioad unsigned ActiveX controls Mmtbdmagemmwh:’:l
O Disable your files.
® Enable \'mm-mwzbslsnhm
O Prompt Seauity leve! for this zone
|| Mscellancous
__| Include local directory path when uploadng fies to a server Custom
() Disable Custom settings.
Enable -To change the settings, dick Custom level.
L T use the recommended settngs, dick Default level.

Set Include local directory path when uploading files to a server Under Advanced tab, tick the
setting

“Allow software to run or install even if the signature is invalid”

Internet Options ? b 4

General Security Privacy Content Conmections Programs Advanced

Settngs

4] play animations in webpages™ Al
4] Play sounds in webpages
[C] Show image download placeholders

&) searity
4] Alow active content from CDs to run on My Computar®
| Abwmmmtmmnﬁesm"vtmww'

a Mmdmm&ohmﬂmmt

[ Chedk for publisher's certificate revocation

[A Check for server certficate revocation®

[ Chedk for signatures on downloaded programs

[] Do not save encrypted pages to disk

[ Emoty Temporary Internet Files folder when browser is de ¥

< >
*Takes effect after you restart your computer
Restore advanced settings
Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Reset...
condition.

You should onty use this if your browser is in an unusable state,

o ] oot [ somy

On IE interface (after login), reload the page
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f when installing the ActiveX, the window below appears, Close the Browser and click Retry.

Installing
Flease wait while WebCms is being installed.

WebCms 3.2 Installation

An errar occurred while trying to copy a file:
C\Windows\system32\hi_h264dec.dll
Click Retry to try again, Ignore to proceed anyway, or Abort to cancel installation.

| [ ignoe |

Copyright #2013, WebCms

4 LOGIN

After the ActiveX installation completes, Input the IP address of the camera to get to the login
page, then enter the username and password

4.1 Default setting

User Name: admin
Password: admin

Click login to continue to the main interface
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5

LIVE PREVIEW

In the Live view interface, there are numerous operations like Snapping, Recording, Playback,
Call, Listen, Clear Alarm, Log Search, Local Zoom of Image, Full-screen Viewing, PTZ and Lens
Control.

Main Stream

Open up the main stream of camera to get the best quality.

Sub Stream

Open up the sub stream of camera, which is a lower resolution, suitable for problematic networks.
Snap

Takes a snapshot of the current image and saves it in .JPG format automatically to the storage
directory of snapped images.

Record

This starts the Manual image recording; it automatically records the current video saving them in
264 format to the storage directory of recorded images. Click again to turn off.

Zoom

This feature allows the manual drag and drop of video display area partially zooming in.
Full

Display the video in full-screen, right click or click Esc to exit full screen mode.

W:H

Click “W:H" to get the real Width and Height ratio of image, avoiding the distortion when
stretched to the screen size.

Replay

Click “Replay’ the playback window will pop up for searching and playback of recorded videos or
pictures. See Section 9

Alarm

When there is an alarm, the warning light will flash, Click Alarm to cancel the alarm message
manually, and pop up the log-searching window see Section 10.8.8. The last 512 alarms are
stored.
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5.1 Snapshot Request

In order to request a snapshot the user can enter the following into the browser

http://<server ipaddr>/cgi-bin/images_cgi?channel=<value>&user=<value>&pwd=<value>

When the camera is set to default the syntax will be as follows:-

http://192 .168 .0 .168/cgi-bin/images_cgi?channel=0&user=admin&pwd=admin

REPLAY

Users can search for recorded video or picture files on the local PC. The files are arranged
according to date.

PC
Users can select a specific date to search for files stored on the local PC

Search
Click this button to perform a search for recorded files
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File List

Shows the recorded video or picture files using the selected parameter

Select the storage media
SD card or PC

List of the
16_28 50,264 recorded files

Play

Choose the recorded video or picture in file list, right click the file or click the play button to play.
The contents of the file are displayed in the window. If viewing a video it can be controlled using
the toolbar.

Open files Pause  Backward Frame forward Snapshot  Audio

0:00:00/0:00:02

Play Stop Forward Loop Fullscreen Progress bar

Info

Users can view information about the file

INM CSL RugiCAM-IP MK2 Rev 3



7

SET SYSTEM PARAMETERS
71 Local Config

Preview Mode | Real Time

Reset Mosaic [
Record file packing time |4 v| HMins
Record File Path  [E-\cmsrecy |

T

Preview Mode
Users can choose Real time priority or Fluency priority mode according to their needs.

Reset Mosaic
Select this option to make image quality better, but CPU usage rate will be higher at the same
time.

Record file packing time
Set packing time of record files for local PC when it is recording.

Record file path
Set the storage directory for local records and snapped files.
After you set these parameters, click Save to confirm the settings.
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711 OSD Settings

Title
Enter a name for the video channel so that it can be easily recognisable.

D50 Settings

# TEel (Ragis-1F 1 EEEE
o | BEEE
LL = ] (= =)
Tkt | HEEE
[ ] e

Daote [+ Time f Weak

Dl Fermat | 777 F-AROD L

Triree /Bty ale

Cormaring Ne.

LLI

Color
Choose the colour to use for the onscreen text.

0OSD
Choose what information to display on the screen. The options are Title, Date, Time or Week.

Date Format
Select the format of the Date to be on the video.

Frame/Bitrate of channels .
Choose what information to display on the screen. The options are Title, Date, Time or Week.

Position
Use the arrow buttons to adjust the position of video title, Date, Time or Week.

Click save to confirm settings.
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71.2  Video Coding

[ video coning IR
Hain Stream Subs SEresm
Coding Level [Fegh Prote | Cosling Level | Main Profie v
Coding | H 384 ho | Czdang :H2H \-":
Eeschution [1920° 1080 | Resolution [ 190" 240 W
Guality b Cuaalty e
Advanced [ Advanced [
Rate contrel |VER ¥ Rate control | VER v
Quality [Bemer i Chaality |Bad ¥
Bétrate imits {30-163848by5) Ditrate Bmits {10~ 16184K8/5)
Batratelih/5) mitrate(shys) E54 1
Frama rate(F/5) B3 ] (1-25)  Framecatelris) BE ] f1-a29)
corr) 5] (1200 Gorr) B8 {1~200)
[, | [, | Lot | [ wan...
[ B
* LAM...!LAN Default,
* WAN..WAN Default.

Coding Level

Baseline and Main profile and High profile available, for H.264 compression format. Baseline suits
low delay and when real time video is required. Then main profile suits the best image quality
video. Main Profile is an average of the two.

Coding
H256+, H265, H.264 and MJPEG.

Resolution
Preferred Stream 1920%*1080, 1280*720 Alternate Stream 704*576, 640*480, 320%240

Quality
You can choose the right quality according to your need: Fine, Normal, Basic, and the parameters
can also be user-defined by choosing [advanced].

Rate control

CBR and VBR are optional

CBR adopts constant encoding bitrate,
VBR adopts variable encoding bitrate.

Quality

Under CBR setting: set the bitrate range via “Image Quality’ you can choose self-adaption, it
means the bitrate controlled by the software, and also can choose +10% +£50%, +10% means
the bitrate range from-10% to +10% of the value of bitrate. Under VBR setting: set image quality
via "Image Quality’ 6 level available, from best to worst.

Bitrate

The range of preferred and alternate stream is 30~16384Kbps.Higher bitrate setting can generate
better image quality, but it occupies more bandwidth, please adjust the setting according to your
actual bandwidth. Under CBR setting, [Bitrate] is the constant bitrate of encoding. Under VBR
setting, [Bitrate] is the variable bitrate of encoding.

Frame rate
Set encoding frame rate per second. Under poor network condition, frame rate can be reduced
to control encoding bitrate to make motion images smoother.
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GOP (Group Of Pictures)

Adjustable between 1 200 (Preferred Stream), 1 200 (Alternate Stream). Smaller | frame interval
means higher bitrate and better image quality. It is recommended to set the | frame interval as
above 25.

LAN default value

Main stream

H.264 Coding:

GOP: 25, frame rate: 25, rate control: VBR, image quality: better 720P:2080kps,
1080P:4096kps

MJEPG Coding

GOP: 25, frame rate:25, rate control: VBR, image quality: better 720P:9216kbps,
1080P:10240kbps

Sub Stream

H.264 Coding

GOP: 50, frame rate: 25, bitrate: VBR, 512kbps, image quality: Bad
MJPGE Coding

GOP50, frame rate: 25, bitrate: VBR, 4096kbps, image quality: Bad

WAN default value

H.264 Coding: GOP: 25, frame rate: 5, bitrate: CBR, 384kbps, image quality: Bad
MJPEG Coding: GOP: 25, frame rate: 5, bitrate: CBR, 4096kbps, image quality: Bad

Click save to confirm the setting (camera will restart)

713

Video Mask

brivacy vac

[ .

] Enable Mask

Save

Enable Mask
Enable or disable video masking.

Mask area set
Click and move the cursor to set an image masking area. The image can be masked partially or

entirely. The camera supports a maximum of four masked areas.

All

Mask the whole image. Clear all masked areas.

Clear

Clear all masked areas.

Click save to confirm the settings
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71.4 Video Parameter

Images

Wideo Farameter

Images Basic L Advanced
Bri, a8 _(_,._ i@
con, [ ————{f——— 128
Hue ) e s 178
Sat. P e 138
Sharpewss | J =) j— 55

Gamma ‘-'d_m]
e [l —{f— 70

Image | T | Geang OB |

= Click the creresponding oo or ttle, set the default valus.

Allows the adjustment of the Brightness, Contrast, Hue, Saturation, Acutance, Gamma of video
and Image mode to Transparent or True Color.

Click Save to confirm the settings

Basic

Video Parameter

Images Basic IR Advanced
Mirer [0 ¥ fip [Co8e v
isc (e V] o [Pl V]

so-pa: (L2 ]
'WORSErength —|;|_ 0 -
Video Stasdard ST ¥ J0HZ

s Hode ' Mon-Aute % DC Aulo

st s shadeg

_—

Bave |

= Chck the cormeiponding icon of tte, Set the defilt valus,

Mirror
Horizontally rotate the video if required.

Flip
Vertically rotate the video
LSC

Lens Shading Correction corrects the phenomenon where the image is darkened or blurred on
the periphery

CTB
Colour Temperature Blue automatically increases the colour temperature of the image.

WDR
Wide Dynamic Range enhances the image quality in such area: strong light source (sunlight,
lamps or reflectors, etc.) , shadow of high-brightness, backlight.
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3D-DNR

3D DNR processes the noise reduction between two frames. It can decrease the noise effect,
especially when capturing moving images in low light conditions and delivering more accurate
and sharp image.

Video Standard

If flashing lamps are resulting in the image to flicker, ensure that this setting matches the power
frequency. 50HZ for PAL systems, 60HZ for NTSC systems.

Iris Mode

Leave at Non-Auto as the RugiCAM-IP only support Non Auto Iris Lens.
Click Save to confirm the settings

IR

Images Basic IR Advanced

IR, rsoeie _|Rm’|m W

| High Lervnl w
Backcoor B s
Color-Black, B ] 5

ICR _I.!TlIILI'\rH W

R (A i

1R Diractisn | o0 Livel e

Save
= Click th otfresponding ioom of tithe, del the delsult value.

IR Mode

This function only for the camera has infrared function, support three kinds of detection mode,
suit for different infrared light board and situation.

Time Detection
For this mode, set the time to turn day mode and B/W mode, this mode with first priority.
Video Detection

For this mode, the sensor will detect the value of LUX, and decide turn to B/WW mode or not. The
larger the value is more sensitive about turn to B/W mode.

IR Detection

For this mode, the photo-resistor will detect the value of LUX, to suit different infrared Light
board; we support 3 kinds of wording mode:

Low-level mode

When the device gets a low voltage from Infrared light board, the device will
turn to B/W mode

High-level mode

When the device gets a high voltage from infrared light board, the device will turn to
B/W mode;

Auto detection mode

When the device powers on, it takes sample of light, then adjusts its mode to day
or B/W mode. It also gets the value of voltage from infrared light board; a combination
of the two values turns to day mode or B/W Mode.

INM CSL RugiCAM-IP MK2 Rev 3



Black-color (only in the IR Detection mode)
The Video from Black-White to color when the detection becomes effective.

Color-black (only in the IR Detection mode)
The video from color to Black-White when the detection becomes effective.

ICR
Setting the control level of the IR-CUT according to the IR-CUT control level.

IR

This function suit for the camera with IRCUT and infrared light board. e.g. for ICR, when set low
level, it means when the device send a low-level voltage to IRCUT module, the IRCUT will turn to
B/W mode.

Click Save to confirm the settings

Advanced

Video Parameter

Images Basic IR Advanced

Aotation |Nen-Feteion bl

A [ — ] 75 [Aal
Doain | m — ) |t &

Exposure Time [T ¥ [ete
we (Al w
AsiFpuyng W Ckas i

AntiFalseloior |—ee 0

Image Stabdizer

Save
= ek R cormesponding icon or ke, sef the defaull value.

Rotation
Support 90 degree and 270-degree rotation.

Gain value
Change the value of AGC can adjust the effect of image in low light-level.

Exposure
Set the value of Shutter to control exposure time.

WB
You can choose Manual WB or AWB mode to adjust white balance, AWB is default open.

AntiFogging:
Set anti-fogging function, when the density of fog is high, the camera will change the brightness
and contrast to improve the quality of image.

AntiFalseColor
Set anti false color function, can cancel the Moore profile effect in high frequency part.

AntiTrembling
Click Close to disable or Open to enable the anti trembling function.

Click Save to confirm the settings
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715 Picture Parameter

Picture Format |Ipg
Resclution | 1024 * 1280

[=]
[=]

snap picture [T

Currently supports only images of JPG format and the Resolution the same as the video stream.

Click Save to confirm the settings
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72 NETWORK SETTINGS

721 Basic Setting

Crata Port @
‘Wab Port @
ONVIF Port @

Basic Setling

Data port
Default value is 5000 (changing is not recommended).

Web port
Default value is 80 (changing is not recommended).

ONVIF port

Default value is 2000 (changing is not recommended). Click save to confirm the settings

(Camera will restart)

722 LAN Setting

DHCP Enable
pr | 152, 188, 55 , 191

subnat

Gaveway |192. 168, 55 . 1

Preferred DG | 202, 96 , 134, 133

ARermabe DNS [N

ma

LAN Setting

DHCP Enable

If DHCP function of the router is enabled, IP camera will automatically fetch IP address from

the router.

IP
Set the camera’s IP address.

Subnet mask
Default value is 255.255.255.0.

Gateway

Set the gateway IP of IP camera, for example when the device is connected to public

network via a router, the gateway IP is the router IP

Preferred DNS

. Enter the IP address of the DNS server if this is provided by an ISP

Alternate DNS

. If your ISP provided you with a secondary DNS address, please enter it here.

MAC

The Physical address of IP camera. (changing is not recommended)

Click save to confirm the settings (Camera will restart)
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72.3 Wireless Setting

Cose | | Scan |

® CHLhetwork N GHCP Enable [

b w12, 158, o . m]:'|
DIRECT-OGM283n Seres

Solbnal Maghk | 255 X535, 235, O
CHAMM RO}
HPEEFIRC Galeway |192, 168, 0 , 1

| Advanced
 Bawe

Scan
Scan for nearby WIFI access points.

Select SSID
Select the Wireless network SSID that you want to join and then enter the password of the WIFI
access point. Click Save to confirm the settings.

Wireless Network Settings
Enter the wireless IP address, Subnet mask and Gateway that you require for the connection. You
can select DHCP Enable and let the camera get the IP address from the router.

Advanced

When you click the advanced box more wireless parameters can be setup these include
Encryption type, Auxiliary Encryption type and Key Format, normally these will not need altering
as they are received from the wireless access point.

Click Save to confirm the settings
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724 UPNP setting
e iy |

Fraddy ¥
bl (| Linaale
iy | Deagrate -
Sarver LML [IBETAATA 1
ot ot Flap b, S0

ek ot Pl b i
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el Flgparg Hirlvl [

B
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" I s moda, only ot mupping B the Eosintsd oo, F port mn oocupled thar supping Asled
T Ih mADsats mode. willl mpsderg 18 W Sopeinied porl i priceity. § jppeested prt mid cliugied. e Sieeng Dorl will jle- drgveel B reas s oimishal

Auto-mapping of port, when IP camera is connected to a router with UPNP function enabled, the
router will automatically map the port in UPNP settings to public network, manual port mapping
by users is not necessary.

Network Card
Select the type of NIC connecting UPNP router. For WIFI models, when IP camera is connected
to router via WIFI network, select “wireless” mode.

Mode

Designate mode and auto mode.

Designate mode means to specify data mapping port and web mapping port to router.
Auto mode means data mapping port and web mapping port are set up by router.

Server URL
|IP address of the router with UPNP function.

Data port map No.
Data mapping port of userspecified device on the router
(works only under specified mode).

Web port map No.
Web mapping port of userspecified device on the router
(works only under specified mode).

Data mapping status
When UPNP function runs successfully, the status bar will echo the data port mapped to the
router by the device.

Web mapping status
When UPNP function runs successfully, the status bar will echo the web port mapped to the
router by the device.

Click save to confirm the settings
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725 Email setting

EMail Setting

To | | @ [126.com |

[+ Binding email
From |hello_world100 | @ [126.com |

Password [eesssss |
MAIL Title [Alarm Message ]
SMTP Port [25 ]

ssL [

To set the mailbox addresses and parameters of alarm mails and public network IP mails.

SMTP server

The address of servers that send the mails, the address format of mail servers varies from

provider to provider, e.g. the SMTP server of 163 mailbox is smtp.163.com.

MAIL From
Mailbox that sends mails.

MAIL To
Mailbox that receives mails.

SMTP username

The login user name of the mailbox that sends mails.

SMTP password

The login password of the mailbox that sends mails.

MAIL title
Title of mails.

SMTP Port
Port of SMTP port.

SSL

Enable Secured Socket Layer on the connection.

Click save to confirm the settings
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72.6 FTP setting

FTP Setting

Main Sarver Sub Server

Server URL [192.168.55.82 ] [[%2.168.55.80 ]

Server Port [Z1 ] 2 |

FTP Cataleg [fserul/ ] [rseruay ]

Usartiame [roct ] oot |

Pagiwird [sase ] [enan |
sampot @]
ST —

FTP server sends the record files and snapped images generated after alarm is triggered in FTP
mode to specified FTP server, supports 2 FTP servers, when the preferred one goes wrong,
system will switch to the alternate one.

Server URL
The IP address or HTTP address of FTP server.

Server Port
Port of FTP server, the default port is 21.

FTP Catalog
Path on remote FTP server, if the path does not exist or has not been filled in, the device will
create a file folder under the root directory of FTP server.

User name

Password
User name and password of FTP server.

Click save to confirm the settings
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72.7 DDNS setting

DONS Setting

Enaibie URL 3322000
Sarvice Provider 332109 -.L
Userhame reliuzhiwang |
Password Ei-umi-um ]
Domain frefliuzhiwang123.3322.]
Server URL [leww, 1332.000 |
Served Port 30000 |
Data peort map Mo, [S008 1
Wel port map Mo, B8 1
Update Inberval 30 minubes [=]

Dompln 0.9.:best1, 3333.009

[ sawe

Bind the device with a fixed domain name by DNNS setting so that visiting to the device can be
realized no matter how the public IP changes.

Enable
Enable or disable DDNS function.

Service Provider
The camera supports 3322.org or dyndns.org.

User Name
User name registered in DDNS server.

Password
Password registered in DDNS server.

Domain
The domain name set up e.g.: test1.3322.net.

Server URL
DDNS server address.

Server port
DDNS server's port. Default value is 30000.

Data port map No.
Fill in the external data port mapped by the IP camera on the router.

Web port map No.
Fill in the external web port mapped by the IP camera on the router.

Update Interval
Choose the update interval that the camera will update the WAN IP to the DDNS.

Click save to confirm the settings
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72.8 VPN setting

VPN Setting

Erabls [

Server URL [192.168.55.84 ]
LigsrMNams Em

Passmerd mssssss
IP |E52. 1EE

Status [ ccessl |

Enable
Enable or disable VPN function.

Server URL
|P address or domain of VPN server.

User Name
User registered in VPN server.

Password
User password registered in VPN server.

IP
Display IP after VPN dial-up success.

Status
Display the status of dial-up.
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729 RTSP setting

RTSP Setting

Enable [+
Enable Authentication [ |
Packet Size l360 |
Port [554
Communicate | My o
HMulticast Server Addrass
Main Stream Multicast Video Pert 1230 ]
Mailn Stream Multicast Audio Port 1236

Sub Stream Multicast Video Port
Sub Stream Multicast Audio Port 1242
Orvif PassWord Enable [

Enable RTSP
Check RTSP switch to enable RTSP function, RTSP function enabled as default.

Enable Authentication
Enable Authentication, when enabled you need to us the username and password when using
connecting to the camera by RTSP

i.e. rtsp:/fip/av0_O&user=admin&password=admin

If the authentication mode is changed, the camera reboot.
Authentication by default is disabled

RTSP port
Default port is 554.

Communication
Multicast function is enabled as default.

Multicast Server Address

When camera support multicast, camera will be the multicast server, and have the multicast
address,239.0.0.0 as default address.

Multicast port
Video of main stream and sub stream using port 1234 and 1240, audio of main stream and sub
stream using port 1236 and 1242.

Click save to confirm the settings
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7.2.10 Public IP noticed by email

Public IP noticed by email o

Enable [7]
Update Interval |Defaut [=]

Enable Email
Check this switch to enable public IP mail notification function.

Update Interval

Select the interval of public IP mail notifications.

After enable this function, when the device detects public IP changed, it will send notification
mail to the mail address set in the mail setting.

Click save to confirm the settings

72.11 Connect setting

Enable ]
Server URL [192.168.55.99 |
Server Port [5000 ]

Auto connect
Enable or disable active connection of the device to surveillance center.

Central URL
The address of surveillance center (e.g. 192.168.55.99).

Central port No.
The port of surveillance center (e.g. 6000).

Click save to confirm the settings
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72.12 SNMP

SHMP v1,/v2
Enable SNMP v1/v2 []
Community(RO) public I
Community(RW) [public |
Traps for SNMP v1/v2
Enable Traps [
Traps Address | |
Traps Community |public |
SHNMP v3

Enable SNMP v3 [ ]

MD5 Username | |

MD5 Password | |

L swe |
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72.13 HTTPS

7214

Create & Install

Create Self-Signed Certificat

Create Certificate Reguest

Created Request

Subject Name s cortificata request created.
Created

Progeriies m

Installed Certificate

Subject Name g certificate confioured.
State

HTTPFS Connection Policy
Enable LH‘I‘I’P‘ ~|

[R—r—

T S —

IEEE 802 .1x

[] Enable IEEE BOZ.1x

EAPOL Version: ¥

o [ ]
Password

CA Certificates | Browse
Client Certificates | Browse...
Private Key . Browse...

=1. filename of CA certificate must be cacert.pem
=2. filename of client certificate must be dientcert_pem
=3. filename of dient key must be dientkey.pem

eee so2.0x [

Install Unstall
Install Unstall
Install Unstall
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73  Storage settings

73.1  Record Setting

e

Time 1 (o _]:[0_]--[23]:[55]
Time 2 [0 _]:[0_]--[23]:[55]

File storage mode [ | E-mall B Fip

_ Save
* The default save only In the storage device In the device

Schedule Record
Set the period of scheduled recording, two periods allowed.

File storage mode

Set the save scheduled recorded files to FTP server via FTP uploading. The FTP server can be set
up in the FTP settings.

Click save to confirm the settings
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73.2 Snap Setting

schedule snap [T

Snap Interval
Time 1 70|
Time 2 [Fi[o_]

File storage mode [Z] E-mail B rip

= The default save only in the storage device in the device

Snap Interval
Set the interval of IP camera picture snapping, minimum interval is 1 second.

Schedule Snap
Set the period of scheduled snapping, two periods allowed.

File save mode
IP camera snapped pictures can be saved via E-mail sending or FTP uploading.

TheE-Mail server can be set up in Mail Settings.

The FTP server can be set up in FTP Settings.

Click save to confirm the settings
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74  Alarm Settings

741 Motion detection

e——— ]
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On this page, users can set features like motion detection on/off, sensitivity, detection time,
linkage alarm output, alarm output duration, E-mail sending when alarm been triggered, linkage
snapping/recording, etc.

Motion Detection Area
Left click and drive the mouse to set the surveillance areas (4 areas at most).

All
Set the whole video as motion detection area.

Clear
Clear all motion detection areas.

Sensitivity
Sensitivity range is 1 5, greater value means higher sensitivity.

Enable
Enable or disable motion detection.

Time
Set the period of time for motion detection, two periods allowed.

Linkage Alarm output
Support Email, 10 output, snapshot and record.

E-mail
Send motion detection alarm messages to users via E-mail, details about E-mail setting please
refer to the Network Settings.

10 output
Enable or disable alarm output.

Alarm Output duration
Set the duration after being triggered (in seconds), the range of the duration is 0~86400s.0
means that there is no limit for alarm output.

Snapshot

When an alarm is triggered, the device will start to snap pictures. The pictures can be send via or
FTP For snapping parameters, if the number of pictures snapped at one time is set as 10 and the
snapping interval is 1 second that means when there is an alarm, 10 pictures will be snapped and
the interval between each picture is 1 second.

Record
When an alarm is triggered, the device will start to record files. The record files can be saved to
FTP server.

Click save to confirm the settings
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74.2 Sensor Detection
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Set sensor alarm parameters here: Enable detect, sensor type, detect time, linkage alarm
output, linkage output duration, E-mail sending when alarm has been triggered, linkage snapping/
recording, etc.

Enable
Enable or disable sensor alarm detection.

Sensor type
NO and NC mode.

Time
Set the period of time for sensor alarm detection, two periods allowed.

Linkage Alarm output
Support Email, FTR 10 output, snapshot and record.

E-mail
Send sensor alarm message to users via E-mail, details about E-mail setting please refer to
[Network Settings].

10 output
Enable or disable linkage alarm output.

Alarm Output duration
Set the duration after being triggered (in seconds), the range of the duration is 0~86400s.0
means that there is no limit for alarm output.

Snapshot

When an alarm is triggered, the device will start to snap pictures. The pictures can be saved via
E-mail sending or FTP uploading. For snapping parameters, if the number of pictures snapped at
one time is set as 10, and the snapping interval is 1 second, that means when there is an alarm,
10 pictures will be snapped and the interval between each picture is 1 second.

Record
When an alarm is triggered, the device will start to record files. The record files can be saved to
FTP server.

Click save to confirm the settings
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743 Network Detection
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Set network failure alarm parameters here: detection on/off, linkage alarm, alarm output duration,
E-mail sending when alarm has been triggered, linkage snapping/recording, etc.

Enable
Enable the network failure alarm.

Linkage Alarm output
Support 10 output, snapshot and record.

Alarm output
Enable or disable linkage alarm output.

Alarm Output duration
Set the duration of the linkage alarm output after being triggered (in seconds), the range
of the duration is 0~86400s.0 means that there is no limit for alarm output.

Snap

When an alarm is triggered, the device will start to snap pictures. The pictures can be saved via
E-mail sending or FTP uploading. For snapping parameters, if the number of pictures snapped at
one time is set as 10, and the snapping interval is 1 second, that means when there is an alarm,
10 pictures will be snapped and the interval between each picture is 1 second.

Record
When an alarm is triggered, the device will start to record files. The record files can be saved to
FTR

Click save to confirm the setting
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75 System settings

75.1 System Info

een I

Device Name [RugiCAM-1P MK2

VO Standard |PAL

Language | English

Device ID [2461098

WEB Version [5.1.147.200

LINUX Version [0-0-0-000

* Modifying the device language, please close the browser to login.

Display device name, VO standard, Language device ID, version.

Device Name
You can define the device name.

VO standard

Language

Support Chinese and English, after changing the language. Please reopen the |E browser to login

the camera again.

Click save to confirm the settings
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75.2 System Time
system Time [

Date | 2018B- 7 - 12 10: 01: 29

() NTP Server
() Synchronize with Local Computer

() Set the Time Manually

Time zone

conversion

. Save

Support three method to upgrade the device's time.

NTP Server
After starting the function, switch on NTP switch and select time zone, and click save, the

camera will send the query to NTP server, after get the message from NTP server, the camera
will upgrade the system time, the system time will be displayed in live view.

Synchronize with Local Computer
After starting the function, the date and time of IP camera will be synchronized with the local PC.

Set the Time Manually
If you select this option, you can modify the time manually.

INM CSL RugiCAM-IP MK2 Rev 3



37

75.3 User Manage
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Moy User name of Paddwodd, pleads kg s,

You can set three users for every camera, one is Administrator, and others are general users.

Administrator
Can operate and set all functions and parameters of IP camera.

General User
Can perform operations like snapping, recording, playback, talkback, monitoring, alarm clearing,
log searching, zooming and full-screen reviewing.

Can perform operations like visit setting, image lightness and color adjustment, PTZ and lens
control, etc.

Click Save to confirm the settings
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75.4  Upgrade

Upgrade
Application version [2.5.1.60 |
Choose Upgrade File | ||_Browse... |

[ vograce |

Click Browse button, and select correct file of upgrade (kernel file, suffix.uot), click [upgrade],
and then you can upgrade your system; the completion rate will be displayed during this process.
After upgrade completes, IP camera will restart automatically. Re-log in device, enter into system
settings page, check to see whether the kernel edition is the upgraded edition

755 Restore

restore

= Click this button will make the Device to recover all set the default state.

All device parameters (including network parameters) will be reverted to factory setting values.
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75.6 Parameter Backup

Config l Browse..,
| ImportParameters | | Exportparameters |

On this page the camera parameters can be saved to a file and restored back from a file.

75.7 Reboot

Click this button will make the Device to restart.

——

Click Reboot, it will pop up a box, enter the password, and then the IP camera will restart.
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75.8 System log

Conditions

Date
2008-07-12 |
2018-07-11 |
2018-07-11 |
2018-07-11 |
20180711 |
2018-07-11 |
2018-07-11 |
2018-07-11 |
20180711 |
2008-07-11 |
2008-07-11 |
2018-07-11 |
20180711 |
20080711 |
2018-07-11 [
2018-07-11 |
2018-07-11 |
2018-07-11 |
20180711 |
2018-07-11

Tima
o9:31:39
15:34:05
15:31:54
15:26:42
15:26:42
15:26:24
15:21:58
15:21:58
19:21:3%
14: 04234
13:08:52
13:08:52
13:08:34
13:07:40
1124240
11:38:44
11:38:31
11:38:11
11:36:49
11:34:4%

[ate 2018-07- 11 .

.Nwer on
.MIT On
Power on
—
Power On
.PD\‘IH off
.pDﬂlf on
Power on
_eraﬂ
Power On
Power 0n
Power On
_-Fomraﬂ
Power On
Ih'mtf on
.PD\‘IH On
Bower on
_-Pwvd’!
_M!‘rDﬂ
Power On

I018- 07 - 12

Content

Home Previcus Nest Last 12 Page 34 Item 20 Item/Page Current: 20 ltem GoTo: III_V]

[Log search — TR

— ]

Explain

This page allows the searching of the operation and alarm logs, There is a maximum capacity of

512 messages
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8 MECHANICAL DETAILS

All values are approximate.

87mm 92mm (WIFI) 79mm (no WIFI) 165mm 4.5Kg

9 ENVIRONMENTAL

Operating Temperature -20°C...+60°C

Storage Temperature -20°C...+60°C
Humidity 0...95% RH, non-condensing

Ingress Protection IP66 (IP65 with Krott connectors)

NOTE

The RugiCAM-IP Camera unit is certified for use in an ambient temperature of-40°C
to +60°C, the reduced operating range specified in the above table (Environmental)
is guaranteed by design; operation over the full certified range should only be
undertaken after careful consideration and in agreement with the manufacturer.

10 WASTE REMOVAL INFORMATION

The electronic equipment within must not be treated as general waste. By ensuring
that this product is disposed of correctly, you will be helping to prevent potentially
negative consequences for the environment and human health, which could
otherwise be caused by incorrect waste handling of this product.

1" MAINTENANCE

No routine maintenance is required other than cleaning the glass window.

Any damage that may affect the safe operation of the unit, e.g. — damage to the enclosure, glass
window, connectors or cables should be corrected by replacing the unit / part / cable with
manufacturer approved spares. There are no user serviceable parts inside and to maintain dust/
water seals the unit should not be disassembled by the end user, other than to reset the camera
if required

All screws must be fitted to ensure the integrity of the sealing O-rings.

NOTE

The complete Camera sub-assembly is encapsulated
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12

ATEX, UKEX & IECEx CERTIFICATION INFORMATION

The following information is in accordance with the Essential Health and Safety Requirements
(Annex Il) of the EU Directive 2014/34/EU [the ATEX Directive- safety of apparatus] and S| 2016
No.1107 [UKEX Statutory Requirements] and is provided for those locations where the ATEX
Directive and/or UKEX requirements are is applicable.

General

a. This equipment must only be installed, operated and maintained by competent personnel.
Such personnel shall have undergone training, which included instruction on the various
types of protection and installation practices, the relevant rules and regulations, and on the
general principles of area classification. Appropriate refresher training shall be given on a
regular basis. [See clause 4.2 of EN 60079-17].

b. This equipment has been designed to provide protection against all the relevant additional
hazards referred to in Annex Il of the directive, such as those in clause 1.2.7. This equipment
has been designed to meet the requirements of intrinsically safe electrical apparatus in
accordance with EN 60079-0 and EN 60079-11

Installation

a. Reference to the IEC code of practice IEC 60079-14. In addition particular industries or end
users may have specific requirements relating to the safety of their installations and these
requirements should also be met. For the majority of installations the Directive 1999/92/EC
[the ATEX Directive- safety of installationslis also applicable.

b. Unless already protected by design this equipment must be protected by a suitable enclosure
against

i) mechanical and thermal stresses in excess of those noted in the certification
documentation and the product specification.
i) aggressive substances excessive dust moisture and other contaiminants

c. This apparatus is intrinsically safe electrical apparatus and is normally mounted in a hazardous

area.

Inspection and maintenance

a. Inspection and maintenance should be carried out in accordance with European, national
and local regulations which may refer to the |IEC standard IEC 60079-17. In addition specific
industries or end users may have specific requirements which should also be met.

b. Access to the internal circuitry must not be made during opera

Repair

This product cannot be repaired by the user and must be replaced with an equivalent
certified product.
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14

CERTIFICATION

Ex ia | Ma, Category M1, Ex ia lIBT4 Ga
Ex ia IlICT135°C Da

CML 15ATEX2016X, CML21UKEX21068X, IECEx CML 15.0008X, IECEx TRA 17.0001X

See certificates for further information

Marking

Each device is marked in accordance with the Directive/Statutory Requirementsand CE
and UKCA marked with the Notified/Approved Body Identification Number.

( N
I CSL 1 RugiCAM-IP Network Camera
CML 15ATEX2016X

ExialMa [ECEx CML 15.0008X  IP66
Ex ia IIB T4 Ga IECEx TRA 17.0001X Ta=-40°C to +60°C
Ex ia IIIC T135°C Da CML 21UKEX21068X @ I M1

Serial No.

€x 11 1GD

Part No.
Made in Swadlincote, Derbyshire (UK) yk K
\ _CONTROLLED SYSTEMS LIMITED C|:|0518c Ezsm@ — A )
B o CROUSE-HINDS
F:T-N . SERIES
MTL RugiCAM-IP Network Camera
CML 15ATEX2016X _
IECEX CML 15.0008X Exia I Ma P66
IECEx TRA 17.0001X Ex ia IIB T4 Ga Ta=-40°C to +60°C
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Serial No.
Part No. @ II !‘GD
Made in Swadlincote, Derbyshire (UK) gk I>T<.‘
\ _CONTROLLED SYSTEMS LIMITED CRios12 C €zs13@ o A )

(Australia Only)

ORDERING INFORMATION

9459-ETplus-CSL* CSL IS IP-Camera (with WiFi)
9459-ETplus-CSL-XX** CSL IS IP-Camera (with WiFi)
9459 ETplus-SS MTL IS IP Camera with WiFi (Australia only)

*Standard version (Stainless Steel 316)

**XX'in the above part number relates to the enclosure material
AA = Anodised Aluminium

CS = Coated/Painted steel)

Additional accessories

9409-ET5 Camera Ethernet Cat6a Cable 5m
(M12 connector 8-pole RJ45)

9409-PWR5 Camera Power Cable 5m
(M12 connector 4-pole Free end)

*Also available in other lengths (subject to MOQ)
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GLOSSARY OF TERMS

Alarm

An alarm can be in the form of an e-mail or an FTP upload
of an image, that occurs when a sensor is triggered, or
motion is detected.

AV

Audio Video Interleaved. A Windows multimedia video
format from Microsoft

CBR

Standard Bit Rate Encoding. This aims for a constant or
unvarying bandwidth level but the video quality can vary.

CIF

Common Interface Format. A standard video resolution
format used in video conferencing. CIF resolution is
352x288 and bit rate is 36.5 Mbps (at 30fps).

DHCP

Dynamic Host Configuration Protocol. A system by
which each piece of equipment on a network is allocated
an address IP dynamically.

Ethernet

The most widely used local area network (LAN) access
method, defined by the IEEE as the 802.3 standard.

FTP

File Transfer Protocol. A standard protocol designed for
transferring files over a TCP/IP network

Internet Protocol. The network layer protocol in the TCP/
IP communications protocol suite (the “IP" in TCP/IP). IP
contains a network address and allows messages to be
routed to a different network or subnet.

LED

Light Emitting Diode. A semiconductor device that emits
light when a voltage is applied.

Motion detection

Camera function that causes an alert to be triggered
when movement is detected in the field of view.

Protocol Standards governing the transmission and reception of
data.

Resolution Screen resolution is expressed as a matrix of dots. For
example, the VGA resolution of 640x480 means 640
dots (pixels) across each of the 480 lines.

RJ-45 Registered Jack 45. RJ-45 type connections are used in
Ethernet devices.
SNTP Simple Network Time Protocol. A protocol that allows

devices to update internal clocks using a standard
source available on a network.

Static IP address

A static IP address that is assigned manually and never

changes.
TCP/IP Transmission Control Protocol/Internet Protocol. A
communications protocol developed under contract
from the U.S.
VBR Variable Bit Rate Encoding. This allows the bit rate to
vary but maintains a constant video quality level.
VGA Video Graphic Array. The video display standard for the

PC.
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APPENDIX A

END-USER LICENSE AGREEMENT

Revised: September 16, 2016

IMPORTANT
READ CAREFULLY .

THIS END USER LICENSE AGREEMENT (THE "AGREEMENT") IS A BINDING CONTRACT
BETWEENYOU, THE END-USER (THE "LICENSEE") AND EATON CORPORATION OR ONE OF
ITS AFFILIATES ("EATON" OR "“LICENSOR").

BY DOWNLOADING, INSTALLING OR USINGTHIS SOFTWARE PRODUCT, YOU, THE
LICENSEE, ARE AGREEINGTO BE BOUND BYTHETERMS, CONDITIONS, AND LIMITATIONS
OFTHIS AGREEMENT. READTHETERMS AND CONDITIONS OFTHIS AGREEMENT
CAREFULLY BEFORE DOWLOADING, INSTALLING OR

USINGTHE SOFTWARE.

IFYOU DO NOT AGREETOTHETERMS OFTHIS AGREEMENT, PROMPTLY RETURN THE
UNUSED SOFTWARE PRODUCTTO EATON CORPORATION.

16.1 Definitions

16.2 Documentation

“Documentation” means the user guides and manuals for the installation and use of the Software,
whether made available over the internet, provided in CD-ROM, hard copy, or other form.

16.3 Software

“Software” means the computer software programs for which Licensee is granted a license
hereunder, the Documentation therefor and, to the extent available, Updates thereto. All
computer programs are licensed hereunder in object code (machine-readable) form only except
that certain software programs may include limited portions in source code (human-readable)
form.

16.4 Update

“Update” means: (a) supplemental programs, if and when developed and distributed by Eaton,
that may contain bug fixes or alternate program functions for the Software; and (b) a subsequent
release of the Software, if and when developed by Eaton. An Update does not include any
release, new version, option, or future product, which Eaton licenses separately.
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SOFTWARE LICENSE

171 Ownership

Ownership. Eaton or its third party licensors retains all title, copyright and other proprietary rights
in, and ownership of, the Software regardless of the media upon which the original or any copy
may be recorded or fixed.

17.2 License Grant

Eaton grants to Licensee a limited, revocable, non-exclusive, non-assignable license to use the
Software in conjunction with the operation of Eaton products to which the Software pertains or
other products as described by Eaton in the Documentation. Licensee does not acquire any
rights, express or implied, other than those expressly granted in this Agreement.

173 Restrictions and Requirements

Licensee will not, nor will it permit others to, modify, adapt, translate, reverse engineer, decompile,
or disassemble the Software or any component thereof (including the Documentation), or create
derivative works based on the Software (including the Documentation), except to the extent such
foregoing restriction

is prohibited by applicable law. Licensee will not use the Software except in conjunction with
the operation of Eaton products to which the Software pertains or other products as described
by Eaton in the Documentation. Copyright laws and international treaties protect the Software,
including the Documentation.

Unauthorized copying of the Software, the Documentation or any part thereof, is expressly
prohibited. Subject to these restrictions, Licensee may make one (1) copy of the Software
solely for backup or archival purposes, and may make one (1) copy of the Documentation for
use by Licensee in connection with its authorized use of the Software. Licensee will number
and account for all such copies. All titles, trademarks, and copyright and restricted rights notices
included in the Software and Documentation will not be removed and must be reproduced in any
copies. For avoidance of doubt, Seller does not grant Buyer a license to any of Seller’s brands,
logos, designs, trade dress, service marks, trademarks, domain names or trade names, in whole
or in part.

Licensee agrees to install all corrections of substantial defects, security patches, minor bug fixes
and updates, including any enhancements, for the Software in accordance with the instructions
and as directed by Eaton.

174 Transfer and Assignment Restrictions

Licensee will not sell, assign, lease, sublicense, encumber, or otherwise transfer its interest in
this Agreement or in the Software, or the Documentation in whole or in part, or allow any other
person (except Licensee’s bona fide employees and contractors) or entity, including any parent
or subsidiary of Licensee or other subsidiary of Licensee's parent, to use the Software without
the prior written consent of Eaton. Licensee may transfer the Software directly to a third party
only in connection with the sale of the Eaton product in which it is installed, and only after the
transferee has agreed in writing to be bound by the terms herein. In the event of such a sale,
Licensee may not keep any copies of the Software or any portion thereof.

175 \Verification

At Eaton's written request, not more frequently than annually, Licensee will furnish Eaton with
a signed certification verifying that the Software is being used in accordance with the provisions
of this Agreement. Eaton may audit Licensee's use of the Software. Any such audit will be
conducted during regular business hours at Licensee's facilities and will not unreasonably
interfere with Licensee’s business activities.
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TERMINATION

18.1 Termination

This Agreement and the license granted hereunder automatically terminates if Licensee breaches
any provision of this Agreement. Eaton may terminate this license at any time with or without
cause.

18.2 Effect of Termination

Immediately upon termination of this Agreement or the license granted hereunder, Licensee will
cease using the Software, will delete the Software from its computers and will either return to
Eaton or destroy the Software, Documentation, packaging and all copies thereof. If Licensee
elects to destroy the Software,then Licensee will certify in writing to Eaton the destruction of the
Software. Termination of this Agreement and return or destruction of the Software will not limit
either party from pursuing other remedies available to it, including injunctive relief. The parties’
rights and obligations under the following sections of this Agreement will survive termination of
this Agreement: Article 1.0, Section 2.1, Section 2.3, Section 2.4, Section 2.5, Article 3.0, Article
4.0 and Article 5.0.

INFRINGEMENT AND WARRANTIES

19.1 Infringement

If Licensee learns of a threat, demand, allegation, or indication that the Software infringes or
misappropriates any third party intellectual property rights (including but not limited to any patent,
copyright, trademark, trade dress, or trade secret) (“Intellectual Property Claim”), Licensee will
notify Eaton promptly of such claim. Eaton may, in its sole discretion, elect to assume sole
control of the defense and settlement of said Intellectual Property Claim and Licensee will
provide reasonable information and assistance to Eaton for the defense of such claim.

19.2 Disclaimer of Warranties

THE SOFTWARE IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION ANY IMPLIED WARRANTIES OF
CONDITION, UNINTERRUPTED USE, MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE, QUIET

ENJOYMENT, OR NON-INFRINGEMENT. EATON DOES NOT WARRANT THAT THE
SOFTWARE WILL BE UNINTERRUPTED, ERROR-FREE OR SECURE FROM UNAUTHORIZED
ACCESS. THE LICENSEE EXPRESSLY ACKNOWLEDGES THATTOTHE EXTENT PERMITTED
BY APPLICABLE LAW, THE INSTALLATION AND USE OFTHE SOFTWARE IS AT LICENSEE’S
SOLE RISK.
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GENERAL PROVISIONS

20.1 Update Policy

Eaton may from time to time, but has no obligation to, create Updates of the Software or
components thereof.

20.2 Limitation on Liability

NOTWITHSTANDING ANY PROVISION OFTHIS AGREEMENTTOTHE CONTRARY, LICENSEE
EXPRESSLY UNDERSTANDS AND AGREES THAT EATON, ITS AFFILIATES, AND OTHER
LICENSORS, WILL NOT BE LIABLE FOR: (A) ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
CONSEQUENTIAL OR EXEMPLARY DAMAGES WHICH MAY BE INCURRED BY LICENSEE
OR ANY THIRD PARTY, HOWEVER CAUSED AND UNDER ANY THEORY OF LIABILITY. THIS
WILL INCLUDE, BUT NOT BE LIMITED TO, ANY LOSS OF PROFIT (WHETHER INCURRED
DIRECTLY OR INDIRECTLY), ANY LOSS OF GOODWILL OR BUSINESS REPUTATION, ANY
LOSS OF DATA SUFFERED,

COST OF PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES, OR OTHER INTANGIBLE
LOSS; (B) ANY LOSS OR DAMAGE WHICH MAY BE INCURRED BY LICENSEE OR ANY
THIRD PARTY.THESE LIMITATIONS ON EATON'’S LIABILITY WILL APPLY WHETHER OR NOT
EATON HAS BEEN ADVISED OF OR SHOULD HAVE BEEN AWARE OF THE POSSIBILITY OF
ANY SUCH LOSSES ARISING.

TO THE EXTENT PERMITTED BY LAW, THE TOTAL LIABILITY OF EATON, ITS AFFILIATES,
AND OTHER LICENSORS, FOR ANY CLAIMS UNDERTHESE TERMS, INCLUDING FOR ANY
IMPLIED WARRANTIES, IS LIMITEDTOTHE AMOUNT PAID FORTHE SOFTWARE.

THIS SECTION 5.2 STATES EATON’S ENTIRE LIABILITY AND LICENSEE’'S SOLE AND
EXCLUSIVE REMEDY UNDER THIS AGREEMENT, AND IS SUBJECT TO ALL LIMITATIONS
STATED IN SECTION 4.2.

20.3 Notices

All notices required to be sent hereunder will be in writing and will be deemed to have been given
when mailed by first class mail to the address shown below:

LICENSE NOTICES

EATON LEGAL DEPARTMENT
Eaton Center 1000 Eaton Blvd.
Cleveland, OH 44122-6058

(440) 523-56000

20.4 Severability

If any provision of this Agreement is held to be invalid or unenforceable, the remaining provisions
of this Agreement will remain in full force.

20.5 Waiver

The waiver by either party of any default or breach of this Agreement will not constitute a
waiver of any other or subsequent default or breach. Failure to enforce or delay in enforcing any
provision of this Agreement will not constitute a waiver of any rights under any provisions of this
Agreement.
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20.6 Entire Agreement

This Agreement constitutes the complete agreement between the parties and supersedes
all prior or contemporaneous agreements or representations, written or oral, concerning the
subject matter of this Agreement. This Agreement may not be modified or amended except in
a writing specifically referencing this Agreement and signed by a duly authorized representative
of each party. No other act, document, usage or custom will be deemed to amend or modify
this Agreement. The Software, or portions thereof, may also be subject to additional paper or
electronic license agreements. In such cases, the terms of this Agreement will be supplemental
to those in the additional agreements, to the extent not inconsistent with the additional
agreements. If a copy of this Agreement in a language other than English is included with the
Software or Documentation, it is included for convenience and the English language version of
this Agreement will control.

20.7 Heirs, Successors, and Assigns

Each and all of the covenants, terms, provisions and agreements herein contained will be binding
upon and inure to the benefit of the parties hereto and, to the extent expressly permitted by this
Agreement, their respective heirs, legal representatives, successors and assigns.

20.8 Export Restrictions

Licensee agrees to comply fully with all relevant export laws and regulations of the United States
and all other countries in the world (the “Export Laws") to assure that neither the Software nor
any direct product thereof are () exported, directly or indirectly, in violation of Export Laws; or
(ii) are intended to be used for any purposes prohibited by the Export Laws. Without limiting
the foregoing, Licensee will not export or re-export the Software: (i) to any country to which
the U.S. has embargoed or restricted the export of goods or services (see http://www.treasury.
gov/resource-center/sanctions/Programs/Pages/Programs.aspx), or to any national of any such
country, wherever located, who intends to transmit or transport the Software back to such
country; (ii) to any end user who Licensee knows or has reason to know will utilize the Software
in the design, development or production of nuclear, chemical or biological weapons; or (iii) to any
end-user who has been prohibited from participating in U.S. export transactions by any federal
agency of the U.S. government.

20.9 U .S . Government Restricted Rights

The Software is a “commercial item” as that term is defined at 48 C.FR. § 2.101, consisting
of “commercial computer software” and “commercial computer software documentation’ as
such terms are used in 48 C.FR. § 12.212, and is provided to the U.S. Government only as a
commercial end item. Consistent with 48 C.FR. § 12.212 and 48 C.FR. 88 227.7202-1 through
227.7202-4, all U.S. Government End Users acquire the Software with only those rights set forth
herein. Contractor/manufacturer is Eaton Corporation, 1000 Eaton Boulevard, Cleveland, Ohio
44122.

20.10 Third Party Intellectual Property Rights

The Software may contain components (including open source software components) that are
owned by third parties (“Third Party Licensors”) and are provided with, incorporated into, or
embedded in, the Software pursuant to license arrangements between Eaton and such third
parties. Third Party Licensor components in the Software are not licensed or warranted under
the terms

of this document, but are instead subject to the Third Party Licensors' license agreements.
Licensee will not modify, delete, or obfuscate any copyright or other proprietary rights notices of
Third Party Licensors contained in the Software.
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20.11 Indemnity

Licensee shall defend, indemnify and hold Eaton and its officers, directors, employees, and
agents harmless from and against all losses, damages, liabilities, claims, actions, and associated
costs and expenses (including reasonable attorneys’ fees and expenses) by reason of injury or
death to any person or damage to any tangible or intangible property arising or resulting from
the negligence or willful misconduct of the Licensee, its employees, contractors, or agents, in
connection with Licensee's use of Software and Documentation.

Licensee shall be responsible for any breach of this Agreement by its officers, directors,
employees, contractors, or agents. Licensee shall defend, indemnify, and hold Eaton and
its officers, directors, employees, and agents harmless from and against any and all losses,
damages, liabilities, claims, actions, and associated costs and expenses (including reasonable
attorneys’ fees and expenses) arising out of or in connection with any breach of this Agreement.

20.12 Confidentiality

Licensee acknowledges that confidential aspects of the Software (including any proprietary
source code) are a trade secret of Eaton, the disclosure of which would cause substantial harm
to Eaton that could not be remedied by the payment of damages alone. Accordingly, Eaton will
be entitled to preliminary and permanent injunctive and other equitable relief for any breach of
this Section 5.12.

20.13 Note on JAVA Support

The Software may contain support for programs written in JAVA. JAVA technology is not fault
tolerant and is not designed, manufactured, or intended for use or resale as online control
equipment in hazardous environments requiring fail-safe performance, such as in the operation
of nuclear facilities, aircraft navigation or communications systems, air traffic control, direct life
support machines, or weapons systems, in which the failure of JAVA technology could lead
directly to death, personal injury, or severe physical or environmental damage. EATON
DISCLAIMS ALL DAMAGES INCLUDING DIRECT, INDIRECT ANDCONSEQUENTIAL
DAMAGES RELATINGTOTHE FAILURE OF ANY SOFTWARE INCLUDING JAVA PROGRAMS
AND/OR JAVATECHNOLOGY.

20.14 Governing Law

This Agreement will be interpreted and enforced in accordance with the laws of the State of Ohio,
U.S.A., without regard to choice of law principles. Licensee consents to the exclusive jurisdiction
and venue of the courts of the State of Ohio for any action to enforce or construe the terms of
this Agreement.

Eaton Corporation EULA
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APPENDIX B

PRODUCT TEAM GUIDELINES
13/12/18

RugiCAM-IP MK2 has been designed with cybersecurity as an important consideration. A
number of features are offered in the product to address cybersecurity risks. These Cybersecurity
Recommendations provide information to help users to deploy and maintain the product in a
manner that minimizes the cybersecurity risks. These Cybersecurity Recommendations are
not intended to provide a comprehensive guide to cybersecurity, but rather to complement
customers’ existing cybersecurity programs.

Eaton is committed to minimizing the cybersecurity risk in its products and deploying cybersecurity
best practices in its products and solutions, making them more secure, reliable and competitive
for customers.

The following Eaton whitepapers are available for more information on general cybersecurity best
practices and guidelines:

Cybersecurity Considerations for Electrical Distribution Systems (WP152002EN):

http://www.eaton.com/ecm/groups/public/@pub/@eaton/@corp/documents/content/
pct_1603172.pdf

Cybersecurity Best Practices Checklist Reminder (WP910003EN): http://www.cooperindustries.
com/content/dam/public/powersystems/resources/ library/1100_EAS/WP910003EN. pdf
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Category Description

Asset Management Keeping track of software and hardware assets in your
environment is a pre-requisite for effectively managing
cybersecurity. Eaton recommends that you maintain an
asset inventory that uniquely identifies each important
component. To facilitate this, <Product Name> sup-
ports the following identifying information:

<Include for hardware> - manufacturer, type, seria
number, f/w version number, and location.

<Include for software> - publisher, name, version, and
version date.

Risk Assessment Eaton recommends conducting a risk assessment to
identify and assess reasonably foreseeable internal
and external risks to the confidentiality, availability and
integrity of the system | device and its environment.
This exercise should be conducted in accordance with
applicable technical and regulatory frameworks such as
|IEC 62443 and NERC-CIP  The risk assessment should
be repeated periodically.

Physical Security An attacker with unauthorized physical access can cause
serious disruption to device functionality. Addi- tionally,
Industrial Control Protocols don't offer cryp- tographic
protections, making ICS and SCADA com- munications
especially vulnerable to threats to their confidentiality.
Physical security is an important layer of defense in such
cases. RugiCAM-IP MK2 is designed to be deployed
and operated in a physically secure location. Following
are some best practices that Eaton recommends to
physically secure your device:

- Secure the facility and equipment rooms or closets with
access control mechanisms such as locks, entry card
readers, guards, man traps, CCTV, etc. as appropriate.

- Restrict physical access to cabinets and/or enclosures
containing RugiCAM-IP MK2 and the associated system.
Monitor and log the access at all times.

- Physical access to the telecommunication lines and
network cabling should be restricted to protect against
attempts to intercept or sabotage communications

- RugiCAM-IP MK2 supports the following physical
access ports.

- RJ45
-Wifi

Access to these ports should be restricted.
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Category Description

COTS Platform Security Eaton recommends that customers harden third-party
commercial off-the-shelf (COTS) operating systems
or plat- forms that are used to run Eaton applications /
products (e.g., third party hardware, operating systems
and hyper visors, such as those made available by
Dell, Microsoft, VMware, Cisco, etc.).

- Eaton recommends that customers refer to the COTS
vendor’s documentation for guidance on how to harden
these components.

- Vendorneutral guidance is made available by the
Center for Internet Security https://www.cisecurity.org/
Irrespective of the platform, customers should consider
the following best practices:

- Install all security updates made available by the COTS
manufacturer.

- Change default credentials upon first login.
- Disable or lock unused built-in accounts.

- Limit use of privileged generic accounts (e.g., disable
interactive login).

- Change default SNMP community strings.
- Restrict SNMP access using access control lists.

- Disable unneeded ports & services.

Account Management Logical access to the system | device should be
restricted to legitimate users, who should be assigned
only the privileges necessary to complete their job roles/
functions. Some of the following best practices may
need to be implemented by incorporating them into the
organization’s written policies:

- Ensure default credentials are changed upon first login.
RugiCAM-IP MK2 should not be deployed in produc-
tion environments with default credentials, as default
credentials are publicly known.

- No account sharing — Each user should be provisioned
a unigue account instead of sharing accounts and
passwords. Security monitoring/logging features in the
product are designed based on each user having a unique
account. Allowing users to share credentials weakens
security.

- Restrict administrative privileges- Attackers seek to
gain control of legitimate credentials, especially those
for highly privileged accounts. Administrative privileges
should be assigned only to accounts specifically desig-
nated for administrative duties and not for regular use.
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Account Management - Leverage the roles / access privileges to provide tiered
(continued) access to the users as per the business /operational
need. Follow the principle of least privilege (allocate the
minimum authority level and access to system resourc-
es required for the role).

RugiCAM-IP MK2 supports 3 users, administrator, user1
and user2. Administrator has full access users can simply
view video and cannot configure anything.

- Perform periodic account maintenance (remove unused
accounts).

- Ensure password length, complexity and expiration
requirements are appropriately set, particularly for all
administrative accounts (e.g., minimum 10 characters,
mix of upper and lowercase and special characters, and
expire every 90 days, or otherwise in accordance with
your organization’s policies).

- Enforce session time-out after a period of inactivity.

Time Synchronization Many operations in power grids and IT networks heavily
depend on precise timing information.

- Ensure the system clock is synchronized with an
authoritative time source (using manual configuration,
NTP, SNTP or IEEE 1588). Please refer to section 9.7.4 of
this manual

Network Security RugiCAM-IP MK2 supports network communication
with other devices in the environment. This capability can
present risks if it's not configured securely. Following are
Eaton recommended best practices to help secure the
network. Additional information about various network
protection strategies is available in Eaton Cybersecurity
Considerations for Electrical Distribution Systems [R1].

Eaton recommends segmentation of networks into logical
enclaves, denying traffic between segments except that
which is specifically allowed, and restricting communica-
tion to host-to-host paths (for example, using router
ACLs and firewall rules). This helps to protect sensitive
informa- tion and critical services and creates additional
barriers in the event of a network perimeter breach. At
a minimum, a utility Industrial Control Systems network
should be seg- mented into a three-tiered architecture (as
recommended by NIST SP 800-82[R3]) for better security
control.

Eaton recommends opening only those ports that
are re- quired for operations and protect the network
communica- tion using network protection systems like
firewalls and in- trusion detection systems / intrusion
prevention systems. Use the information below to
configure your firewall rules to allow access needed for
RugiCAM-IP MK2 to operate smoothly

The default ports used on the RugiCAM-IP MK2 are:=
80 Web Port (HTTP)

2000 Onvif Port
5000 Data Port

Refer to section 9.3.1 for changing these settings
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Remote Access Remote access to devices/systems creates another entry
point into the network. Strict management and valida-
tion of termination of such access is vital for maintaining
control over overall ICS security. The RugiCAM-IP
MK2requires additional hardware to allow Remote
Access. This hardware will need securing correctly to
ensure security

Logging and Event - Eaton recommends logging all relevant system and ap-
Management plication events, including all administrative and mainte-
nance activities.

- Logs should be protected from tampering and other risks
to their integrity (for example, by restricting permissions
to access and modify logs, transmitting logs to a security
information and event management system, etc.).

- Ensure that logs are retained for a reasonable and ap-
propriate length of time.

- Review the logs regularly. The frequency of review
should be reasonable, taking into account the sensitiv-
ity and criticality of the system | device and any data it
processes.

Vulnerability Scanning It is possible to install and use third-party software with
RugiCAM-IP MK2. Any known critical or high severity
vulnerabilities on third party component/libraries used to
run software /applications should be remediated before
putting the device | system into production.

- Eaton recommends running a vulnerability scan to
identify known vulnerabilities for software used with
the product. For COTS components (e.g., applications
running on Windows), vulnerabilities can be tracked on
the National Vulnerability Database (NVD), available at
https://nvd.nist.gov/.

- Keep software updated by monitoring security patches
made available by COTS vendors and installing them as
soon as possible.

Note: Many compliance frameworks and security
best practices require a monthly vulnerability review.
For many non-COTS products vulnerabilities will be
communicated directly through the vendor site.

Malware Defenses Eaton recommends deploying adequate malware
defenses to protect the product or the platforms used to
run the Eaton product.
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Secure Maintenance Best Practices

Update device firmware prior to putting the device into
production. Thereafter, apply firmware updates and soft-
ware patches regularly.

Eaton publishes patches and updates for its products to
protect them against vulnerabilities that are discovered.
Eaton encourages customers to maintain a consistent
process to promptly monitor for and install new firmware
updates.

Please check Eaton's cybersecurity website for infor
mation bulletins about available firmware and software
updates. New firmware for the RugiCAM-IP MK2 will
be available on the products page on the Eaton website

Business Continuity / Plan for Business Continuity/Cybersecurity Disaster
Cybersecurity Disater Recovery
Recovery

Eaton recommends incorporating RugiCAM-IP - MK2 into
the organization's business continuity and disaster re-
covery plans. Organizations should establish a Business
Continuity Plan and a Disaster Recovery Plan and should
periodically review and, where possible, exercise these
plans. As part of the plan, important system | device data
should be backed up and securely stored, including:

- Updated firmware for RugiCAM-IP MK2. Make it a part
of standard operating procedure to update the backup
copy as soon as the latest firmware is updated.

-The current configuration.

- Documentation of the current permissions / access
controls, if not backed up as part of the configuration.

The following section describes the details of failures
states and backup functions:

Sensitive Information Eaton recommends that sensitive information (i.e.
Disclosure connec- tivity, log data, personal information) that may
be stored by RugiCAM-IP  MK2 be adequately protected
through the deployment of organizational security
practices.
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Category Description

Decommissioning or

Zeroisation

It is a best practice to purge data before disposing of any
device containing data. Guidelines for decommissioning
are provided in NIST SP 800-88. Eaton recommends that
products containing embedded flash memory be securely
destroyed to ensure data is unrecoverable.
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from NIST SP800-88

- Embedded Flash Memory on Boards and Devices
Eaton recommends the following methods for dispos-
ing of motherboards, peripheral cards such as network
adapters, or any other adapter containing non-volatile
flash memory.

- Clear: If supported by the device, reset the state to
original factory settings.

- Purge: If the flash memory can be easily identified
and removed from the board, the flash memory may be
destroyed independently of the board that contained the
flash memory. Otherwise, the whole board should be
destroyed.

- Destroy: Shred, disintegrate, pulverize, or Incinerate by
burning the device in a licensed incinerator.
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CYBERSECURITY REFERENCES

[R1] Cybersecurity Considerations for
Electrical Distribution Systems (WP152002EN):

http://www.eaton.com/ecm/groups/public/@pub/@eaton/@corp/documents/
content/pct_1603172.pdf

[R2] Cybersecurity Best Practices Checklist Reminder (WP910003EN):

http://www.cooperindustries.com/content/dam/public/powersystems/resources/
library/1100_EAS/WP910003EN.pdf

[R3] NIST SP 800-82 Rev 2, Guide to Industrial Control Systems (ICS) Security, May 2015:
https://ics-cert.us-cert.gov/Standards-and-References

[R4] National Institute of Technology (NIST) Interagency “Guidelines on Firewalls and
Firewall Policy, NIST special Publication 800-41", October 2009:

http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-41r1.pdf
[R5] NIST SP 800-88, Guidelines for Media Sanitization, September 2006:

http://ws680.nist.gov/publication/get_pdf.cfm?pub_id=50819
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