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MTL Tofino configurator

Installation and configuration instructions for
MTL Tofino security appliances
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DECLARATION OF CONFORMITY

A printed version of the Declaration of Conformity has been provided separately within the original shipment of goods. However,
you can find a copy of the latest version at -

http://www.mtl-inst.com/certificates
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1 INTRODUCTION

1.1 Description

The Tofino Industrial Security Solution is a comprehensive package for
securing industrial control systems, particularly at the Local Area Network
(LAN) level. The system consists of three core components:

Tofino Security Appliance: These industrially hardened devices are
installed in front of individual and/or clusters of Human Machine
Interfaces (HMI), Distributed Control Systems (DCS), Programmable
Logic Controllers (PLC), or Remote Terminal Units (RTU) control
devices that require protection.

Tofino Loadable Security Modules (LSM): A variety of software
modules providing security services, such as Firewall and Event
Logger. Each LSM is activated on the Tofino SAs to allow them to
offer customizable security functions, depending on the requirements
of the control system. LSMSs can be either preloaded at the factory or
added in the field via the Tofino Customer Portal.

Eaton Tofino Configurator: A\Windows-based management system
for the configuration of each Tofino SA.

Use the Eaton Tofino Configurator on your PC to define configuration
data for each Tofino SA in your plant. When you have finished editing the
configuration, you can transfer the configuration data into the Tofino SAs.

You can also retrieve configuration details from a Tofino SA to verify that the
correct configuration is being used in the field.

The Eaton Tofino Configurator will run on any of these supported Microsoft
operating systems: Windows XP Windows 7 (32- and 64-bit), and Windows
Server 2003, 2008, and 2008 SR2. No other applications or services (such as

Java,
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.NET, or Flash) are required for the Eaton Tofino Configurator to operate.



1.2 Navigating the Eaton Tofino Configurator

The Eaton Tofino Configurator is designed to look and operate like Windows
Explorer, which you use to navigate files and folders on your computer.
Being familiar with basic Windows functionality enables you to start using
the Eaton Tofino Configurator immediately.
The main view is divided into two sections:

1 Project Explorer view: Tofino SAs, Asset Templates, Assets,
Protocols, and Special Rules are listed in a tree format similar to the
way that files are displayed in Windows Explorer. Any object in the
Project Explorer view can be clicked to display its information in the
Details view. Clicking the root folder will display a table of defined
objects of that type. For example, clicking the Assets folder will
display a table listing the assets defined in the project.

2 Details view: The details of what is selected in the Project Explorer
view display here. This is where you can edit particular values for

an object.

D& (5 ~|

i Project Explorer

# 1 Fort Sask Control Network!
@ Tefino SAs
(5 Asset Templates
2 Asets
& Protocols
(25 Special Rules

1= Fort Sask Control Network

Project Details

Detass specific to this project file

Fort Sask Contre Netwark
CUsers\ 08260 Deskbop Furt Sask Contral

Project Name:
Project File:
2

L eileed By

Company: Fort Sask Pipeine Co.

Project Protection

The pectection methad for this praject
License Activation Key

Pasyword

Administrator Password
Administrator protection settings for this prcject

Use Administrates Password

| Change Password..|

| Change Admunistratos Password...|

Getting Started
Wtk through these steps to 56t up your project:

(4] Define the Tofina SAs: Define a Tefino 54 for cach
physicel device in the fitld, You can creste a new Tofino S4
from scratch of dricover devices skeady configured on the
netwaork. Yeu will transfer the configurations fram the Tefing
Configurator to the sctusl Tofing Sas installed on your
network.

Click Tofing 54 in the Project Explorer veew,

. | Define Assets: Creste chiects 1o sepresent the resl werld

devices and systems on the contrel netwerle bath physical
devices and virtual entities. These will be used to create
fwewall rubes.

Click Assets in the Project Explores view.

. ] Define Firewall Rules: Create firewall rules to contral

haw the Tefing SA will handle network traffic. Combine the
assets you defined with predefined protocols to busld the
nules.

Click F he Tofing 54 you firewall
nules far.
. ™1 Configure the Event Logger loptionall: Conligure the

Event Logger LSM to take advantage of external alarm and
event bogging. Specify the type of events you want to collect
and where you want to store the log files.

Click Everit Logger under the Tafing SA you want te
confiquee.

. EL Create the configuration: After instaling the Tofing 545

in the field, tranfer the Tefing SA confiquration dats to the

Figure 1: Project explorer and Details views

| (% New Folder [ New Asset

[« - @re ]

Figure 2: TC toolbar
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The toolbar contains 3 sections:

1 Project edit commands: This section appears at the far left of the
toolbar and is for commands related to managing project files and
their data. It includes:
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Create new Projects, Assets, Asset Templates, Protocols, or Tofino
SAs using a wizard

Open an existing project

Save and export a project

Import predefined Asset Templates, Protocols, Special Rules, and
Security Profiles

Cut, Copy, Paste, and Delete objects and fields

Context commands: This section appears in the center of the toolbar
and is for commands related to the content that is currently being
worked on. The commands that appear here change depending on the
type of object selected in the Project Explorer view.

Help and Configuration commands: This section appears at the far
right of the toolbar and is for:

Audit Logs: Viewing and managing the audit system
Preferences: Setting configurations, such as the location of the
audit file

Licensing: Viewing your software licenses and performing tasks
that allow you to obtain new LSM licenses through the Tofino
Customer Portal

Help: Displaying the Online help and Eaton Tofino Configurator
product information



1.3 Search Functionality

The Eaton Tofino Configurator has search functionality and is part of the
project edit commands on the TC toolbar.

You can search any object- assets, asset templates, protocols and
configured firewall rules, with a keyword. A list of objects appears containing
that keyword.

You can search objects by the following ways:

e Search by Name- Enter keywords or name of any object and it
appears in search result.

e Search by IP/MAC- Enter IP/MAC addresses of objects to search
assets and asset templates.

e Search by Parameters- Enter parameters of objects like port number
to search TCP/IP protocols.

e Search by Assets and Protocols- Enter parameters of objects like
assets, protocols, or IP/MAC to search rules.

e Search Subfolders- Enter the name of a subfolder to perform a search
on a folder. This search also works recursively.

Follow these steps to perform a search on any object:

e C(Click on the search button present on the toolbar.

Tufino Configuratar

i~ = [H v‘ @| of [2 5 | < | 5 MewFolder [E Mew Asset Template

Figure 3: Search button on toolbar

e A search box appears. Enter a keyword to search, like here, SA is
searched. Click on OK button.

Search Tofino @
Please enter keywvord to search (Be rmore specific for better results)
()4 ] | Cancel

Figure 4: Search keyword
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in them appear in the result list.

Search Result

List of Protocals:

A detailed search result appears. All objects that have “SA" keyword

Protocal Mame

Description

: SaSafe engineering protacal

SoSafe engineering protocol

Honeywell Safety Manager

WIhMet Explorer Messaging

FactoryTalk Transaction Ma..

Protocol used for cormmunication between Honeywell Experion and Honeywell Safety Mana..,
Rockwell FactorTalk Transaction banager RPC

WIkAMet Explorer to YIM2 Communication

List of Asset Terplates:

Pisset Marme

Wersahdax
Wersabdax Micro

FactoryTalk Transaction Ma..

Aszet Type IP Address
Cormputer 0.0.0.0
Contraller 0.0.0.0
Cantraller 0.0.0.0

MSC Bddress

00:00:00:00:00:00
00:00:00:00:00:00
00:00:00:00:00:00

Ok

Cancel

Figure 5: Search result

one object. Click on OK button.

Search Result

List of Protocals:

Select an object that you want to access. Like here, we have selected

Protocol Narme

SoSafe engineering protocol
Honeyweell Safety Manager
FactoryTalk Transaction Ma..,
WIbAMet Explorer Messaging

Description

Solafe engineering protocol

Protocol used for communication between Honeyweell Experion and Honeyavell Safety Mana..,

Rockaell FactoryTalk Transaction Manager RPC
WIkMet Explorer to WIM2 Cormmunication

>

m

List of Asset Ternplates:

Asset Narme Asset Type IP Address MAC Address
FactoryTalk Transaction Ma..,  Computer 0.0,0.0 00:00:00:00:00:00
v T 0000
| versabdax Micro Controller 0,0,0,0 |

Cancel |

Figure 6: Select object in search result

the search result list.

1l Tofine Configurator

S e

i Project Explorer

{5 Hacpy. Regression
A Tofine SAs

4 (& Bawet Templates

Hirschemann
i Hongywedl
e
2 MYNAH Technolagiss
§2 Oslicht
> Rockwell
g2 Sehneider Blectic
i Semens
4= Selw Turbines
g2 Tofino Securty
= Wago
£ Yokagrws
& Assets
& Pretacols
25 Specinl Rules

axXa

I» VersaMax Micro | 1 you wist

Genersl

NewFolder ] Hew Asset Template (25 New Bset from Template

The Eaton Tofino Configurator opens the selected object directly from

Communications
Thie genersl settings for this siet The coreunication sestnge for this siset
HName: VersaMax Micra IP Addreis: ] . ] . ] . ]
Type: 1 contraller Subret Mak: LT I e ]
[T MACAddresss OO : OO : OO0 : OO : OO : W
Manufucturer: GE-Fanue
Model: VersaMax Micra
Gerersl Location: F
Specific Location:
AaretTag:
Hule Pratiles
The nale profiles asrocisted with this asset
Protocal Type Server Chent  Perrission  Log  Detaids Descrmpton
A GE TP Tandard =) W @amow O

Figure 7: TC opens the selected object



2 NINE STEPS TO A SECURE CONTROL SYSTEM

The Eaton Tofino Configurator was designed to simplify the installation of security
firewalls in an industrial control system. The following 9 steps describe how to install
and configure your Tofino Industrial Security Solution.

Install Tofino | o Create Define
Configurator Project | Tofino SAs
I
¥
Define z Define Configure
Assets “| Firewall Rules | | Event Logger

v

Install Tofino
Hardware

W_I

Apply - Verify
Configuration Configuration

Figure 8: Steps to install and configure TC

¢ [nstall the Eaton Tofino Configurator on your computer.
e Create a project.

¢ Define the Tofino SAs for your project.
Create a virtual representation of the physical Tofino SA devices. You
can manually create these or discover existing devices. This
information will be used to configure the actual Tofino SAs that will be
installed on your network.

¢ Define assets for your project.
These objects represent both real network entities (such as HMls and
PLCs) and virtual entities (such as Broadcast Addresses and subnets)
on your network. They are used to simplify tasks like creating firewall
rules.

¢ Define firewall rules for your Tofino SAs.
These use the assets you created earlier, along with predefined
protocols and special rules that are supplied with the Eaton Tofino
Configurator, to determine what network traffic the Tofino SA will
allow or block. The various Deep Packet Inspection (DPI) Enforcer
modules are accessed through the Firewall selection.
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e Configure the Event Logger (optional).

Enter the details for your syslog server where you want Tofino SA alarms
and events sent. You can also configure the Tofino SA to save logs locally
on the Tofino SA for later offloading via a USB storage device.

¢ Install your Tofino SA hardware.

The Tofino SA gets installed on the network between the device(s) to be
protected and the rest of the network.

e Apply the configuration settings to the Tofino SAs in the field.

Depending on the options you have purchased, you can transfer the
configuration data from the Eaton Tofino Configurator to the Tofino SA(s)
over the network or using a USB storage device.

e Apply the configuration settings to the Tofino SAs in the field.

You can transfer the configuration data from the Eaton Tofino Configurator
to the Tofino SA(s) over the network or using a USB storage device.

¢ Verify the configuration.

Retrieves the configuration load reports sent over the network or from
the USB storage device that was used to load configurations onto one or
more Tofino SAs. This will allow you to record the configuration of Tofino
SAs in the field and save it in your project.

You have successfully installed the Tofino Industrial Security Solution and
significantly improved the security of your process network.

NOTE

The Tofino SA will pass network traffic freely during the initial configuration
or when its configuration is being updated. Firewall rules take effect after
completion of the initial configuration or update of the Tofino SA so that
network operations are not affected before the full rule set can be loaded.
A typical configuration load will finish in approximately 30 seconds.

INM MTLTofino configurator REV 3.2 7



INSTALLING YOUR EATON TOFINO CONFIGURATOR

3.1

This section details the procedure for installing the Eaton Tofino Configurator
on a computer that has not previously had the Eaton Tofino Configurator
installed on it.

Prior to installing your Eaton Tofino Configurator software, please verify that
you have the following materials ready:

e Eaton Tofino Configurator installer downloaded from the Tofino
Security website (www.tofinosecurity.com)

e License Activation Key (a 25 string of letters and numbers such as
X4QP9-RMNRQ-B59SD-AG5H6-KSFRW; this is affixed to the
document supplied with the Tofino Firewall product)

e |icense Activation Key (a string of 25 letters and numbers, such as
X4QP9-RMNRQ-B59SD-AG5H6B-KSFRW)

If you have a License Activation key, download your Eaton Tofino
Configurator software as follows:

¢ Visit www.tofinosecurity.com/licensing and register your product.

e On the Tofino Security website, navigate to the Support page and
click them appropriate product.

e C(Click Software and Security Profiles.

¢ |n the portal, click Download Eaton Tofino Configurator.

If you do not have a License Activation Key, contact your reseller.

Running the Eaton Tofino Configurator Installer

Running the Eaton Tofino Configurator installer launches the installation
wizard. Work through the pages of the wizard to configure the installation,
accept the license agreement, and activate your license.

Running the Eaton Tofino Configurator installer launches the installation
wizard. Work through the pages of the wizard to configure the installation,
accept the license agreement, and activate your license. You need a License

Activation Key (LAK) to perform this final step. The LAK is attached to the
Read Me document that was included with the Tofino SA.

To install the Eaton Tofino Configurator, you need aWindows user account
with Administrator permissions.

e Run the Eaton Tofino Configurator installer.

e Follow the on-screen instructions to install the Eaton Tofino
Configurator.
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¥ MTL Tefino™ configurator 03.2.00 - Excelsior Installer - X

Welcome to Excelsior Installer for MTL Tofino™
configurator 03.2.00

Excelsior Installer will guide you through installation of the
software on your computer. To proceed, dick Next.

E-T°N

Instal < Back Cancel

Figure 9: Eaton Tofino Configurator installer

The Eaton Tofino Configurator installation wizard walks you through the steps
to configure your installation:

e Accept the license agreement
e Specify the installation type
e Select a destination folder
e Add program icons to specific folders
Click "Next” and “Back” to move between the pages of the wizard.

On the Start Installation page of the wizard, review the settings you
selected.

% MTL Tofino™ configurator 03.2.00 - Excelsior Installer - »

Start installation
View current settings E;T'N
Py

-

The installer is ready to install MTL Tofino™ configurator 03.2.00 on your computer. Click
MNext to begin the installation or Back to change the current settings listed below.

Current settings:

Destination folder
C:\Program Files (x&6)\MTL\MTL Tofino configurator 03.2.00

Program folder
MTLYMTL Tofine configurator 03.2.00

Instal < Back Cancel

Figure 10: Select the path to install TC

Clicking “Next" on this page begins the installation.

NOTE

To install the Eaton Tofino Configurator with the default installation
settings, click “Install” in the bottom left corner at any time.

¢ To complete the installation, click “Finish” on the final page of the
wizard. If this is a new installation of the Eaton Tofino Configurator,
the program displays the Activate Your License dialog box.

INM MTLTofino configurator REV 3.2 9



Activate Your License

Please enter the License Activation Key provided by your sales representative,

License Activation Key: |

The following information is required to obtain product support:
First Name:

Last Name:

Country:

Phone Number:

Email Address:

Company Name:

Cancel

Figure 11: Enter Activation license key and personal information

Enter your License Activation Key and contact information. Click “OK"
The Eaton Tofino Configurator will start automatically if you selected
the "Start the Eaton Tofino Configurator” check box on the final page
of the wizard.

The installation is complete and your license has been activated. Additional
configuration steps may be required depending on who will be using this
program.

AWindows user with administrator permissions has full access to all
Eaton Tofino Configurator functionality. To enable Windows users without
Administrator permissions to use the application, perform the following
additional steps.

By default, the Eaton Tofino Configurator preferences and audit log files
are located in C:\ProgramData\Tofino Security\Eaton Tofino Configurator.
Non-administrator users need permission to write to this location.
Using Windows security, allow \Write access to this folder. You can
choose to relocate the audit log file to a write-accessible location (see
“Customizing Program Settings and Preferences”) but you cannot
move the preferences file.

To give non-administrator users full access to a Eaton Tofino
Configurator project, save the project file (.tpf) to a folder that allows
them Administrator or Read/\Write access. To limit their functionality
in a project, save the project file to a folder that allows them Read-
Only access. See “Managing User Logging, Access, and Privileges”
for additional techniques on how to control access to the project file.

If you plan to use the NetConnect Loadable Security Module (LSM),
you need to create firewall exceptions to open ports for both the TCP
and UDP protocols. The defined port of Tofino is 6689.

INM MTL Tofino configurator REV 3.2



4 PROJECTS

The Eaton Tofino Configurator uses project files to coordinate one or more
Tofino SAs that are being used for a common facility or project. Each project
file contains the configurations of the Tofino SAs it is managing along with
other information, such as network assets and common protocols.

When you start the Eaton Tofino Configurator, you will be asked if you would
like to do the following:

e C(Create a new project (see “Creating a New Project” on page 11)

¢ QOpen an existing project

Tofino Configurator Project Selection

Create a new project or open an existing project.

5 Create New Project...

(= Open Project...

L7 C:\Users\kxm082614\ Desktop)Fort Sask Control Network v3.tpf
LT C\Users\kxm08261'\ Desktop\ABC Envirenemtnal Project.tpf
T C:\Users\lem08261'\Desktop\Northern Area Network Systems.tpf

[ Set this as the default project and do not ask again

Figure 12: Create a new or open an existing project

Once you create a project file, that file will be visible for you to open from
the start-up screen. The last five projects opened display here. You can set
a specific project file as the default project so that it automatically opens
every time you start the Eaton Tofino Configurator. After you do this, the
start-up screen will no longer appear. You set and clear the default project
with the Preferences feature (see “Customizing Program Settings and
Preferences"on page 112).

Once you load a project file, you can view the project details and protection
information. This includes the project name; the name and location of the
project file on the computer; the revision number of the project; the users
who created and last modified the project file; the company name; the
project protection settings; and the administrator protection setting.

=| & & - Firdg -
& Project Explorer - | & Fort Sask Control Netwark

s Fort Sask Control Network
4 Tobina S FProject Details Getting §larted

@ Asret Tompieies Dk syl o thi proect fle Wk through these stepn 1o set up your project
i has PuopectNome: | Fort Sask Controd Netmork
Pusject File CAUsers 08 281\ Desktnp Fort Sark Control
Project Revisione |17 (0:F502) wllransfer o from the Tafina
Creator Erichyres 10the betusl d o your
Last Modified By: | Inm08261 p e
lic finio SA3 in the Project Explorer view.
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Figure 13: Project details, protection and password information
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4.1

Creating a New Project

To begin using the Eaton Tofino Configurator, create a project. You can do
this from the start-up screen or from within the application. Create as many
projects as you need for your site. While only one project is required, you
may choose to segregate your network into smaller projects.

As part of project creation, you can restrict access to the project file with the
License Activation Key, a password, or both. Each time the project is saved,
the license key and/or the password will be used to encrypt the project file.
Anyone who acquires the project file will be unable to access the content
without first providing the appropriate key and/or password. \When a user
attempts to open the project in the Eaton Tofino Configurator, the license key
will automatically be read from the program, but the user will be prompted
to enter the password.

As an extra layer of protection, you can set an Administrator password. This
helps keep users from performing certain functions without approval from
the Administrator. When this password is set, users require Administrator
permission to change the Project Protection settings or move the project file.

For more information on project protection, see “Managing User Logging,
Access, and Privileges”

e On the start-up screen, click “Create New Project...”

Tofino Configurator Project Selection

Create a new project or open an existing project.

1% Create New Project... %

== Open Project...

T CAUsers\kem08261 % DesktophFort Sask Control Network v8.tpf
T C\Users\loom08261\Desktop\ABC Environemtnal Project.tpf
100 C\Users\lkaem082614\Desktop\Northern Area Network Systems.tpf

[] Set this as the default project and do not ask again

Quit

Figure 14: Create a new project

NOTE

Once you set a default project to open automatically, the start-up screen
no longer appears.

Alternately, within the application, click the New icon in the toolbar to open
the wizard, then select “ Project” and click “Next” If you have another
project open, a message informs you that it will be closed. You will be
prompted to save the project, if necessary.

Whether you create the project from the start-up screen or from within the
application, the New Project Wizard opens. Here you enter the details for
the project you are creating.
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New Project Wizard

Create a new project.

Project Mame:  Jasper Pumping Station

Company: AB Ol Ce

==

%
3
"

Finish Cancel

Figure 15: Enter project details

e Enter a project name and a company name. Click “Next"

e Select how you want to restrict access to the project file: “License
Activation Key" and/or “Password"

Project Protection

Specify the project protection settings.

The new project will be protected by:
License Activation Key

Password

Password:

Confirm Password:

Password Strength:

Remember your password. You cannot access your project without it.

Figure 16: Project protection settings

If you choose password protection, complete the “Password” and
“Confirm Password” fields. Create a password that is at least 6 characters
long and includes uppercase, lowercase, and special characters.

NOTE

If you leave both check boxes empty, any user will be able to access the
information in the .tpf project file.

To restrict access to the project file, you select the License Activation Key
option. When selected, the project file will open exclusively on a machine
with a matching License Activation Key. You can disable this option when
you need to share the project file with technical support or a person in your
company who is running a different copy of the Eaton Tofino Configurator.
Click “Next"

e Set an optional administrator password. Select the “Use Administrator
Password” check box then complete the “Password” and “Confirm
Password” fields.

INM MTLTofino configurator REV 3.2 13



Administrator Password

Specify the project Administrator Password,

Use Administrator Passward
Password:
Confirm Password:

Password Strength:

IMPORTANT: You cannot use the administrator password to recover a lost project
password.

Use the administrator password feature to prevent specific changes to the project file. When
set, the administrator password will be required to move the project file or change the
project protection settings.

Next > ‘ Finish | ‘ Cancel |

Figure 17: Specify administrator password

Create a password that is at least 6 characters long and includes
uppercase, lowercase, and special characters.

e (Click "Finish" The project is created but has not yet been saved.

e (Click the Save icon in the toolbar. The standard Windows Save As
dialog box opens.

e Select a location on your computer to store the project file and enter a
name for the project. The filename will be appended with .tpf.

e C(Click “Save”

4.2 Opening an Existing Project

You can open an existing project file when you start the Eaton Tofino
Configurator or you can open a project from within the application.

"

e On the start-up screen, click “Open Project...

Tofino Configurator Project Selection

Create a new project or open an existing project.

174 Create New Project...

(== Open Project...

T C\Users\loern08261\Desktop'\Fort Sask Control Network vO.tpf
17 Ch\Users\koen(8261' Desktop\ABC Environemtnal Project.tpf
17 Ch\Users\ k(82614 Desktoph\Northern Area Metwork Systems.tpf

Set this as the default project and do not ask again

Quit

Figure 18: Open an existing project

For convenience, the start-up screen displays the last six projects opened. If
the project you want to open appears in this list, click it to load the project.
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NOTE

Once you set a default project, that project will load automatically when
you start the Eaton Tofino Configurator.

Alternately, within the application, click the Open icon in the toolbar. If you

have another project open, a message informs you that it will be closed. You

will be prompted to save the project, if necessary.

Locate the project file on your computer. The filename will be
appended with .tpf.

Click the file you want to open to select it. Click “Open”

When the project is password protected, the program prompts you to
enter the password. Type the project password and click "OK"

4.3 Editing Project Details

You can view and edit the details of the project you currently have open in

the Eaton Tofino Configurator. You can also change the protection settings

and passwords.

Click the project name in the Project Explorer view. The details for the
current project display.

Update the Project Details section as necessary.

INM MTL Tofino configurator REV 3.2
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Figure 19: Edit project details

Project File: The name of the project file with the location it was
loaded from or last saved to. This is also the location where the

project will be stored the next time it is saved. This field displays
<unsaved> for new, unsaved projects.

Project Revision: The number of the current version of this project,
along with a specially calculated hash code to reduce the chance of
accidental duplication of revision numbers. The project revision
number is incremented each time the project is saved.
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e Creator: The user who created the project. This is the Windows user
name of the person who was logged in when the project was created.

e | ast Modified By: The user who last saved the project. This is the
Windows user name of the person who was logged in when the project
was last saved.

e Company: A user editable company name.

In the Project Protection section, change how you want to restrict access to
the project file. You can add protection settings, remove protection settings,
and change the current password.

e C(lick a selected check box to turn off a protection setting.
e Click an empty check box to turn on a protection setting.

e (lick "Change Password..”" to edit the current project protection
password, if one is set. You will need to enter the current password
and then enter and confirm a new password. Create a password that
is at least 6 characters long and includes uppercase, lowercase, and
special characters. Click “OK"

In the Administrator Password section, change the administrator setting.

¢ To make yourself the project administrator, enable the check box if it
is not already selected. Set a password and click “"OK"

* To remove protection at this level, clear the check box. You will be
prompted to confirm the action; click "OK”When prompted, enter the
current password and click “OK" to confirm that you have permission
to remove the protection.

e To edit the current password, click “Change Administrator
Password...” Enter the current password and then enter and confirm
a new password. Create a password that is at least 6 characters long
and includes uppercase, lowercase, and special characters. Click "OK"

Click the Save icon in the toolbar.

If this is a new project that has not been saved, select a location on your
computer to store the project file, enter a name for the project, and click
“Save”

4.4 Deleting a Project

You delete a project from outside the Eaton Tofino Configurator. Delete the
project file as you would delete any Windows file.

¢ OpenWindows Explorer and locate the project file on your computer.
e Select the .tpf file you want to delete.

e Press DELETE. A message prompts you to confirm the deletion.

e C(Click "Yes”
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4.5 Duplicating a Project

The Save As feature lets you create a copy of your project file. You can also

use this feature to save a project file to a new location on your computer.

¢ Open the project you want to duplicate.

e Open the Save menu and click “Save As”

I Tofino Configurater

Details specific to this praject file

o Duicavery
{8 Tofinn DIE-C2B3IR00

Froject Mot Haey Regression

i Tofino DRERE2LSFEDF Projece File: D\ TofinaTei\Hacpy_Regressionapd
Fosrtpheies Progect Renion: 80 (0dFS1)
‘é Creaton: wherarafias
o eals
pors Lnst Mindified By:  tech
& Special Rules
Compary:

Project Protes tion
The protection methed for this progect
License Actation ey
Paamwined Change Password..
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Figure 20: Duplicating project

e Select a location on your computer to store the new project file.

e Edit the filename for the project.
e (Click “Save"

If an administrator password is set for this project, then administrator
approval is required to save the project to a new location. To continue you

need the project’s administrator password.

4.6 Exporting a Project File

The Export feature lets you create a copy of your project file. Use this action

when you need to send a project file to technical support for troubleshooting

assistance.

This feature allows users with Read Only or Read/Write access to the project
to export the information to outside projects. It also lets users transfer
project details to other people, such as Technical Support staff, without
having to provide passwords. Sensitive information on your ConneXium

Tofino encryption keys is deliberately removed from all export files, so the

resulting file cannot be used to connect to any Tofino SAs.
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e Open the project you want to export.

e Open the Save menu and click “Export”
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Figure 21: Exporting project file

e Select a location on your computer to store the exported file.
e Edit the filename (optional).
e C(Click “Save"
If an administrator password is set for this project, then administrator

approval is required to save the export file to a new location. To continue you
need the project’s administrator password.
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5 TOFINO SAs

Tofino Security Appliances, referred to as Tofino SAs, are the hardware
devices installed on your live network. They also exist in the Eaton Tofino
Configurator, where you create a Tofino SA to represent each physical device
being installed. You configure the devices in the Eaton Tofino Configurator
and then transfer the configuration data to the devices, either over the
network or with a USB device.

From the Tofino SAs item in the Project Explorer view, you can create, edit,
and delete the configuration data for multiple Tofino SAs contained in a
single project.

By selecting a specific Tofino SA in the Project Explorer view, you can do the
following:

e (Create a new Tofino SA

¢ View and edit the Tofino SA configuration
e Delete aTofino SA

e View Status of aTofino SA

¢ Create a configuration that can be loaded onto a Tofino SA device in
the field

e \erify the configuration that is installed on a Tofino SA

Normally you will perform the last two tasks once your Tofino SA is fully
configured. After defining a Tofino SA in the project, you may also need to
configure event logging and define firewall rules.

The Discovery item in the Project Explorer view lets you search for existing
Tofino SAs already configured on your network.

5.1 Defining the Tofino SAs

Within a project, you define a Tofino SA for each Tofino SA hardware device
that will be installed on your network. The two most common ways to define
aTofino SA are:

e (Create a new Tofino SA manually
¢ Discover Tofino SA devices already configured on the network

You can also copy and paste a Tofino SA within the same project or across
different projects. Once you paste the Tofino SA into the project, edit the
settings as necessary.

The Tofino SAs you define appear in the Project Explorer view beneath
the item Tofino SAs. Click this top level item to display the current folder
structure and the defined Tofino SAs.
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Figure 22: List of Tofino SA available

You can create a folder hierarchy to organize your Tofino SAs. Use the New
Folder feature in the toolbar to create folders. You can use the Cut and Paste
actions in the toolbar to move the devices.

5.1.1 Manually creating a Tofino SA

Create as many Tofino SAs in the project as are needed to represent each
physical device being installed on the network.

20

Click “Tofino SAs"” in the Project Explorer view and then click “ New
Tofino SA” in the toolbar.

Alternately, open the New menu in the toolbar and click “ Tofino SA
The New Tofino SA wizard opens.

Tofino SA
@ Tofino SA "Tofino ID" is incomplete or invalid.

Tofine ID:
Name: New Tofino SA
Description:

General Location:

Specific Location:

Mode: Test -

Next > Finish

Cancel

Figure 23: Enter Tofino SA details

Enter the Tofino ID. This number is found on the face of the Tofino SA
device. If you don’t know the Tofino ID of your appliance you can enter
a temporary ID of 00:00:00:00:00:XX, where XX is any two digit
number. This lets you configure the Tofino SA without the actual ID
number. However, you will receive a message indicating “Tofino ID is
not a valid Tofino Security Tofino ID"

Enter information to identify this specific Tofino SA device in the
“Name:, “Description:” “General Location:’ and " Specific

Location:"” fields.

Select the mode-"Operational” or “Test"” - that you want the Tofino SA
to run in when the configuration is loaded. Click “Next"

INM MTL Tofino configurator REV 3.2



NOTE

During commissioning, confirm that the Tofino SA is set to Test mode to
allow validation of the firewall rules without dropping needed traffic. Once
the rules have been validated, set the Tofino SA to Operational mode. For

more information on using Test mode, see “Using Tofino Test Mode to

Validate Firewall Rules”

Tofino SA
Configure the network interface settings for the new Tofino SA,

Net 1 Interface Name: Net1
Net1 Interface Medium: | Auto -
Net 2 Interface Name: Net 2

Net 2 Interface Medium: | Auto -

[ <Bac | MNea> [ Fnish ][ cancel |

Figure 24: Network interface settings of Tofino SA

Name the Tofino SA interfaces and set the configuration of each
interface. Click “Next”

Mew Tofino SA O F'Y

Loadable Security Modules (LSMs)
The L5Ms active on this Tofino 54

Firewall LSM

Event Logger LSM
[1Modbus TCP Enforcer LSM
[1OPC Classic Enforcer L5M
[11EC104 Enforcer LSM

[] EtherNet/IP Enforcer LSM
[1DMP3 Enforcer LSM

Figure 25: Select LSMs

On the final page of the wizard, select the LSMs you want to activate for this
Tofino SA.

INM MTL Tofino configurator REV 3.2

NetConnect LSM: The Tofino NetConnect LSM enables the Eaton
Tofino Configurator and the Tofino SA to communicate over the
network. This allows you to perform certain tasks, such as applying
and verifying configuration, from your PC without having to physically
visit the Tofino SA in the field. The NetConnect LSM will automatically
activate itself once the Eaton Tofino Configurator communicates with
a Tofino SA licensed with that LSM.
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Firewall LSM: The Tofino Firewall LSM checks the communications
on your control network against a list of traffic rules that are defined
by your controls engineer. Any communication that is not on the
allowed list will be blocked and reported by the Firewall LSM.

Event Logger LSM: The Tofino Event Logger LSM records security
events and alarm information. It can record and back up this
information simultaneously to both a remote IT syslog server and a
non-volatile memory in the Tofino SA.

Modbus TCP Enforcer LSM: The Tofino Modbus TCP Enforcer LSM
checks every Modbus command and response against a list of
allowed commands defined by your controls engineer. Any command
that is not on the allowed list, or any attempt to access a register or
coil that is outside the allowed range, will be blocked and reported.

It also filters traffic based on the validity of the Modbus TCP
messages, screening out messages that have been either deliberately
or accidentally malformed.

OPC Classic Enforcer LSM: The Tofino OPC Classic Enforcer LSM
inspects, tracks, and helps secure every connection that is created by
an OPC application. It dynamically opens only the TCP ports that are
required for each connection, and only between the specific OPC
client and server that created the connection. It also filters traffic
based on the validity of the OPC Classic messages, screening out
messages that have been either deliberately or accidentally malformed.

IEC104 Enforcer LSM: The Tofino IEC104 Enforcer LSM enables

DPI capabilities for IEC 104 traffic. The protocol enables the Master
Station to request data from Substations using the predefined
commands and Substations to respond by transmitting the requested
data. This enforcer has a feature- Sanity Check, that blocks and
reports any traffic that does not match the IEC 104 standards.

EtherNet/IP Enforcer LSM: The Tofino EtherNet/IP Enforcer LSM
checks EtherNet/IP explicit messages for CIP objects or services,
and compares them against selected lists of allowed commands. This
gives you the capability to restrict traffic to data read-only, data read/
write, or programming messages to PLC and other devices, as
required for your security strategy. It also filters traffic based on the
validity of the EtherNet/IP messages, screening out messages that
have been either deliberately or accidentally malformed.

DNP3 Enforcer LSM: The Tofino DNP3 Enforcer LSM enables Deep
Packet Inspection (DPI) capabilities for DNP3 traffic. It ensures that
end values are greater than the starting values. If this isn't the case,
the Tofino security appliance should drop the packet regardless of data
content. Only correctly formatted DNP3 traffic is allowed. DNP3
validation includes checking of common header byte fields, packet
lengths, and DNP3 CRC values.

Click “Finish"

The new Tofino SA appears in the Project Explorer view.

Expand the Tofino SA and click “General” to display the General

settings page. See the reference section “Tofino SA Fields” for a
detailed description of the fields on this page.

Confirm the information for this device is correct. Check the
Communications section, which defaults to “Both USB and Network"
Change this setting as necessary.

You can specify whether you want to transfer configuration data to the
Tofino SA device over the network or with a USB device. If you do not
have a license for the NetConnect LSM, choose “USB Only”

INM MTL Tofino configurator REV 3.2



5.1.2 Discovering a Tofino SA

The Discovery feature lets you search your network for new and existing
Tofino SA devices. By scanning IP address ranges, the Tofino SAs can be
discovered and then added to your project.

ATofino SA does not have its own IP address. During Discovery, the Eaton
Tofino Configurator sends discovery messages to addresses of devices on
the opposite side from the Tofino SA. The Eaton Tofino Configurator may

be located anywhere in the network, as long as it is able to communicate
with at least one device on the opposite side of the Tofino SAs. If any
routers or firewalls are located between the Eaton Tofino Configurator and a
Tofino SA in the network, configure each router and firewall device to allow
the Eaton Tofino Configurator traffic to pass through these devices. See
“Communications” for more information.

When working with multiple Tofino SAs, you may want to organize them in
folders. You can create the folder hierarchy before you discover the devices
or when you enter the scan details. To create folders prior to configuring the
scan settings, use the New Folder feature in the toolbar. Select "Tofino SAs”
or an existing folder in the Project Explorer view to display this button.

¢ |n the Project Explorer view, expand the Tofino SA you are working
with and click “Discovery”
On the Tofino Discovery page, you configure a scan on the left side of
the page. On the right side, you view the progress and results of
the scan.

=k ¥ - DHep -
= Project Explorer = | & Tofino Discovery

i Fort Sask Control Network

Configuration Results

The P sddress range for this scan The resutts of this scan

Start P 1 . 0 . 0 . 0 Estimsted un Time: 0 secs
End IP: 23 . 285 . 25 . 55
Destination Folder | 8 Tofine Shs

Continuous Scan:

Start EJ

Figure 26: Discover Tofino SA

e Inthe “Start IP: “ and “End IP: “ fields, enter the starting and ending
IP addresses for the range you want to scan.
The number of addresses to be scanned and the estimated runtime is
calculated and displayed in the Results section.

NOTE

When setting scan ranges, it is helpful to keep them as small as possible
as scanning is deliberately slow so that it does not impact the process
network in any way. One scan message is sent each second, so scanning
larger ranges (greater than 5000 addresses) may take several hours.
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Specify the folder where you want to save the Tofino SAs that are
discovered with this scan.

¢ To display the existing folders, click the button to the right of the
“Destination Folder: “ field.

e To create a new folder beneath the currently selected folder, click
the Add button (+). Enter a name for the new folder and click “OK".

e Select the destination folder for discovered Tofino SAs.
e C(Click "OK".

To run the scan repeatedly, select the “Continuous Scan: “ check box. The
scan will run until you manually stop it. This feature enables you to start the
scan before the Tofino SA devices are actually installed. As they are installed
on the network, the scan will discover them.

To begin the scan, click “Start”.

To pause the scan at any time, click “Pause”. The scan is held at this point
until you click “Start” to begin it again. The “Duration: “ field displays how
long the scan has been running since the last time “Start” was clicked.

To return the scan Results fields to the default values, click “Reset”.

The progress of the scan displays in the Results section. There are four
states:

e Ready: The scan is configured but has not been started.
¢ Complete: The entire address range has been scanned.
e Paused: The user has paused the scan.

e Rescanning: The scan is in progress for the entire address range.
When Continuous Scan option is enabled, this state relates to the
“lteration: " feature. The “Iteration: “ value indicates how many times
the range has been scanned.

As devices are discovered, they appear in the Project Explorer view
at the specified location. The General settings page is populated with
basic device information: Tofino ID, Name, and Hardware Type. A
network connection is automatically attempted and, if successful,
provides additional device details.
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5.2 Editing a Tofino SA

Selecting or expanding a Tofino SA in the Project Explorer view displays links
that let you navigate to pages where you can edit the device configuration.

The configuration and setting options available for a Tofino SA will depend on
its associated LSMs. Typically, the available settings include:

¢ General settings: Configure the general settings for the selected Tofino
SA. This includes general information, communication parameters, and

LSM selection.

e Event Logger LSM settings: Configure alarm and event logging for the

selected Tofino SA.

e Firewall LSM settings: Configure firewall rules for the selected Tofino SA.

When you copy a Tofino SA from another project, review the configuration
settings to verify that it is set up properly for the new location.

¢ In the Project Explorer view, expand the Tofino SA you want to work with

and click “General”

The page displayed shows the general configuration settings for this

Tofino SA.

& Tofino 00:50:C2:63:26:D2

General

The general identification details for this Tofine 54

Tofina ID: (1] : 50 T C2 ' B3 : 2B
Hame: Tofino 00:50:C :B3:28:02
Description:

General Location:
Specific Location:
NTP Time Sync:

Status

The curvent versions and operational stabus of this Tofina SA&
Made: Dperational
Configuration Status: Verified

Lotest Configuration Revision: | 6 (0E494)

Wenfied Configuration Revision: | 6 {I1E494)

Hardware Type: Tafine Xenon THTX
Model Tofinoie-0200TITISDOZI000ZTATOZ 2.00
Firmamre Version: 02.2.00

Loadable Security Modules (LSMs]
Select the LSMs you want to activate for this Tofine 34
4] &= NetConnect LS
[¥] &= Firewall LSM
[# &= Event Logger LSM
1] &= Modbus TCP Enforcer LS
[#] &= OPC Classic Enforcer LS
¥ ©= EtherNet/IP Enforcer LSM

D2

Network Interfaces

The settings for the network interfaces on this Tofine 54

MetlMame: |Netl

Met 1 hedium: | Auto -
Met 2 Marne: Net 2

Met 2 Medum: | Auta -

Communications
The method of communication for this Tofino 54
hlebwork Only
LS8 Only
© Both LISH and Network
Contact Assets:
@ 55.5.13 [Discoveny]

%]

Figure 27: General settings of Tofino SA

e Update theTofino SA configuration as necessary.
See the reference section "Tofino SA Fields” for a detailed description of

the fields on this page.

e (lick the Save icon in the toolbar.Editing a Tofino SA
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5.3 Deleting a Tofino SA

Delete aTofino SA if you no longer need it in the current project.

The Tofino SA in your Eaton Tofino Configurator project is a virtual
representation of the physical Tofino SA device. Special keys are stored in
both of these locations to enable communication between them. Deleting
a Tofino SA from the project deletes its configuration data, including the
special keys. This will block any future network communication between
the Eaton Tofino Configurator and that Tofino SA device until a factory reset
is performed on the Tofino SA device. The factory reset clears the second of

the two keys and opens the door for a new Eaton Tofino Configurator/Tofino
SA pairing to be established.

¢ |n the Project Explorer view, click the Tofino SA you want to delete.

e C(Click the Delete icon in the toolbar.

| Tofine Canfiquratnr

9= v |

% Project Explorer

. H:El'":_!’:L'w Confiyaration Ackivns
@ Dcovery View td editthe conigurstion for this Tafing S
 {{l Tohno 10:50-C2E328:00 I

] Gerensl

Aetions yaus eah perform for this Tofing SA:

General Settingr: Bhiic satup infamnation about this Tofine o5 Apphy Tofing SB.C eofiquration: Compiles the curment
ading stafuss details, communication seftings, and confiquration in the project file and applics  ta the matrhing
M

] Event Lagger e Tafing 54 in the firld. You can lnad the file cver the network or
= Firewall B fyent Logger L3 Sestngs: Configuration settings for the vin a ISR stomgt decice.
& Tofine 10:00:63:15FE:0F Event Logger LSM 1o define the type of everts Being collected e

B Assex Templites and where the log filés are stored

& Ausers 7 ueaall L34 Setings: The firewa rules defined for thiz s

# Frotocols Tofimo 54 1 the etwark

o Protoc sl o liadd the configuretion,

E Special flutes

R Uadate
the fierwact an

wohre o0 tha Tofing 30: Aaphy sn update o
¢ Tofine &
55 Besriewe thie Tofing 54 LIS
Rrtrieves the diagrnstics in
e it b the Incal disk.

mostics information:
aen the Tafing 22 and

Figure 28: Deleting Tofino SA

When the Communications setting is “Network Only” or "Both USB and
Network’ a message asks if you want to perform a factory reset on the
Tofino SA. Click “Yes" The Eaton Tofino Configurator automatically resets the
Tofino SA to the factory settings.

When the Communications setting is “USB Only’ you need to perform the
factory reset manually. See “Factory Resetting Your Tofino SA'

e A message prompts you to confirm the deletion. Click “"OK”
to proceed.

==

Are wou sure youuwantto delete the selected item(s) from the project? This action
cannot be undone,

| Ok | [ Cancel

Figure 29: Confirm prompt
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5.4 Tofino SA Status Page

Tofino SA Status page shows the current statu

s of parameters in a particular

TSA. These parameters reflects the data of both the interfaces. Tofino Status
Page is part of the specific Tofino SA folder; it can be navigated like other

pages (General, Event Logger etc.).

Il Tofin Canfigurator

] K

%, Project Explorer

& =5 My Project
4 5 Tating Sas
@ Dircovry
o {fi Tofmo 8256:C 2832800

i Tofino SA

General Status

Last Succeasful Status Fetched Time Wed Jul 26 13:38.45 IST 2017
Mede DECOMMISIONED: No use
] FR:1DTRD00LFA

Version 10

EE]

vend
¥ Firews
+ {fi Tofino 7083.05:9397:78
-— A Temnperature {°C}
General

Tafino Up Tirme

0 San 11 Mins
B Buent Logger
] Firewall Interfsce Net 1

4 {8 Tofino FEIDTEDLOLFA

Transmitted Pachets

Transmitted Erars

%] Firewall Transmitted Packets Dropped

2 Aaset Templates Transmitted Packets Overrun
( Assets Transmitted Carrier

B Protacels Received Packets

2 Specinl Rudes

Received Errors
Received Packets Dropped
Recerved Packets Overrun

Recenved Frames

Fetch Status Parsmeters
= e

E=R =N

% v DHep ~

Load & Memory
Total Mernory Bytes} | 123618
Free Memory (Bytes) 59044

CPU Load 0% L]
CPU Load 5 minutes (%) |2
CPU Load 15 manutes (35 5
Disk Usage () ]

Interface Net 2

Traramated Packets
Trarurratted Erroes
Tranarnated Packets Dropped
Tranirnitted Packets Overrun
Tranamitted frames

Received Packets

Recered Ermon

Received Packets Dropped
Recerved Packets Overrun

Recenved Frames

Figure 30: Tofino SA Status page

The listed parameters are divided into four categories:

e General Status
¢ Load & Memory
¢ Interface 1

¢ |Interface 2

These categories have the information about memory, transmitted/received
parameters of both the interfaces, sysUptime, Temperature and Load with

units and many more such parameters.
To fetch the latest parameters of a Tofino SA, fol
e (Click on Status page of TSA.

e C(Click on “Fetch Status Parameters” button lo

the page.

low these steps:

cated at the bottom of

Eaton Tofino Configurator now fetches latest parameters of that particular

Tofino SA.

NOTE

Previously fetched values of Tofino Status para
navigate to the other pages in the TC project

saved in project file.

close a project, then you need to fetch the stats again as these are not

meters remain saved if you
explorer. However, if you
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6

ASSETS

In the Eaton Tofino Configurator, assets represent the real world devices and
systems on the control network. An asset can represent a physical device,
such as a PLC, a computer, or network equipment. It can also represent a
virtual asset, such as a broadcast address range, a network, or a multicast
address. This provides flexibility when creating firewall rules.

By selecting a specific asset in the Project Explorer view, you can do the
following:

e (Create a new asset manually
e Create a folder
e View and edit the asset’s details
¢ C(Create an asset template from the selected asset
¢ Delete an asset
You can create a new asset manually or from a template.

Computer, Controller, Device, and Network Equipment Assets

Most assets used in the Eaton Tofino Configurator are real devices. These
typically use messages known as Unicast messages. A Unicast message
is network traffic directed from a specific device to another specific device.
When you define an asset to be a computer, controller, device, or network
equipment, the Eaton Tofino Configurator assumes it is a physical device on
your network and helps create rules appropriate for that type of device.

Network Assets

Network assets are a virtual representation of the devices contained in a
specific network or subnetwork. When you define an asset to be a network,
the Eaton Tofino Configurator assumes it is a collection of devices on your
network that belong to a group of IP addresses known as a subnet. Thus, if
you use a network asset in a rule, the Eaton Tofino Configurator helps create
rules that allow or deny traffic from that range of addresses.

Broadcast and Multicast Assets

In most networks there are messages that are sent to a general address
and are expected to be received by everyone on the network. These are
called Broadcast and Multicast messages. The Eaton Tofino Configurator has
special assets designed to handle these types of messages.

e Broadcast: This asset represents an address that is used for IP
broadcasts. Broadcast packets, which are a normal part of network
operation, are transmitted by a device to a broadcast address that
many devices listen to. For example, IP networks use broadcasts to
resolve network addresses using Address Resolution Protocol (ARP).
The exact broadcast address is dependent on the subnet defined for
a given network. If the node address is 192.168.1.1 the broadcast
address might be 192.168.1.255, depending on the subnet of the
node. This type of asset is required if you wish to provide broadcast
filtering rules in the Firewall LSM.

e Multicast: This asset represents an address that is used for IP
multicasts. Multicast packets are transmitted to a multicast address
that a set of devices listen to. Typically these are |P addresses in the
range between 224.0.0.0 through 239.255.255.255 and depend
on the manufacturer of controller hardware, the protocols in use,
and the network configuration. For example, 239.192.22.121 is often
used in EtherNet/IP networks, while 234.5.6.7 is often used with Fault
Tolerant Ethernet Systems. This is required if you wish to provide
multicast filtering rules in the Firewall LSM.
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6.1 Asset Templates

An asset template is a tool to help you create multiple assets quickly. It
contains predefined fields that can be used to rapidly create similar assets.
For example, if you have ten PLCs in your plant that are a similar make and
model, you can create an asset template (or use a pre-existing template)
to represent that type of PLC. Then you can quickly generate assets to
represent the ten similar PLCs.

The Eaton Tofino Configurator comes with a number of templates preloaded
for Schneider Automation products. You can also import new templates or
create templates of your own.

The Eaton Tofino Configurator comes with a number of templates preloaded
for common automation products. You can also import new templates or
create templates of your own.

By selecting a specific asset template in the Project Explorer view, you can
do the following:

e (Create a new asset template

e C(Create a folder

¢ C(Create a new asset from the selected template
e View and edit the asset template's details

* Delete the asset template

The templates that you create appear in the Project Explorer view in the
Asset Templates folder.

You can create a folder hierarchy to organize your templates. Use the New
Folder feature in the toolbar to create folders. You can create a template in
a specific folder, or you can use the Cut and Paste actions in the toolbar to
relocate templates.

Some templates are factory defined, and cannot be cut or deleted.

6.1.1 Creating an Asset Template

Create as many asset templates in a project as you need to simplify the
process of creating assets. When you have several assets that are similar, it
will save time to create a template containing the common information and
then use that to create your assets.

You can create rule profiles for asset templates. When you create a template
you can specify the protocols that this type of asset typically uses, along
with how you want those protocols managed. The New Firewall Rule Wizard
can use this information to automatically create rules for the assets created
from this template. For more information, see “Rule Profiles”

NOTE

To add rule profiles to preloaded templates, first make a copy of the
template and then add the rule profiles.
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"

Click "Asset Templates” in the Project Explorer view and then click
New Asset Template” in the toolbar.

Alternately, open the New menu in the toolbar and click “ Asset
Template” The templates that you create appear in the Project
Explorer view in the Asset Templates folder.

NOTE

This creates an asset template at the top level. Select a folder before
clicking “ New Asset Template” to create the template in a specific
location. Use the New Folder feature in the toolbar to create folders to

organize the templates.

The New Asset Template dialog box opens.

Asset Template

Create a new asset template.,

Mame: UnityPro

Type: Q Computer -
Description: Unity Pro Programming Station

Manufacturer

Model: Unity Pro|

General Location:

Specific Location:

Asset Tag:

Finish ] [ Cancel

Figure 31: New asset template

Enter a name for this asset template and select the type of asset it
represents.

Complete the remaining fields (optional).
Click “Finish"
The program adds the new template in the specified location in the

Project Explorer view. The details view displays the template
configuration.
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Il Tefine Configurator
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& Project Explorer

# 25 My Project
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o B Tofine 708305939778

7] Gererad
B St
) Event Logger
] Firewall
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i Aapet Templates
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(2 Special Rudes

=

i Tofino SA

General Status

Last Succeasful Status Fetched Time ‘Wed Jul 26 13:38:45 IST 2017

Mode

L]

Version
Temperature ()

Tafina Up Time
Interface Net1

Transmitted Packets
Transmitted Emars
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Transmitted Packets Overrun
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Recehved Packets

Received Erron

Received Packets Dropped
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DECOMMISTIONED: No use
FRD:TRD0:0LFA

i

EE]

11 Mins

Laad & Memary

Total Memary Bytes} 123616
Free Memory (Bytes) 59044
CPU Load 0%) ]
CPU Load Smminutes (36 |2
CPU Lond 15 manutes 54 5
Disk Usage (%) ]

Interface Net 2

Transmitted Packets
Tranirmatted Errors
Tranimatted Packets Dropped
Tranimitted Packets Ovemen
Tranimetted Frarmes
Received Packets

Received Emon

Received Packets Dropped
Recenved Packets Overmun

Recened Frames

T

o o« (D Help =

INM MTL Tofino configurator REV 3.2

Fetch Ratus Parameters |
—_—

Figure 32: Detail view of an asset

Generally, you will not complete the Communications section. A user will
add these details when creating a specific asset from this template.

You can now define rule profiles. This lets you specify the protocols that
an asset uses, along with how you want the protocols managed. The New
Firewall Rule Wizard uses this information to automatically create rules for
the asset. For more information, see “Rule Profiles”

e To open the New Rule Profile Wizard, click “Add Rule Profile... ”
beneath the Rule Profiles table.

¢ Select the type of rule you want to create: standard or special. If you
are creating a special rule, you also select a rule type from the list
provided. Click “Next"

e Define the rule profiles.

e Expand the folders and select the protocols you want to use. Use
SHIFT+click to select a range of protocols; use CTRL+click to
select multiple protocols out of sequence. The Eaton Tofino
Configurator creates a rule profile for each protocol selected.

e Set the permission. This tells the firewall what to do with a packet
that matches the rule profile: allow it to pass (“Allow”) or stop
it from passing (“Deny”). The “Enforcer” option inspects and
filters the traffic using Deep Packet Inspection. This option is
appropriate solely for the Enforcer protocols.

e To create a log each time the rule is triggered, select the “Enable
Logging” check box.

e Click “Finish"
The profiles created appear in the Rule Profiles table.

e Select the rule protocol in this table and finish configuring it in the
Rule Details section.
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Rule Profiles

The rule profiles associated with this asset

Protocol Type Server Client Permission  Log Details Description

MODBUS/TCP (] Standard M M @aw O
o Add Rule Profile...
Rule Details
Additional options for the selected firewall rule
E General

Rate Limit: / second -

Burst Limit:

Figure 33: New rule profile wizard

You can adjust advanced settings, such as traffic rate limiting, for most rule
profiles. Additional settings for the selected rule profile are displayed in one
or more tabs below the table.

e Click the Save icon in the toolbar.
See the reference section “"Asset and Asset Template Fields” for a
detailed description of the fields on this page.

6.1.2 Deleting an Asset Template

Delete an asset template if you no longer need it in the current project. The
templates reside in the “Asset Templates” folder.

¢ |n the Project Explorer view, locate the asset template you want to
delete and click it in the tree to select it.

¢ View the details to verify that this is the correct template.

e (lick the Delete icon in the toolbar. A message prompts you to
confirm the deletion.

e Click "OK" to proceed.

6.2 Creating Assets

To build your asset library, you can create assets manually or from existing
templates. Asset templates contain default asset details, allowing you to
create similar assets quickly.

You can also copy and paste an asset or asset template into the Assets
folder to create an asset. However, this does not run the wizard. To make the
asset unique, you need to edit the details manually.
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6.2.1 Creating an Asset Manually

Creating an asset involves defining its general information, communication

parameters, and rule profiles.

You can create as many assets as needed for your project. When working
with multiple assets, you may want to organize them in folders. Use the
New Folder feature in the toolbar to create the folder hierarchy.

¢ In the Project Explorer view, expand “"Assets” and click the folder
where you want the new asset to reside. To create the asset at the

top level, click "Assets”

e C(Click “ New Asset” in the toolbar. Alternately, open the New menu in
the toolbar and click “ Asset’ The New Asset wizard opens.

Asset

Create a new asset.

Name:
Type: =2 Computer

Description:
Manufacturer:
Model:

General Location:
Specific Location:

Asset Tag:

Cancel

Figure 34: Create asset manually

e Enter a name for this asset and select its type.

e Complete the remaining fields to identify the asset (optional).

Click "Next”

e Enter an IP address and/or a MAC address for this asset. This
information will be used by the Eaton Tofino Configurator when

creating firewall rules for this asset.

e Click “Finish”

The new asset appears in the specified location in the Project Explorer
view. The details view displays the asset details.
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& FS_HMI 004

General

The general settings for this asset

Communications

The communication settings for this asset

MName: F5_HMI_004 IP Address: 192 . 168 . 1 .18
Type: = computer - Subnet Mask: o . 0 . 0 . 0
Description: Main Pump Station #4 MAC Address:| 00 : 00 : 00 : 00 : 00 : OO
Manufacturer: Schneider

Model: CitectSCADA

General Location: | Main Pump Station Centrol Room

m

Specific Location:
Asset Tag:

Rule Profiles

The rule profiles associated with this asset

Protocol Type Server Client Permission Log Details Description

e Add Rule Profile...

Figure 35: Detail view of an asset

You can now define rule profiles. This lets you specify the protocols that
an asset uses, along with how you want the protocols managed. The New
Firewall Rule Wizard uses this information to automatically create rules for
the asset. For more information, see “Rule Profiles”

e To open the New Rule Profile Wizard, click “Add Rule Profile... ”
beneath the Rule Profiles table.

e Select the type of rule you want to create: standard or special. If you
are creating a special rule, you also select a rule type from the list
provided. Click “Next"

e Define the rule profiles.

e Expand the folders and select the protocols you want to use. Use
SHIFT+click to select a range of protocols; use CTRL+click to
select multiple protocols out of sequence. The Eaton Tofino
Configurator creates a rule profile for each protocol selected.

e Set the permission. This tells the firewall what to do with a
packet that matches the rule profile: allow it to pass (“Allow”) or
stop it from passing (“Deny”). The "Enforcer” option inspects and
filters the traffic using Deep Packet Inspection. This option is
appropriate solely for the Enforcer protocols.

e To create a log each time the rule is triggered, select the “Enable
Logging” check box.

e Click "Finish”
The profiles created appear in the Rule Profiles table.

e Select the rule protocol in this table and finish configuring it in the
Rule Details section
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Rule Profiles

The rule profiles associated with this asset

Protocol Type Server Client Permission  Log  Details Description
[MoDEUS/TCP] [e) Standard M M  @aww [0
=5 Add Rule Profile... | | 3¢
Rule Details
Additional options for the selected firewall rule
Ei General
Rate Limit: / second i
Burst Limit:

Figure 36: Rule profile section

e C(Click the Save icon in the toolbar.

You can adjust advanced settings, such as traffic rate limiting, for most rule
profiles. Additional settings for the selected rule profile are displayed in one
or more tabs below the table.

See the reference section “"Asset and Asset Template Fields” for a

detailed description of the fields on this page.

6.2.2 Creating an Asset from a Template

Use a template to quickly create an asset with default values already
completed.

Assets created from a template are placed in the Assets folder in alphabetical
order. You can reorganize the assets into specific folders as needed.

¢ In the Project Explorer view, expand “"Asset Templates” and locate the

template you want to use to create an asset.

e C(Click the asset template to select it and click “ New Asset from

Template” in the toolbar.

The New Asset wizard opens with default values populating some of

the fields completed.

INM MTL Tofino configurator REV 3.2

Asset
Create a new asset.
Name: Mew Asset (From Tofino Configurator)
Type: [=] Computer 2
Description: Represents a different TC that traffic needs to pass through
Manufacturer: Tofino Security
Model: Tofine Configurator
General Location:
Specific Location:
Asset Tag:
< Back Next > Finish

Figure 37: Create an asset from template
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e (Change the entry in the “Name: “ field to identify the asset you
are creating.

e Complete the remaining fields to identify the asset (optional).
Click "Next”

e Enter an IP address and/or a MAC address for this asset. This
information will be used by the Eaton Tofino Configurator when
creating firewall rules for this asset.

e Click “Finish”

The program adds the new asset to the Assets folder in the Project

Explorer view. The Rule Profiles table displays any rule profiles
configured for the template.

* C(Click the Save icon in the toolbar.

e To relocate the asset to another folder, use the Cut and Paste actions
in the toolbar.

See the reference section "Asset and Asset Template Fields” for a
detailed description of the fields on this page.

6.3 Editing an Asset or an Asset Template

Selecting an asset or an asset template in the Project Explorer view
displays the configuration details for the selected item. From here you can
edit the settings. This page includes general information, communication
parameters, and rule profiles.

The Rule Profiles table displays the rule profiles created for the selected
asset or template. You can make changes directly on this page: in the table
and in the Rule Details section.

* In the Project Explorer view, click the asset or template you want to
edit. The configuration details are displayed.

= FS_HMI_001

General Communications

The general settings for this asset The communication settings for this asset

Name: F5_HMI_001 1P Address: 192 . 188 . 1 .15
Type: 3 Computer - Subnet Mask: 255 . 255 . 255 0
Description: Main Purnp Station HMI £1 MAC Address: | 00 : 00 : 00 : 00 : 00 : 00
Manufacturer: Schneider

Model: CitectSCADA

General Location: | Main Pump Station Control Room
Specific Location: | Right Desk
Asset Tag: 675849-23

m

Rule Profiles

The rule profiles associated with this asset

Protocel Type Server Client Permission Log Details Description
4, MODBUS/TCP Standard ] v @ Allow ]
& DHCP/BOOTP Standard | v @ Allow |
€ ICMP Ping Only Standard bl bl @ Allow |
& HTTP Standard | | @ alow [

e Add Rule Profile...

Figure 38: Editing an asset template
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e Update the fields in the General and Communications sections.

NOTE

Generally, you will not complete the Communications section for an asset
template. A user will add these details when creating a specific asset from
this template.

¢ In the Rule Profiles table, click the cell you want to edit and make the
necessary change in the table. Depending on the cell selected, you will
be able to:

e (Change the state of a check box

e Selectan entryin a list

¢ Open a dialog box and select from a list of appropriate values
e Enter text

To delete a rule profile, select it in the table and click the Remove
button (x) beneath the table.

¢ On the General and Enforcer tabs in the Rule Details section, update the
settings as necessary for the currently selected rule profile.

e (lick the Save icon in the toolbar.
See the reference section "Asset and Asset Template Fields” for a
detailed description of the fields on this page.

6.4 Creating an Asset Template from an Existing Asset

You may find yourself in the situation where you need to create several

assets that are similar to one you already have in your project. You can create
an asset template from that existing asset. This will then allow you to quickly

create the additional assets from the template.

¢ |n the Project Explorer view, locate the asset you want to use as the
basis for an asset template.

¢ View the details to verify that this is the correct asset.
¢ |n the Project Explorer view, right click that asset and click “Copy"

¢ Right click the folder where you want the new asset template to
reside and click “Paste” You can place it in the Asset Templates folder
or one of the subfolders.
The asset appears in the specified location.
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Figure 39: Create asset from an existing template

¢ In the Project Explorer view, click the new asset template to display
its details. Make any changes necessary so that it can be used to
quickly create assets.

e C(Click the Save icon in the toolbar.

6.5 Deleting an Asset

Delete an asset if it no longer belongs in the current project. The assets
reside in the Assets folder or in a subfolder.

¢ |n the Project Explorer view, locate the asset you want to delete and
click it in the tree to select it.

¢ \iew the details to verify that this is the correct asset.
e C(lick the Delete icon in the toolbar.
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Figure 40: Delete asset
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If the selected asset is referenced in a firewall rule, you will receive a
message with three options. You can choose to cancel the deletion; delete
the asset and replace the references to it with its current address; or delete
the asset and fix the detected errors later.

When you choose to delete the asset, a message prompts you to confirm
the action. Click “OK" to proceed. Canceling the deletion at this prompt will
not reinstate the asset in any firewall rules from which it was removed.

6.6 Detecting an Asset

There are a few prerequisites to enable the Tofino to gather asset information:

¢ TheTofino must have the Firewall LSM and Event Logger enabled
and active.

¢ TheTofino must be in TEST mode to gather network traffic
passing through.

e  The Tofino must be allowed 10-15 minutes to gather information.

Use the “Detect Assets” button on the TC toolbar to detect the existing
asset(s).

e C(Click "Assets” in the Project Explorer view.
e C(Click the “Detect Assets” button in the toolbar.

e Click the check box in the "Asset Detection Wizard” pop-up box
to select the Tofino SA (TSA) for which asset(s) is to be detected.
You can select only one Tofino SA. You receive an error message if
more than one TSA is selected.

Azzet Detection Wizard = @

Tofino SAs
@ Asset can be discovered only for single TSA,

MNarme Transport Method Restrictions
[VE(Sy Tofino 00:50:C2:B32C:EC!
|“5 Tofino T0:B3:D5:83:87:78

@ Metwork

< Back s e

Figure 41: Error when more than one asset selected
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AssetDetection Wizard = @
Tofino SAs
Select which Tofino 38 to inspect for Assets,

Matme Transpart bethod Restrictions

(%) Tofing 00:50;C2:R3:2 C:EC
7] (2 Tofing T0:B:D5:63:87:74

@) MNetwork

% Back Finish Cancel

Figure 42: Select one asset

Click the “Next” button

Select the suggested assets to be added to the Assets folder and
click the “Finish” button.
The selected suggested assets are added in the “Assets” folder view.

Asset Detection Wizard = @

Assets

Selectwvhich assets wou would like to add to your Sssets folder,

! Marne i hAC TEMPLATE i
W] Discovered Asset 1., 10,10.10.11 00:02:85:4F:67:32 Mo termplate selected
Wl Discoversd Asset 1. 10.10.10.255 FF:FF:FF:FF:FF:FF Mo template selected
W] Discovered Asset 1., 10,10,10.12 68:05:CA 1B 0%0B Mo termplate selected
Wl Discovered Asset 2., 224.0.0.251 0L:00:5E:00:00:FB Mo template selected
W] Discovered Asset 2., 224.0.0.252 0L00:5E:00:00:FC Mo termplate selected |2
W] Discovered Assetl.. 169.254.2.254 no:12:co:04.80:17 Mo template selected
W] Discovered Asset 2., 224.0.0.22 0L:00:3E:00:00:16 Mo termplate selected
] Discowered Asset 1. 10.10.100.1 00:0L:02:08:64:01 Mo template selected
W] Discovered Asset 1., 10,10.100.253 00:0L03:04:64FD Mo termplate selected
] Discowered Asset 1. 10.10.102.1 00:0L:02:08:66:01 Mo template selected
W] Discovered Asset 1., 10,10.102.253 00:0L:03:04:66:FD Mo template selected
] Discowered Asset 1. 10.10.101.253 00:0L:03:08:65:FD Mo template selected
W] Discovered Asset 1., 10,10.103.1 00:0L02:04:67:01 Mo template selected
W] Discovered Assetl.. 10.10.103.253 QE:0L:03:08:67:FD Mo termplate selected 7

Mext = [

Einish l | Cancel

Figure 43: Select suggested assets
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e An error message appears if there are no assets to populate.

¢ No assets are discovered if the assets are already present in the
assets list.

When there is no traffic, no log files are created and the following error
message displays.

lid 2556t Detection Wizard o [ 2]

Assets

Mo fssets to populate, the reason may be a connection time out or there are no
relevant [ogs at device,

! Mame P hAAC TEMPLATE

Figure 44: Error when no traffic
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FIREWALL RULES

A firewall is a mechanism used to control and monitor traffic between two
networks (or two portions of the same network) to increase the level of
security on the network. It compares the traffic passing through the firewall
to a predefined set of rules, discarding traffic that does not meet the rule
criteria. In effect, it is a filter that blocks unwanted network traffic and places
limitations on the amount and type of communication that occurs between
devices (or networks) in need of protection and other systems, such as the
corporate network or another portion of a site's control network.

The Tofino Firewall is a Loadable Security Module (LSM) that is activated on
the Tofino SA to process traffic. On its own, it is a stateful layer 2, 3, and

4 firewall. When combined with the Enforcer LSMs, it also offers stateful
Deep Packet Inspection.

An Enforcer is an advanced firewall for specific SCADA and ICS protocols. It
allows you to filter traffic based on high level message content, such as the
commands and services being used or the memory locations being accessed.
Enforcers are designed to be add-ons to the standard Tofino Firewall LSM.
There are multiple Enforcers that you can activate and use; each one provides
Deep Packet Inspection for a different protocol. The following Enforcers are
available in the current version of the Eaton Tofino Configurator:

e  Modbus TCP Enforcer
¢ OPC Classic Enforcer
e |EC104 Enforcer

e EtherNet/IP Enforcer

e DNP3 Enforcer

e GOOSE Enforcer

The Tofino SA model and the installed LSM licenses determine the Enforcers
available in the Eaton Tofino Configurator.

The Firewall details page lists the firewall rules configured for the selected
Tofino SA. On this page you can create a new firewall rule and manage the
existing rules. You can do the following:

e C(Create a new firewall rule

* \View and edit the rules

e Reorder rules

e (Cut, copy, and paste rules

e Delete rules
The Rule Table supports multiple selection. Use SHIFT+click to select a

range of rules; use CTRL+click to select multiple rules out of sequence. This
lets you copy multiple rules from one Tofino SA and paste them into another.

Selecting a rule in the table displays additional information for that rule and
protocol in the Rule Details section at the bottom of the page.
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Figure 45: Firewall rule table

¢ Firewall Rule Order

The Tofino SA inspects packets in a sequential manner according to the
order that the rules are displayed in the firewall rule table. Having the same
rules but placing them in a different order can alter how the Tofino SA
manages traffic.

When the Tofino SA receives a packet, it compares it against the first

rule, then the second, then the third, and so on. When it finds a rule that
matches, it stops checking and applies that rule. If the packet goes through
each rule without finding a match, then that packet is denied.

You can manually reorder the rules by selecting a rule and clicking “ Move Up” and “
Move Down" in the toolbar.

b Create Rule |4} Movelp Il Move Down | a7 ~ (F) Help ~
5 FS_TSA 001 - Fire
Rule Table
The firewall rules configured for this Tofino SA
! Asset Interface Direction Asset Interface Protocol Permission Log Type
Any FSHMI Network 4= Any FS Contro.. f ARP @ Allow [l stand..
Any FS HMI Network =5 [ Fs_pLC 001 FS Contro... 8 DHCP/BOOTP (@ Allow [1 stand...
FS_HMLO01 FS HMI Network =7 FS_PLC_001 FS Contro.. @, MODBUS/TCP  ElEnforcer [ Stand..
FS_HMLO0L FS HMI Network =5 [ Fs_pLC 001 FS Contro... §HTTP @ Allow [ stand...
Any FS HMI Network 4= FS_PLC_001 FS Contro... @ <none> © Deny ¥ Sc...
Any FSHMI Network &= [ Fs_pLC 001 FS Contro... & <none> @ Deny i Sc..
FS_HMI_011 FS HMI Network 4= FS_PLC_011 FS Contro... ), OPC Classic E)Enforcer [ Stand...
FS_HMLO012 FS HMI Network =5 [ Fs_pLC 011 FS Contro... 8 EtherMet/IP (CIP... € Enforcer Stand...
4| [

Figure 46: Move up and down the rules

Keep in mind that the first rule in the Tofino SA that matches is applied to the
packet: not the rule that is the most appropriate match. Based on this, set
the more specific rules at the top of the list, followed by the more general
rules. This helps to prevent a general rule being matched before hitting a
more specific rule.

There are certain exceptions to this strategy: for example, rules using MAC
addresses need to be evaluated before rules using IP addresses. The Eaton
Tofino Configurator advises you if this is required..
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oa Create Rule 4} MoveUp L Move Down ‘ 3¢ v (D Help -

i, FS_TSA_001 - Firewall MAC address based rules are always evaluated before IP address based rules.

Rule Table
The firewall rules configured for this Tofino SA

! Asset Interface Direction  Asset Interface Protocol Permission Log Type

b Any FS HMIMetwork =3 F5_PLC_001 FS Contro.. ) DHCP/BOOTP @ Allow L1 Stand.
1 Any FS HMI Network 4= FS Contro... fl, ARP @ Allow [] Stand..
bl (5 FS_HMI_001 FS HMI Network =5 FS Contro.. #MODBUS/TCP € Enforcer []  Stand...
i & Fs_HML 001 FS HMIMetwork =3 FS Contro... 8 HTTP @ Allow [l Stand.
M Any FS HMI Network 4= FS Contra... @ <none> & Deny M osc.
i Any FSHMI Metwork 4= FS Contro.., @ <none= & Deny M Se.
i & Fs_HMLO11 FS HMI Network 4= FS Contro... 8 OPC Classic E) Enforcer  [] Stand...
| Q F5_HMI_012 FS HMI Metwork =@ FS Contro.., 4 EtherMet/IP (CIP.., (——:9 Enforcer | Stand...

< I 2

Figure 47: MAC based rules evaluated before IP based rules

Assisted Firewall Rule Creation

Some firewall rules are needed for other rules to work correctly. For
example, because the devices using the TCP protocol use the ARP protocol
to determine each other's addresses, an ARP Allow rule is needed in order
for aTCP rule to work. The Tofino SA detects when an additional rule is
needed and prompts you to insert it. The message displays in the title bar
above the rule table.

o Create Rule | 3¢ v (2) Help »
iy FS_TSA_001 - Firewall No ARP rule exists. IP traffic will not be allowed without ARP. Click here to create the default ARP rule.
Rule Table

The firewall rules configured for this Tofino SA

! Asset Interface Direction  Asset Interface Protocol Permission  Log Type

v Any FS HMI Network = [ Fs_pLC 001 FS Contro... §p DHCP/BOOTP @ Allow [l Stand.
i 5 Fs_HMI_001 FS HMI Network =5 [ Fs_PLC_001 FS Contra.. #MODBUS/TCP ) Enforcer []  Stand...
i & Fs_HMI 001 FS HMI Network = [ Fs_pLC 001 FS Contro... 8 HTTP @ Allow [l Stand.
M Any FS HMI Network 4= [ Fs_PLC D01 FS Contro... 4§ <none> @ Deny M ¥ sc.
vl Any FS HMI Network  é= FS_PLC_001 FS Contro... @ <none= © Deny M vk sc..
i & Fs_HMI_011 FS HMI Network ~ ¢=+ [ Fs_pLC 011 FS Contra... 8k OPC Classic ChEnforcer  []  Stand...
| L;‘J FS_HMI_012 FS HMI Network =5 FS_PLC_ 011 FS Contro.. % EtherMet/IP (CIP... @ Enforcer ] Stand...

. . r

Figure 48: ARP rule is must for IP traffic

Firewall Rate Limiting

The Rate Limit fields are advanced settings that are available for firewall
rules. These define the rate at which packets that have met the other criteria
for a given rule are allowed through the firewall. The rate limiting uses a
token bucket filter algorithm with three settings:

e Rate Limit: the average packet allow rate over the defined
time interval

e |nterval: the time interval used for the rate limit (second, minute,
hour, day)

e Burst Limit: the maximum initial number of packets allowed

To understand how token bucket filtering works, picture a ‘bucket’ of
‘tokens’. It costs one token for the firewall to forward one packet. If the
bucket is out of tokens, then the firewall will drop packets until there are
more tokens in the bucket. The number of tokens (and thus the number of
forwarded packets) is controlled by two settings: Rate Limit and Burst Limit.
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The Rate Limit is the rate at which the bucket is refilled with tokens. The
rate limit setting is calculated over an interval set by the user (such as

per second or per minute). If the rate limit is 50 and the interval is set to
seconds, then 50 tokens per second will be placed in the bucket and 50
packets per second will be let through the firewall. Keep in mind that the
bucket is refilled gradually over an interval and not at the start of the interval.

The Burst Limit is the initial number of tokens in the bucket, as well as the
maximum number of tokens the bucket can hold. In other words, this helps
to prevent the number of tokens from building up during times of low traffic.

The firewall will immediately allow through any burst of packets equal to the
number of tokens in the bucket. Once the bucket is empty, the firewall can
only forward packets as the bucket refills over time at the rate specified by
the rate limit. If the rate of packets is faster than the rate limit, the bucket
will empty at the rate of packets and then will be limited by the rate limit
which refills the bucket. In other words, if your burst limit is 100, your rate
limit is 25 per second, and 1000 packets are sent to the firewall, then the
first 100 will be allowed, followed by another 25 packets per second after
that. Other packets will be dropped.

Direction: Right, Left, Bidirectional

The arrow in the rule table indicates which device establishes a connection
between the two nodes. The direction indicator does not refer to packet
flow. For example, if a Human Machine Interface (HMI) is using Modbus/
TCP to request data from a PLC, the HMI will be the device initially setting
up the communications connection. Once the connection is established,
then packets will flow in both directions.

Another way of thinking about this is to consider a normal telephone
system. The person dialing the phone number (Person 1) is the one setting
up (i.e., establishing) the connection. Once the other person (Person 2)
answers the phone, then speech can flow both ways.

There are three direction options for a Tofino Firewall LSM:

¢ Right: Connections can be established by the left asset (as defined in
the rule table) and will flow to the right.

Example: Consider an HMI is the left asset and a PLC is the right asset
with the direction set to Right. This would allow the HMI to initiate the
connection and the PLC to respond, but the PLC would not be allowed to
initiate a session.

e | eft: Connections can be established by the right asset (as defined in
the rule table) and will flow to the left.

Example: Consider a Workstation with a browser client is the right asset and
aWeb Server is the left asset with the direction set to Left. This would allow
the Workstation to initiate web sessions and the Web Server to respond, but
the Web Server would be unable to initiate a session.

e Bidirectional: The connections can be established by either device.

Once the connection is established, traffic will be able to flow in both
directions regardless of the direction set in the rule.
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Creating Firewall Rules

The Eaton Tofino Configurator allows you to create two types of firewall rules:
e Standard rules
e Special rules

Standard firewall rules are designed to allow or deny specific protocols
passing through the firewall. They let you set the source, destination,
direction, permission and rate limits for traffic of a particular protocol type.
For example, if you want to allow Modbus/TCP traffic between two devices,
a standard rule can be used.

Special Rules are highly complex rules that go beyond simple allow or
deny. For example, a Special Rule could be used to block a subset of a
particular type of traffic. The available Special Rules can be viewed in the
Special Rules folder.

You will normally use standard rules. Use special rules solely in
exceptional cases.

¢ In the Project Explorer view, expand the Tofino SA you want to work
with and click “ Firewall”

e C(Click " Create Rule” in the toolbar.

The New Firewall Rule Wizard opens.

Rule Type

Select the type of firewall rule you want to create.

@ Standard rule

_) Select a special rule type from the list below:

¢ Tofino Rapid Network Recovery

Figure 49: Create new firewall rule

e Select the type of rule you want to create: standard or special. If you
are creating a special rule, you also select a rule type from the list
provided.

Click "Next”

e Define the assets involved in the firewall rule and click “Next"
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Assets

Select the assets involved in this firewall rule.

Assetl Direction
Interface: FS HMI Metwork -

2 Any
) 1P Address:
*) MAC Address:

@ Select an asset from the list below:

Name P Address MAC Address
= Fort Sask Main
% Fort Sask C 192.168.1.0 00:00:00:00:00:00
(5 FS_HMI_00: 192.168.1.15 00:00:00:00:00:00
gl FS_HMI_00. 192.168.1.16 00:00:00:00:00:00
5 Fs_HMIL00 192168117 00:00:00:00:00:00
FS_PLC_001192.168.1.10 00:00:00:00:00:00
FS_PLC_00: 192.168.1.11 00:00:00:00:00:00
(3 FS_SWT_00 192.168.1.250 00:00:00:00:00:00
(= Jasper
= Sumas
% Fort Sask Subn 192.168.1.255 00:00:00:00:00:00

Bl

Asset2

Interface: FS Control Network

@ Any
) IP Address:
“) MAC Address:

") Select an asset from the list below:

MName IP Address
22 Fort Sask Main
(= Jasper
= Sumas
% Fort Sask Subn 192168.1.255

< Back Next »

MAC Address

00:00:00:00:00:00

Cancel

Figure 50: Select the ass