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1 INTRODUCTION

Instrumented safety systems are not new. It has long been the practice
to fit protective systems to industrial process plant where there is a
potential threat to life or the environment should something go wrong.
These systems are independent of the normal process control, and
take some action to render the plant safe in the event of a malfunc-
tion.

Until recently, such systems have generally been designed according
to established practice within the company concerned, or in accor-
dance with local codes of practice.  Some of the necessary equip-
ment, for example shut-down control systems, was available designed
and certified for safety applications, but much of the peripheral
equipment was not. Designers and installers had to do the best they
could with the equipment that was available.

This situation is now changing rapidly.  The broad acceptance of the
IEC 61508 standard* is giving safety equipment suppliers and users
a common framework on which to design products and systems for
safety-related applications.

The benefits to users are: a more scientific, numeric approach to spec-
ifying and designing safety systems is possible; the nature of the risk
can be quantified and a protective system appropriate to the risk can
be designed. Because the protective system is assessed against a
widely accepted standard, its suitability can be clearly demonstrated
to all.  Under- or over-specifying of protective systems is less likely
and, in many cases, a less expensive solution may be shown to pro-
vide adequate protection.

Equipment suppliers, such as MTL, are now providing products certi-
fied to IEC 61508 for use in functional safety systems.  The data pro-
vided with these products allow the user to integrate them into safety
systems, to the IEC 61508 standard, and then state with confidence
that the system meets the safety requirements.

This application note is intended to provide a brief introduction to the
IEC 61508 standard, and to illustrate how it is applied.  It does not
claim to be a complete interpretation of the standard; that would be
impossible in so few pages.  However, we hope you will find it help-
ful, especially if the subject is new to you.

This area is likely to develop rapidly, as more certified products
become available and the standard becomes more widely used. We
expect to update this application note as more information becomes
available and we would very much like to hear your comments.
Please forward them to MTL by mail or telephone (see the back cover
for details) or e-mail to AN9025comments@mtl-inst.com

2 FUNCTIONAL SAFETY

2.1 Aspects of safety
Storey (1996) identifies three aspects of system safety. The first is 'pri-
mary safety', which concerns such risks as electric shock and burns
inflicted directly by hardware. The second is 'functional safety', which
covers the safety of the equipment (the EUC - see below) that depends
on the risk-reduction measures in question, and is therefore related to
the correct functioning of these measures. The third is 'indirect safe-
ty', which concerns the indirect consequences of a system not per-
forming as required, such as the production of incorrect information
by an information system such as a medical database.

IEC 61508 claims to cover the second of these aspects, functional
safety, and its definition of this (see the glossary below) coincides
with that of Storey. However, as pointed out in Section 3.3 on Scope,
its principles are applicable generally and, once it has been decided
to use the standard, it would be inconsistent not to apply its principles
to aspects of safety other than functional safety. 

2.2 Glossary of terms
The definitions given in this glossary of terms are direct quotations
from Part 4 of IEC 61508. The terms selected for definition are those
considered to be most important to readers of this document. In a few
instances, this author has added text for clarification, and this is
enclosed in square brackets.

2.2.1 Systems

Equipment under control (EUC): equipment, machinery, apparatus or
plant used for manufacturing, process, transportation, medical or
other activities.

EUC control system: system which responds to input signals from the
process and/or from an operator and generates output signals caus-
ing the EUC to operate in the desired manner.

EUC risk: risk arising from the EUC or its interaction with the EUC con-
trol system, i.e. the risk associated with functional safety. [The EUC
risk is a reference point, so it should be assessed independently of
countermeasures to reduce it.]

Safety-related system: designated system that:

◆ Implements the required safety functions necessary to achieve or
maintain a safe state for the EUC; and

◆ Is intended to achieve, on its own or with other E/E/PE safety-
related systems, other technology safety-related systems or 
external risk reduction facilities, the necessary safety integrity 
for the required safety functions.

Programmable electronic system (PES): system for control, protection
or monitoring based on one or more programmable electronic
devices, including all elements of the system such as power supplies,
sensors and other input devices, data highways and other communi-
cation paths, and actuators and other output devices.

Electrical/electronic/programmable electronic system (E/E/PE): as
for PES.

2.2.2 Safety and risk

Harm: physical injury or damage to the health of people either direct-
ly, or indirectly as a result of damage to property or to the environ-
ment. [This definition excludes damage to property or the environ-
ment which does not result in injury to people, and so it is not in con-
formity with modern definitions].

Hazard: potential source of harm.

Hazardous situation: circumstance in which a person is exposed to
hazard(s). [Again, this definition is restricted to humans and is not as
broad as other modern definitions].

Hazardous event: hazardous situation which results in harm.

Safety: freedom from unacceptable risk.

Functional safety: part of the overall safety relating to the EUC and
the EUC control system which depends on the correct functioning of
the E/E/PE safety-related systems, other technology safety-related sys-
tems and external risk reduction facilities.

Safety function: function to be implemented by an E/E/PE safety-relat-
ed system, other technology safety-related system or external risk
reduction facilities, which is intended to achieve or maintain a safe
state for the EUC, in respect of a specific hazardous event.

Risk: combination of the probability of occurrence of harm and the
severity of that harm.

Tolerable risk: risk which is accepted in a given context based on the
current values of society.

Residual risk: risk remaining after protective measures have been
taken.

* IEC 61508 “Functional safety of electrical/electronic/programmable electronic safety-related systems”

AN9025-3  March 2002



2AN9025-3 Mar 2002

2.2.3 Safety integrity

Safety integrity: probability of a safety-related system satisfactorily
performing the required safety functions under all the stated condi-
tions within a stated period of time.

Software safety integrity: measure that signifies the likelihood of soft-
ware in a programmable electronic system achieving its safety func-
tions under all stated conditions within a stated period of time.

Hardware safety integrity: part of the safety integrity of the safety-
related systems relating to random hardware failures in a dangerous
mode.

Safety integrity level (SIL): discrete level (one out of a possible four)
for specifying the safety integrity requirements of the safety functions
to be allocated to the E/E/PE safety-related systems, where SIL 4 has
the highest level of safety integrity and SIL 1 the lowest.

2.2.4 Safety requirements

Safety requirements specification: specification containing all the
requirements of the safety functions that have to be performed by the
safety-related systems.

Safety functions requirements specification: specification containing
the requirements for the safety functions that have to be performed by
the safety-related systems. [One part of the safety requirements spec-
ification].

Safety integrity requirements specification: Specification containing
the safety integrity requirements of the safety functions that have to be
performed by the safety-related systems. [This is integrated into the
safety requirements specification.]

3 OVERVIEW OF IEC 61508

3.1 Origins of IEC 61508
By the 1980s, software had become the first choice of most design-
ers of control systems. Its apparent speed of production, the cheap-
ness of its reproduction, and the ease with which it facilitates the intro-
duction of new facilities, made it more attractive than purely hard-
ware solutions. Its increased use included more and more safety-relat-
ed applications, and there were uncertainties about the wisdom of
this. It was recognised that it was almost impossible to prove software
correct, and even if it were correct with respect to its specification, the
difficulty of getting the specification correct was well known. 

At that time, software engineering was still more art than engineer-
ing, and safety engineering was unknown in the software develop-
ment community. Further, because safety was not in most cases stud-
ied in its own right, there was an implicit assumption that if a prod-
uct or plant functioned reliably it would be safe. But safety and relia-
bility are not synonymous. Moreover, with systems becoming larger
and more complex, questions started to be asked about how safety
might be 'proved' and how the use of software in safety-related appli-
cations might be justified.

The questions and uncertainties were not limited to software. At the
same time, hardware, in the form of microelectronics, was also
becoming extremely complex and difficult to prove correct.

The awareness of these issues led to two studies being set up by the
International Electrotechnical Commission (IEC), one on 'systems'
(hardware) and the other on software, both within the context of the
functional safety of modern programmable electronic systems. The
purpose behind each was the development of a standard to guide
system designers and developers in what they needed to do in order
to claim that their systems were acceptably safe for their intended
uses.

In the early 1990s the two studies were merged, and in 1995 a draft
standard, IEC 1508, was produced. This advocated a new approach
to functional safety. Instead of designing and building a system as
well as possible and then assuming that it would be safe, the draft
standard called for a risk-based approach, in which the safety activ-
ities should be based on an understanding of the risks posed by the
system. With an understanding of the risks, and a determination of
which risks needed to be reduced, safety requirements would be
defined to effect the risk reduction. As these 'safety requirements'
would be specified separately from the functional requirements, they
could be implemented as simply as possible and also validated sep-
arately. This would result in direct evidence of safety planning and
should lead to confidence that the risk reduction measures were com-
mensurate with the risks.

Feedback on the draft standard led to further development, and
between 1998 and 2000 the seven parts of its successor, 
IEC 61508, were ratified as an international standard. The principles
embodied in the new standard were accepted internationally.

IEC 61508 is a 'generic' standard, intended to satisfy the needs of
all industry sectors. It is a large document, consisting of seven parts
and a total of about 400 pages. Ideally it should be used as the basis
for writing more specific (e.g. sector-specific and application-specific)
standards, but it is also intended to be used directly where these do
not exist. It has become a requirement of many customers, and its
principles are perceived as defining much of what is considered to be
good safety-management practice. 

3.2 The physical form of the standard
The standard consists of seven parts. The first four are 'normative' -
i.e. they are mandatory - and the fifth, sixth and seventh are inform-
ative - i.e. they provide added information and guidance on the use
of the first four.

◆ Part 1 (General Requirements) defines the activities to be carried
out at each stage of the overall safety lifecycle, as well as the
requirements for documentation, conformance to the standard,
management and safety assessment.

◆ Part 2 (Requirements for Electrical/ Electronic/ Programmable
Electronic (E/E/PE) Safety-Related Systems) and Part 3 (Software
Requirements) interpret the general requirements of Part 1 in the
context of hardware and software respectively. They are specif-
ic to phase 9 of the overall safety lifecycle, illustrated in Figure 4.

◆ Part 4 (Definitions and Abbreviations) gives definitions of the
terms used in the standard.

◆ Part 5 (Examples of Methods for the Determination of Safety
Integrity Levels) gives risk-analysis examples and demonstrates
the allocation of safety integrity levels (SILs).

◆ Part 6 (Guidelines on the Application of Parts 2 and 3) offers
guidance as per its title.

◆ Part 7 (Overview of Techniques and Measures) provides brief
descriptions of techniques used in safety and software engineer-
ing, as well as references to sources of more detailed informa-
tion about them.

In any given application, it is unlikely that the entire standard would
be relevant. Thus, an important initial aspect of use is to define the
appropriate part(s) and clauses.

3.3 Scope of the standard
IEC 61508 is not merely a technical guideline. Indeed, its primary
subject is the management of safety, and it is within this context that
it addresses the technical issues involved in the design and develop-
ment of systems. The standard seeks to introduce safety management
and safety engineering, not only into software and system engineer-
ing, but also into the management of all aspects of systems. The stan-
dard embraces the entire life-cycle of a system, from concept to
decommissioning.
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Although the standard formally limits itself to those aspects of safety
that depend on the hardware and software of electrical/electron-
ic/programmable electronic (E/E/PE) systems, its principles are gen-
eral and form a framework for addressing all aspects of the safety of
all systems.

3.4 The standard's rationale
The wording of the standard is based on the model of Figure1. In this,
there is 'equipment under control' (EUC) which, with its control sys-
tem, provides a utility (for example, electricity generation, railway sig-
nalling), but which, in order to do this, poses one or more risks to the
outside world.

The standard requires that each risk posed by the EUC and its control
system should be identified and analysed and tested against tolera-
bility criteria. All risks found to be intolerable must be reduced, as
shown in Figure 2. A risk-reduction measure may be to change the
design of the EUC or its control system, but there comes a point when
it is not effective to make further such improvements, or when, even if
they have been made, the required level of safety cannot be demon-
strated. If any of the residual risks is still intolerable (or cannot be
shown to be tolerable), then 'safety functions' must be incorporated
either within the control system or in one or more added 'protection
systems' (see Figure 1). In principle, their separation from the control
system is preferred.

The model of Figure 1 is based on the process industry, and it may
not be perceived as representing many modern systems - for exam-
ple, information systems whose handling of data is safety-related,
such as medical databases. Even though the wording of the standard
does not obviously refer to such systems, the standard's principles do.

Figure 2 shows that the risk reduction that must necessarily be
achieved is the difference between the risk posed by the EUC (and its
control system) and the level of risk that is deemed, in the given cir-
cumstances, to be tolerable. The risk reduction is achieved by 'safety
functions', and these must be based on an understanding of the risks.
However, risk values are always approximate, and the actual reduc-
tion achieved by risk-reduction measures can never be determined
exactly, so it is assumed in Figure 2 that the achieved risk reduction
will be different from (and greater than) the reduction deemed to be
necessary. The figure thus shows that the residual risk is not exactly
equal to the tolerable risk - and nor is it zero. 

The development of safety functions, which embody the main princi-
ples of the standard, requires the following steps:

◆ Identify and analyse the risks;

◆ Determine the tolerability of each risk;

◆ Determine the risk reduction necessary for each intoler-
able risk;

◆ Specify the safety requirements for each risk reduc-
tion, including their safety integrity levels (SILs);

◆ Design safety functions to meet the safety requirements;

◆ Implement the safety functions;

◆ Validate the safety functions.

Although the standard formally addresses only safety-related E/E/PE
systems, it points out (see Figure 3) that safety functions may also be
provided in other technologies (such as hydraulic systems) or external
facilities (for example, management procedures). The principles of the
standard should be applied in all cases.

3.5 The overall safety lifecycle
The overall safety lifecycle (see Figure 4) is crucial to 
IEC 61508. Not only does it offer a model of the stages of safety
management in the life of a system, but it also forms the structure on
which the standard itself is based. Thus, the standard's technical
requirements are stated in the order defined by the stages of the over-
all safety lifecycle.

The purpose of the overall safety lifecycle is to force safety to be
addressed independently of functional issues, thus overcoming the
assumption that functional reliability will automatically produce safe-
ty. Then, specifying separate safety requirements allows them to be
validated independent of functionality, thus giving higher confidence
of safety under all operating and failure conditions. The paradox,
however, is that safety activities should not be carried out, or thought
of, as totally disconnected from other project or operational activities.
They need to be integrated into a total perspective of the system at all
lifecycle phases.

In the overall safety lifecycle, Phases 1 and 2 indicate the need to
consider the safety implications of the EUC and its control system, at
the system level, when first they are conceived of. In Phase 3, their
risks are identified, analysed, and assessed against tolerability crite-
ria. In Phase 4, safety requirements for risk-reduction measures are
specified, and in Phase 5 these are translated into the design of safe-
ty functions, which are implemented in safety-related systems,
depending on the selected manner of implementation, in Phases 9,
10 and 11. However the safety functions are realised, no claim for
safety can be made unless its planning considers the overall safety
context, and this is reflected in Phases 6, 7 and 8. Then, again, car-
rying out the functions of installation and commissioning, safety vali-
dation, and operation and maintenance, is shown in Phases 12, 13
and 14 to be on the overall systems, regardless of the technologies
of the safety-related systems. Phases 15 and 16 cover later modifica-
tion and retrofit of the system and decommissioning, respectively.

Utility
+

Risks

Safety
functions

Control
system EUC

Protection
system

Safety
functions

Figure 1 Risk and safety functions to protect against it

Increasing
risk

EUC
risk

Necessary risk reduction

Actual risk reduction
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Part of risk
covered by

E/E/PE
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Part of risk
covered by
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Part of risk
covered by
other tech.

systems

Tolerable
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Figure 3 Understanding the risk and the means of reduction
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Necessary risk reduction

Actual risk reduction
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Tolerable
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Figure 2 The determination of the necessary risk reduction
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The overall safety lifecycle covers not merely the development of a
system, but its entire life cycle, and this is illustrated by the inclusion
of Phases 12 to 16. At the same time, like all models, this one is an
approximation. Its phases are shown sequentially, so the iteration
between them is not portrayed. For example, if modification and
retrofit (Phase 15) is carried out to an operational system, all activi-
ties, from risk analysis, through specification, to revalidation, would
need to be carried out, but this is not explicit in the model. A lesson
from this is that a model cannot be a substitute for good engineering
or good management, should never be relied on entirely as a guide
to what to do, and should only be used in support of well-understood
good practice. Other omissions from the lifecycle are activities, such
as management, documentation, verification, quality assurance and

safety assessment, that are essential to all phases - but these are set
out as requirements in the clauses of the standard.

3.6 Risk and its analysis and reduction
A fundamental principle of the standard is that the measures taken to
ensure safety should be commensurate with the risks posed by the
EUC and its control system. Thus, a thorough risk analysis must be
carried out, as required by Phase 3 of the overall safety lifecycle and
by Clause 7.4 of Parts 1, 2 and 3 of the standard. 

Risk analysis is normally defined as consisting of three stages - haz-
ard identification, hazard analysis, and risk assessment - and some
examples of how it may be carried out are offered in Part 5 of the
standard.
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Hazard identification consists of an attempt to identify the potential
sources of harm. For simple systems that have already been in oper-
ation for some time, methods such as brainstorming and the use of a
checklist may be adequate. But for systems that are novel or complex,
a team effort is required. An EUC and its control system may pose
many hazards, and as many as possible must be identified, for the
risks associated with unidentified hazards will not be analysed or
reduced. The importance of hazard identification cannot be empha-
sised too strongly, and the standard points out that identifying haz-
ards concerned only with normal operation is not sufficient. Those
arising from failures and 'reasonably foreseeable' misuse must also
be identified. For this, professionals in the domain, functioning in a
carefully chosen and well managed team, are required.

Hazard analysis is the study of the chains of cause and effect
between the identified hazards and the hazardous events (accidents)
to which they might lead. The analysis is intended to determine caus-
es and consequences, so that the risk attached to each hazard can
be derived. It may be quantitative or qualitative. In a quantitative
analysis, the probabilities of events are estimated, as are numeric val-
ues of their consequences. Then, the risks are calculated by multiply-
ing the two. But qualitative analysis is also admissible, and the stan-
dard's definition of risk, as the combination of likelihood and conse-
quence, facilitates this. Various qualitative methods of analysis, using
the risk matrix and the risk graph, are illustrated in Part 5 of the stan-
dard. 

In the case of simple hardware with a history of use in conditions that
are the same as those of the safety-related application, the probabil-
ities of certain events, such as equipment failures, may be estimable
from data on past frequencies. Similarly, consequences may also be
expressed numerically, for example as the number of lives lost, or
some financial value of the total resulting losses. However, the stan-
dard recognises that, because software failure is systematic and not
random, qualitative methods must be used in the case of software.

In the risk-assessment stage of risk analysis, the risk values determined
in the previous stage are compared against tolerability criteria to
determine if they are tolerable as they are, and, if not, by how much
they need to be reduced. There is necessarily a great deal of subjec-
tivity in this process, not least in the decision of what level of risk is
tolerable. It should be noted that tolerability may be different for each
risk posed by the EUC and its control system, for it depends not only
on the level of risk but also on the benefits to be gained by taking the
risk and the cost of reducing it. The subject of tolerability is discussed
in Section 5.

3.7 Safety requirements and safety 
functions

The safety requirements are those requirements that are defined for
the purpose of risk reduction. Like any other requirements, they may
at first be specified at a high level, for example, simply as the need
for the reduction of a given risk. Then they must be refined so that
their full details are provided to designers. The totality of the safety
requirements for all risks forms the safety requirements specification.

At the design stage, the safety requirements are provided by means
of safety functions. These are implemented in 'safety-related systems'
which, as seen in Figure 3, need not be restricted to any given tech-
nology. For example, a braking system may be hydraulic. A safety
requirement may be met by a combination of safety functions, and
these may be implemented in systems of different technologies - for
example, a software-based system along with management proce-
dures, checklists, and validation procedures for using it.

When a safety function is implemented via software, there also needs
to be a hardware platform, in which case a computer system is nec-
essary. Then, the same demands are made of the entire system as of
the software. Further, the standard allows for more than one software-
safety function to be implemented on the same hardware platform,
and it imposes rules for this.

3.8 Safety integrity levels
If there is an important job to be done, the means of doing it must be
reliable, and the more important the job, the more reliable they
should be. In the case of a safety-related system, the job is to achieve
safety, and the greater the system's importance to safety, the lower
should be the rate of unsafe failures. A measure of the rate of unsafe
failures is the safety integrity of the system, which is defined in Part 4
of IEC 61508 as 'the likelihood of a safety-related system satisfacto-
rily performing the required safety functions under all the stated con-
ditions, within a stated period of time'.

If the rate of unsafe failures could always be measured numerically,
there would be no need for safety integrity levels (SILs) because SILs
are categories of safety integrity - and categories would be unneces-
sary if exact values were available. In the standard a SIL is defined
as 'a discrete level (one of 4) for specifying the safety integrity
requirements of safety functions'. Thus, a SIL is a target probability of
dangerous failure of a defined safety function, and was originally
intended for use when qualitative hazard analysis has been carried
out and numerical risk values are not available, as in the case of
software.

The standard demands that whenever a safety requirement is defined
it should have two components: its functional component and its safe-
ty integrity component. Considering Figure 2, the safety requirement
arises out of the need for risk reduction. Thus, at the highest level, the
functional component is to 'reduce the risk'. The safety integrity com-
ponent consists of a SIL (between 1 and 4), and this is related to the
amount of risk reduction that is required. As said earlier, the more
important the job, the more reliable the system must be. Here, the
greater the risk reduction needed, the greater the extent to which safe-
ty depends on the system that provides the risk reduction, so the high-
er the SIL.

The standard equates SILs with numeric probabilities of unsafe fail-
ures in two tables (Tables 1 and 2), one for systems whose operation
is continuous and one for on-demand (or low-demand) systems. The
standard's definition of low-demand is 'no greater than one demand
per year', hence the difference of 104 in the values in the two tables
(where one year is approximated to 104 hours). Assuming a failure
rate of once per year, the SIL 4 requirement for the low-demand mode
of operation is no more than one failure in ten thousand years.

As stated in their definition, SILs are intended to provide targets for
developers. In the case of simple electromechanical hardware, it may
be possible to claim achievement of the SIL, using historic random-fail-
ure rates. But for complex systems, and for software, whose failures

Safety
Integrity

Level

4

Continuous/ High-demand
Mode of Operation
(Prob. of a dangerous failure per hour) 

3

2

1

≥10–9 to <10–8

≥10–8 to <10–7

≥10–7 to <10–6

≥10–6 to <10–5

Safety
Integrity

Level

4

Low demand
Mode of Operation
(Average prob. of failure on demand) 

3

2

1

≥10–5 to <10–4

≥10–4 to <10–3

≥10–3 to <10–2

≥10–2 to <10–1

Table 1 Safety integrity levels for continuous operation

Table 2 Safety integrity levels for low demand operation
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are systematic and not random, such a claim is unsupportable by evi-
dence. Thus, SILs are used to define the rigour to be used in the devel-
opment processes. In other words, because evidence of the rate of
dangerous failures of the product cannot be determined with confi-
dence, attention is turned to the development process. Here, SIL 1
demands basic sound engineering practices and adherence to a
quality management standard, such as ISO 9000. Higher SILs, in
turn, demand this foundation plus further rigour, and guidance on
what is required is found for hardware and software in Parts 2 and
3 of the standard respectively.

The derivation and application of SILs may be illustrated by the
'bowtie diagram' of Figure 5 (from Redmill (1998)). The funnelling-in
process consists of risk analysis, which leads to the determination of
the required risk reduction. This is translated into a SIL, which then
informs the funnelling-out, or expanding, development process.

3.9 Safety assessment
Since zero risk is not possible, complete safety cannot be achieved.
And since it is never possible to prove safety, it is necessary to try to
increase confidence to as high a level as is appropriate to the cir-
cumstances. Increasing confidence is done by demonstrating what
has been achieved, so safety engineering has two goals: to achieve
safety and to demonstrate the achievement. It is the responsibility of
those claiming that a system is sufficiently safe to demonstrate that
their claim is valid, and they need to do this by building up a safety
case (see below).

The validation of the claim needs to be performed by independent
safety assessors, and the standard defines three levels of independ-
ence: independent person, independent department, and independ-
ent organisation. The level required in any given case depends on the
SIL of the system being assessed.

3.10 Principles not covered by the standard
3.10.1 Human factors

The phrase 'human factors' is a general term used to embrace all
issues involving humans. It covers the ergonomic aspects of a system,
the operator of the system, and, sometimes, management.

It is said that most accidents are caused, at least in part, by humans.
Thus, in identifying and analysing hazards, it would be sensible for
human factors to be considered. Yet, in many risk analyses they are
not, for two main reasons: first, it is traditional to base risk analysis
on equipment failure and, second, engineers are not familiar with
human reliability assessment techniques. If this is to change, new stan-
dards need to provide advice on when and how to include human
factors in risk analyses.

However, although IEC 61508 mentions human factors in passing,
and advises that it should be taken into consideration, it offers no
guidance on what to do or how or when to do it.

In the light of modern understanding of human error, it cannot be
argued that human causes of accidents are wholly unpredictable, so
a review of a risk analysis in the context of an investigation is likely

to question the omission of human factors. Information on the subject
may be found in Reason (1990) and Redmill and Rajan (1997).

3.10.2 The safety case

The development and maintenance of a safety case has become
expected practice in many industries. A safety case is a logically pre-
sented argument, supported by a sufficient body of evidence, for why
a system is adequately safe to be used in a particular application. To
be both convincing and a record of why a system was accepted into
service, the case needs to be documented. However, as few systems
remain static for long, and changes are made to them both in the
development stage and during operation and maintenance, the safe-
ty case needs to record all changes and be updated so that its argu-
ment remains valid. It should, thus, be a 'live' system of documenta-
tion.

The concept of the safety case originated in regulated industries in
which a license was required before a system could be brought into
operation. The goal-based, rather than prescriptive, nature of modern
standards (such as IEC 61508), means that developers and operators
cannot simply claim adherence to a set of rules as evidence of safe-
ty. They must carry out risk analysis, set goals for risk reduction, and
then meet those goals. Further, during the process, they must demon-
strate both that their safety targets are well founded and that the safe-
ty functions that they put in place to meet them are adequate.

Similarly, safety assessors and regulators cannot simply check that
given rules have been followed. They need to ensure that the risk-
reduction goals were reasonable and that all processes in the design,
construction and testing of the safety functions have been discharged
to the required safety integrity level.

To enable such safety management by the system developers and
operators as well as the safety assessors and regulators, it is not suf-
ficient simply to document everything. That results merely in a bulk of
documentation from which it may be impossible to derive proof of
anything. What is needed is structured documentation with, at the top
level, the safety argument. Then, the documentation of the various
parts of the processes involved becomes accessible and referenced
evidence in support of the safety argument. This is the principle of the
safety case.

Although the safety case is currently mandatory only in licensed
industries, the principle is being adopted in more and more organi-
sations. Yet, IEC 61508 does not provide guidance on it. The stan-
dard offers some guidance on carrying out safety assessments, and
points out that in all cases there should be a level of independence,
the level depending on the safety integrity level of the system in ques-
tion. But there is no guidance on the safety case, or on how informa-
tion should be collected, documented, and structured in order to facil-
itate the development of a safety argument.

4 SOME RELATED STANDARDS

IEC 61508 is a generic standard, intended as the basis for drafting
standards that are tailored more specifically to a particular industry
sector, or to a particular company. When an industry- or company-
specific standard does not exist, IEC 61508 is also intended to be
used directly. However, its size and the breadth of its generic scope
suggest that when this is done, it is necessary to define very careful-
ly what parts of the standard should be used and how its require-
ments should be interpreted in the given context.

In the field of instrumentation, there are three sector-specific standards
which it is worth mentioning in the context of IEC 61508. The
German standard, DIN 19250 was developed before even the early
drafts of the international standard, and its content was used in it; the
US standard, S84, was developed concurrently with the forerunner of
IEC 61508, and it was made to reflect its principles; the internation-
al standard, IEC 61511, is being developed after IEC 61508 so as
to be a genuine sector specific interpretation of it for the process
industry. Some notes on these three standards follow.

Risk assessment Development
process

S
I
L

Figure 5 The “Bowtie Diagram” showing the derivation and 
application of SILs
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4.1 DIN 19250
This is a German 'pre-standard' (draft standard) entitled
'Grundlegende Sicherheitsbetrachtungen für MSR-
Schutzeinrichtungen' (Fundamental safety aspects to be considered
for measurement and control equipment), last issued in 1994. It was
influential in the preparation of the risk-analysis examples in 
IEC 61508, and its content is to be found in Part 5 of that standard.
As this pre-standard covers only a small part of the safety lifecycle,
the whole of which is covered by IEC 61508, it cannot be considered
to be a sector-specific interpretation of the international standard.

DIN 19250 is application independent and was intended to provide
guidance to standardisation committees that wish to define technical
rules for carrying out risk analyses. It describes a qualitative risk
analysis process, using the risk graph, that leads to the identification
of the appropriate 'requirements class'. (Anforderungsklassse - usual-
ly abbreviated to AK.) 

Risk classes are of the same nature as the safety integrity levels (SILs)
of IEC 61508, so DIN 19250 provides guidance on carrying out risk
analysis (limited to qualitative analysis and the risk graph method) up
to the point of determining the equivalent of the SIL. The purposes of
requirements classes are: first to reflect the level of the risk that needs
to be mitigated, and, second, to define the reliability of the functions
that will carry out the mitigation. Thus, the greater the risk, the high-
er the risk class. Whereas IEC 61508 defines four safety integrity lev-
els, DIN 19250 defines eight requirements classes. A correspon-
dence between the two categorisations may be derived.

Once the analysis has been carried out and the requirements class
determined, the user of the pre-standard needs to turn to other DIN
standards (DIN V VDE 0801 and DIN 19251) to determine the pre-
cise constraints that they place on the development of the mitigating
safety functions. Like in IEC 61508, these constraints are defined in
terms of bundles of technical and organisational measures, which are
intended to ensure that the risk in question will be reduced at least to
the required level.

As the guidance given in these standards, including 
DIN 19250, has been subsumed into IEC 61508, the standards
themselves are declining in use in favour of the international stan-
dard. 

4.2 S84
This is an American standard whose full title is: 'ISA-S84.01,
Application of Safety Instrumented Systems for the Process Industries'.
It is specific to the process industries and addresses the application of
safety instrumented systems (SIS). It was developed in the early
1990s, in parallel with the development of the 1995 draft of 
IEC 61508(called IEC 1508), and its developers ensured that it was
in conformity with the IEC principles. Indeed, a feature of S84 is a
clause which describes the main differences between it and IEC 1508
(it should be pointed out that these differences may now not all apply
to IEC 61508, as this was published some years later, after further
development).

Because it addresses only safety instrumented systems, and not the
equipment under control (see the earlier description of IEC 61508),
S84 does not cover the entire safety lifecycle. However, it defines the
full life cycle and then points out that its use assumes that the early
activities, up to risk analysis and the determination of SILs, has
already been carried out. Thus, it places itself clearly in the context of
IEC 61508, and this is stated in its introduction. It should be said,
however, that in an annex, intended for information only, the stan-
dard provides information and examples on the determination of SILs,
as per IEC 61508.

S84 shows, within its life-cycle model, that identified hazards may be
prevented, or risks reduced, by the use of 'non-SIS protection layers'.
However, the standard does not cover these and restricts itself to
good practice in the provision of safety instrumentation systems, from
their specification to their decommissioning.

4.3 IEC 61511
This international standard, entitled, 'Functional Safety: Safety
Instrumented Systems for the Process Industry Sector', is currently
under development by the same IEC committee that produced 
IEC 61508. It is defined as being 'process industry specific within the
framework of the International Electrotechnical Committee (IEC)
Publication 61508'. It is therefore intended to perform the same func-
tion internationally that S84 performs in the USA.

It defines safety instrumented systems as including sensors, logic
solvers and final elements, and states that it covers all these compo-
nents of an SIS as well as all technologies by which they may be con-
structed.

This standard is broader in scope than S84, for it covers the early
hazard and risk analysis and the specification of all risk-reduction
measures, which S84 assumes to have been done. It also contains
sections on such issues as how to show conformity with the standard,
so it is of much greater length than S84.

IEC 61511 follows the IEC 61508 overall safety lifecycle and uses
the system of safety integrity levels described in that standard. In
short, it is a sector-specific interpretation of the generic standard.

5 THE TOLERABILITY OF RISK

Individuals and organisations make frequent decisions about risks,
choosing which to accept and which to reject. Risks are rejected
because of such considerations as conservatism, fear, and a respon-
sible attitude to danger to oneself or others. Risks are accepted
because of the possibility of reward, which may take the form of prof-
it, pleasure, or simply the gratification of a spirit of adventure. There
is a trade-off implied in risk acceptance.

Risks not immediately rejected are not necessarily accepted uncondi-
tionally, or as presented. They may be accepted if the reward is
increased. Or they may need to be reduced before acceptance. A
person wanting to cross a road does not either cross the road or not.
They may wait until the risk has been reduced, due to a reduction in
the flow of traffic, or because traffic lights change colour. Similarly,
the design of production plant is not simply accepted or rejected, but
may be accepted subject to a certain risk being reduced by the inclu-
sion of a safety instrumented system.

It should be added that a risk deemed tolerable by one individual
may not be so determined by another. For example, different pedes-
trians will accept different levels of risk in crossing a road, and one
businessman may accept the risks of a financial venture whereas
another would not. Thus, there is subjectivity in risk acceptance.
Likewise, risk acceptance involves ethical and moral values as well as
risk estimates. For example, even when the likelihood and conse-
quences of something going wrong are accepted by all parties, some
people are willing to accept the risk while others are not, perhaps
because of their concern for the environment.

The law in the UK requires risks to be reduced 'so far as is reason-
ably practicable', and the Health and Safety Executive's (HSE) model
for how this should be achieved is the ALARP (as low as reasonably
practicable) principle. The word 'practicable' is deliberately chosen
over 'practical', as the latter would imply that a risk should be
reduced as far as possible, and what is intended is that the cost of
reducing the risk should be taken into account. However, the ALARP
principle places the onus on the creator of the risk to justify the resid-
ual risks by demonstrating that further reduction would not be rea-
sonably practicable.

The ALARP principle first appeared in The Tolerability of Risk from
Nuclear Power Stations (HSE 1988), but its application has been
extended by the HSE from its original context in the nuclear industry
to regulation in all industry sectors.
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Summarised in Figure 6, the ALARP principle defines a risk as being
in one of three categories or regions. If any risk lies in the 'unac-
ceptable' region, the process, procedure, plant, or activity which
poses the risk cannot be deployed. The risk must first be reduced at
least as far as the ALARP region. In the lowest, or 'broadly accept-
able', region, the risk is considered to be negligible and would be
accepted without reduction - though it would normally be necessary
to monitor it in case it increased. In the 'tolerability' region, the risk is
neither automatically acceptable nor automatically unacceptable and
may be accepted or rejected depending on the cost of reducing it
and the benefits to be gained.

The boundary with the broadly acceptable region may be taken to
indicate the 'safe' level', but this is not a level of zero risk. Similarly,
the boundary with the unacceptable region defines 'unsafe', but it is
not a point of certain catastrophe or even of maximum risk. 

The HSE distinguishes 'tolerable' from 'acceptable' and defines it as

indicating 'a willingness to live with a risk so as to secure certain ben-
efits in the confidence that the risk is one that is worth taking and that
it is being properly controlled' (HSE 1999). As such, a tolerable risk
is not necessarily one that would, in the absence of the potential ben-
efit, be judged acceptable by those taking it. Nor should it be accept-
ed unthinkingly; it should be tested for appropriateness and value.

In the model, the triangle's breadth is intended to show that the prac-
ticable cost of risk reduction increases as the risk increases. Thus, the
higher the risk, the higher must be the cost of its reduction for it to be
deemed impracticable and for the unreduced risk to be justified. This
is not to say that the reduction of a significant risk necessarily requires
significant expenditure.  In many cases, the cost of even significant
risk reduction can be small.

The ALARP principle is a description both of what regulators look for
in making assessments and of what the creators of risks need to do in
determining the tolerability of the risks that they pose.

6 HOW IEC 61508 IS APPLIED

6.1 Introduction
This section considers the design of a pressure relief system as an
illustration of how IEC 61508 may be applied in a practical case. It
illustrates the use of apparatus which has a third-party certified SIL rat-
ing, in combination with apparatus which does not.

This example focuses on the design of the protective system and is not
intended to be a full interpretation of IEC 61508.  References to the
IEC 61508 standard are shown in italics.

6.2 Installation
The installation being considered (Figure 7) is a pressure vessel, used
in a batch process that has a weekly cycle. The vessel is brought, in
a controlled manner, to a prescribed pressure using the control loop
indicated in the diagram.  The perceived hazard is that the control
system might fail, subjecting the vessel to overpressure. 

Pressure
vessel

Pressure
transmitters

Repeater
power

supplies

Solenoid
driver

Trip
amplifier

Comparator

Control
system

Controls

Dump
valve

To dump
storage

To stack

Bursting disc
Pilot valve

Air supply

Trip
amplifier

Figure 7 Overview of installation

Unacceptable region

Broadly
acceptable region

The ALARP
or
tolerability region

Risk cannot be justified
except in extraordinary

circumstances

Risk is tolerable only if
further reduction is

impracticable or if its cost
is grossly disproportionate
to the improvement gained

It is necessary to maintain
assurance that risk

remains at this level

Figure 6 The Health and Safety Executive’s ALARP model
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The final safeguard is a bursting disc, which discharges to a stack,
releasing the contents of the vessel into the atmosphere. The bursting
disc is considered to be 100% reliable but its operation is not con-
sidered desirable for environmental and public relations reasons. 
An acceptable level of risk is a 10% probability of a release once in
the plant’s expected life of ten years.  IEC 61508 defines this as the
tolerable risk, in this case a frequency of no greater than once in 100
years, or once per 106 hours (based upon 1 year being approxi-
mately 10,000 hours).

An analysis of the control system and other related factors, indicates
that it might fail once a year in an expected life cycle of ten years.
Hence the Equipment Under Control risk (EUC risk) is once per year,
or once per 104 hours.

It is apparent that a safety-related protection system (safety function)
is required to reduce the EUC risk to the tolerable level.  IEC 61508
considers safety functions differently depending on whether they are
in a high or a low demand mode.  In this case, the safety function
may be called on to operate once per year, which places it in the low
demand mode category. (IEC61508-4 3.5.12)

The required average probability of failure on demand (PFDavg) of
the safety function is the difference between the EUC risk and the 
tolerable risk (IEC 61508-5 Annex C).

PFDavg ≤ 10–6/10–4

≤ 10–2

From IEC 61508-1 Table 2, we see that the required safety integrity
level (SIL) of the safety function is SIL 2. In practice, the design of the
safety function is usually iterative; a solution is proposed and then
analysed to determine whether it meets (or exceeds) the requirements,
then it is modified accordingly.

6.3 Safety function
The proposed safety function dumps the contents of the vessel into a
storage vessel for disposal. Its operation is controlled by the loop indi-
cated in Figure 7 and shown in more detail in Figure 8. A smart pres-
sure transmitter with a 4/20mA analogue output senses the pressure.
The 4/20mA signal is then transferred via an MTL4041B-SR isolator
to two MTL4403 trip amplifiers.  The trip amplifiers are configured
1oo2*, so that the safety function is activated, i.e. the dump valve is
opened, if either is tripped.  The valve actuator is then driven through
an MTL4024-SR isolator.

* 1oo2 is shorthand for one out of two - either of the two 
trip amplifiers can activate the safety function.
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Figure 9 shows the subsystem structure in reliability terms (IEC 61508-
6 Annex B.2).  Since all dangerous detected failures result in the safe-
ty function being activated, it is only necessary to consider the dan-
gerous undetected failures in this analysis.

The functional safety of each element is discussed in the following
paragraphs.

6.3.1 The pressure transmitter

The pressure transmitter is required to be at least SIL 2. Types certified
to IEC 61508 are commercially available, e.g.  Siemens Moore 345
XTC, and ABB Safety 600T.

Ideally, the transmitter should be of a different manufacture to that
used in the control loop so as to reduce the probability of common
mode failure. If this is not possible, then transmitters from different
manufacturing batches could be used.

In this type of apparatus, a dangerous failure is typically regarded as
having occurred when the signal is in error by more than 2 %. An
undetected dangerous failure is a failure which produces a signal
within the range of 3.8 mA to 21 mA. This is because, in this range,
an erroneous signal cannot be distinguished from a correct signal. 

These specially designed transmitters typically have a failure rate of
4 x 10-4 per year and an undetected dangerous failure rate of
1 x 10-5 per year. Note that, although this failure rate far exceeds the
requirement for SIL 2, the architecture restricts the use of the transmit-
ter to SIL 2 safety functions, because the failure of a single component
can cause a dangerous failure (IEC 61508-2-7.4.3.1). This analysis
assumes that the transmitter has a dangerous failure rate of 4 x 10-4

per year and a rate of undetected failure of  1 x 10-5 per year, and
is suitable for use in a SIL 2 safety function.

The transmitter must be periodically proof tested, ideally by applying
pressure over the range in which the system is set to trip, and check-
ing that its output is correct. (A suitable manifold could be fitted to
facilitate the proof test without dismantling the transmitter from the ves-
sel). A proof test interval of 1 year is more than adequate to achieve
the necessary PFDavg. If it is impractical to apply the ideal proof test,
a lesser test may be adequate provided that the required PFDavg is
obtained (IEC 61508-6 Annex B.2.5).

6.3.2 MTL4041B-SR isolator

The MTL4041B-SR repeater power supply has a BASEEFA certificate
number BAS 01SP9196X which indicates that the unit can be used in
a SIL 2 safety function. It has a detected dangerous failure rate of 
1.2 x 10-3 per year and an undetected dangerous failure rate of 
1.2 x 10-4 per year.  Again, the architecture restricts its use to a 
SIL 2 safety function. As for the transmitter, assume a full proof test is
carried out once per year.

6.3.3 1oo2 MTL4403 trip amplifier combination

The MTL4403 trip amplifier is not currently available with independ-
ent certification to IEC 61508.  Its suitability for this application is jus-
tified from the available failure rate data, and by the 1oo2 configu-
ration, which greatly increases the reliability.  The analysis presented
is relatively simple and errs on the side of caution and consequently
is acceptable for this particular application.

Firstly, consider the constraints on the SIL due to the architecture of the
MTL4403 (IEC 61508-2-7.4.3.1).  The hardware fault tolerance of
the MTL4403 is 0, since the failure of one component, for example
relay contacts sticking, may cause loss of the safety function.  Since
a formal failure modes and effects analysis (FMEA) has not been per-
formed, assume that the MTL4403 is a type B subsystem according to
IEC 61508-2-7.4.3.1.3.  (A subsystem is type B if the failure modes
are not completely defined, or there is insufficient field experience to
support the claimed failure rates.) IEC 61508-2 table 2 gives the SIL
restrictions for type B subsystems.  SIL 1 can be claimed for a hard-
ware fault tolerance of 0 if the safe failure fraction (SFF) is 60% or
more.  This means that at least 60% of the failure modes result in a
safe state, which in this case means that the relays open. It seems rea-
sonable to assume that a greater proportion of faults will cause the
relays to open than to remain closed, so we can say with some con-
fidence that a single MTL4403 meets the requirements for SIL 1.

However, the safety function is required to meet SIL 2. If two
MTL4403s are used in a 1oo2 configuration, the SFF is unchanged
but the hardware fault tolerance is now 1 - the safety function is main-
tained in the event of a fault occurring in either MTL4403, and so the
architectural requirements for SIL 2 are met.  (IEC 61508-2-
7.4.3.1.6).

A single MTL4403 has a calculated mean time between failures
[MTBF] of 289 years at 20°C and 113 years at 60°C. [These figures
were calculated to MIL-HDBK-217F, Notice 1, using Milstress version
3.31 for a ground benign environment.] The relay contacts are open
when the relay is de-energised or the power supply is lost. In this
application, one alarm is set to open the contacts when the signal
falls below 3.8 mA and the other to operate when the signal reach-
es the value corresponding to the maximum overpressure. An MTBF
of 113 years corresponds to an operational failure rate of 
8.8 x 10-3 per year.  Assuming a SFF of 60%, the dangerous unde-
tected failure rate is then conservatively estimated as 3.5 x 10-3 per
year for a single MTL4403, and 1.2 x 10-5 for a 1oo2 combination.

A full proof test, to ensure that the relays of each MTL4403 trip at the
correct current, would probably have to be performed offline, so a
one year proof test interval is also appropriate here.

The MTL 4403 is designed and manufactured using the same quality
control system as all other products in the MTL4000 series. The sys-
tem is subject to ISO 9001 approval and BASEEFA surveillance and
hence satisfies the quality control requirements of IEC 61508.
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6.3.4 MTL4024-SR isolator

The MTL 4024-SR has a BASEEFA reliability assessment with a cer-
tificate number BAS 01SP9257X. Provided that loss of output is a
safe condition, there are no failures which can produce a failure to
danger. The certificate states that the unit is suitable for use in a SIL 3
safety function.

6.3.5 Valve actuator system

There is a long history of fail-safe designs in pneumatic valve tech-
nology and since these valves are regularly exercised (to prevent
sticking) the combination should achieve an undetected rate of failure
to danger of 1 x 10-3. This value is assumed for the purposes of this
example and becomes the failure rate for the actuator system.

The reliability of solenoid pilot valves is high, but the majority of sup-
pliers state their reliability as a very high number of operations (105

to107), which is not relevant to this application. At least one manu-
facturer [Eugen Seitz AG] supplies an intrinsically safe pilot valve
which is third party certified as AK-7/SIL 4. The use of a pilot valve
with such a high reliability rating ensures that achieving the required
failure rate to danger of 10-3 per year is largely decided by the dump
valve.

The proof test for the actuator is included in a regular system test,
described below.

6.4 System test
The system is relatively easy to test because the pressure vessel is used
in a batch process and operates on a weekly cycle. Comparing the
outputs of the control and monitoring loops can very effectively mon-
itor the operation of the pressure loop. This has the merit of checking
the sampling connection as well as the transmitter and isolator. There
are several possible techniques available to achieve this which do not
adversely affect the reliability of either system, and using one of these
techniques together with utilising the smart capability of the transmit-
ter could also ensure that the annual proof test of the transmitter was
adequately covered.

The safety function other than the transmitter can be checked before
each batch by a test cycle initiated by the test facility indicated in
Figure 8. Initially, the cable from the pressure transmitter is open-cir-
cuited, creating a low alarm and opening the dump valve. The cable
is then shorted, creating a high alarm and again opening the valve.
This switching operation could be done manually, or automatically
using an MTL 4216 switch-operated relay. The dump valve would nor-
mally have limit switches, which are used to confirm the valve posi-
tion. They could be used to verify that the valve has operated correctly
during the test.

The frequent testing decreases the probability of failure, not least
because it exercises the dump valve thus reducing the probability of
it being stuck in the closed position.

6.5 Calculating PFDavg

For each component of the safety system, the PFDavg is calculated
from the undetected dangerous failure rate, λDU, and the proof test
interval, Tp.  Provided the failure rate is small,  PFDavg = 1/2 λDU Tp.
Figure 9 shows the PFDavg calculated for each component.

The PFDavg for the system is simply the sum of the PFDavg of each
component, in this case 8.1 x 10–5.  This is a much lower failure rate
than the 10–2 required for a SIL 2 system, but the architectural 
constraints discussed above prevent a higher SIL being claimed.

6.6 Operational reliability
The over-pressure protection loop is not acceptable if it produces too
many 'fail-safe' operations not initiated by high pressure (false trips).
A malfunction of once per year, which is the same as the control sys-

tem, is considered to be acceptable in this application. Not all fail-
ures would result in the product being dumped, but the majority
would. Testing the system once a week results in the actuator system
being more reliable, and any faults which are not self-revealing being
quickly detected. However, it does not change the probability of a
random failure causing a malfunction.

An analysis of the operational reliability of the system requires an esti-
mate of:

a) the failure rate of both the air and electricity supplies.
b) the failure rate of the cabling.
c) the operational failure rate of the equipment. The operational fail-

ure of either of the trip amplifiers will trip the system
The MTL components have calculated operational failure rates of
0.88 x 10-2 per year for the MTL 4403, 1.2 x 10-2 per year for the
MTL 4041B-SR, and 1.3 x 10-2 per year for the MTL 4024-SR at
60°C. The combined failure rate of the units used in the system is
4.26 x 10-2 per year. This figure is conservative because the equip-
ment is used at a lower ambient temperature and not all faults result
in the product being dumped. A figure of 1 x 10-2 per year is a more
reasonable assumption.

To achieve an overall system reliability of one false operation per
year the remaining components, power supplies and cabling would
have to achieve a very high standard and failure rates of the order
of 1 x 10-2 per year are necessary. In practice, some of these failure
rates are difficult to quantify.

The requirement for operational reliability reinforces the need for sim-
plicity in safety interlock systems. However, in this particular system
the introduction of a second trip amplifier to improve the safety
integrity level does not materially affect the operational reliability of
the system.

6.7 Conclusion
The above example, although relatively simple, demonstrates how
IEC 61508 may be applied to a real installation.  The tolerable risk
and the EUC risk are first defined, from which the required PFDavg
and hence the SIL of the safety-related protection system are derived.

A design for the safety-related protection system is proposed and
analysed, and shown to meet the requirements.

This example discusses only the design of the safety-related system. It
must be appreciated that the scope of IEC 61508 is wider than this,
and other requirements, as outlined in  Section 3, must be met in
order to claim compliance.

7 UNDERSTANDING AND USING 
IEC 61508 APPROVALS

7.1 What IEC 61508 certificates should
tell you

Having read this far, it should be clear that the design of a safety sys-
tem involves more than simply specifying subsystem components that
are approved for use at the required safety integrity level (SIL).  The
designer must demonstrate that the average probability of failure on
demand (PFDavg) of the design as a whole meets the required SIL.  He
must also set appropriate intervals for periodic proof tests; these inter-
vals also have a bearing on the PFDavg.  (This applies to safety 
systems operating in low demand mode.  For systems operating in
high demand mode, the probability of dangerous failures per hour,
PFH,  is considered instead of PFDavg.)

The IEC 61508 approval certificate for a component (such as a 
safety-related isolator) should contain the information that the system
designer needs.  Some of this is mandatory:  IEC 61508-2 7.4.7.3
states "The following information shall be available for each safety-
related subsystem…. ".
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The following paragraphs have the same numbering as the sub-
clauses of IEC 61508-2 7.4.7.3 and define the meaning of each term
and explain how it is used.

a) Functional specification
The specification of those functions and interfaces which can be
used by safety functions. A subsystem may have specification lim-
its for use in a safety function that differ from the normal cata-
logue values given for general use.  For instance, accuracy toler-
ances may be larger.

b) Estimated rates of failure in dangerous mode detected by diag-
nostic tests (λDD), and

c) Estimated rates of failure in dangerous mode undetected by diag-
nostic tests (λDU)
These are failure rates due to random hardware failures.  They
are determined more often by a failure modes and effects analy-
sis (FMEA) of the design, or for well-established products, by well-
documented field reliability data (proven in use). They are
expressed as failures per hour, or failures per year. The total of
safe and dangerous failure rates is the reciprocal of the MTBF
(mean time between failures).
Some potentially dangerous failures may be detected by diag-
nostic tests, either in the subsystem itself, or by external equip-
ment. For example, the MTL4041B-SR Repeater Power Supply
has a number of failure modes that are shown by analysis to
drive the output out of range, either < 3.6 mA or > 21 mA.  Such
failures can be detected by the control system or trip amplifier,
which can then take appropriate action (IEC 61508-2 7.4.6).
The safety system designer uses λDD and λDU to calculate the
PFDavg.

d) Environmental limits
Mandatory or advisory limits on environmental aspects such as
temperature, exposure to dust and water, vibration, and electro-
magnetic interference. As for the functional specification, the lim-
its for use in a safety function may differ from the normal cata-
logue values.

e) Lifetime limits
There may be a limit to the service lifetime of the subsystem when
used in a safety function if any of the parts used are liable to
wear out within the normal, expected service life.  This is because
reliability data (MTBF) is calculated assuming a constant failure
rate and does not account for wear-out (IEC 61508-2 7.4.7.4).

f) Periodic proof test and maintenance requirements
The minimum or recommended proof test and maintenance nec-
essary to maintain the safety reliability of the subsystem.  The
proof test interval is decided by the system designer within any
limits specified in this section, and is used in calculating the
PFDavg.

g) Diagnostic coverage
Strictly, the fractional decrease in the probability of dangerous
hardware failures due to the diagnostic tests, if any  (IEC 61508-
2 Annex C, and IEC 61508-4 3.8.6).  Some MTL certificates use
this section to stipulate the diagnostic tests that must be performed
by external equipment.

h) Diagnostic test interval
Specifies the diagnostic test interval, when required.

i) Additional information regarding mean time to restora-
tion (MTTR)
When a dangerous fault is detected by a diagnostic test, the safe-
ty function may be designed to go immediately to a safe state, or
it may be designed to alert the operator.  The equipment under
control may be permitted to continue running, with reduced safe-
ty, until the safety function is repaired. The MTTR is the mean time
to repair the safety function in this event.
If the safety function is operated in this way, the diagnostic cov-
erage and the MTTR are used in the calculation of the PFDavg,
which can become quite complicated.

j) Safe failure fraction (SFF)
The fraction of hardware failures which results in a safe state.
(Dangerous failures detected by diagnostic tests count as safe fail-
ures in calculating the SFF.)

k) Hardware fault tolerance
The hardware fault tolerance is N, if N+1 faults can cause loss
of the safety function.
Together with the safe failure fraction, this figure is used to deter-
mine the highest safety integrity level that can be claimed for the
safety function according to the architectural constraints 
(IEC 61508-2 7.4.3.1).

l) Application limits to avoid systematic failures
Other limitations in use not covered in a), d), or e).

m) Highest safety integrity level (SIL) that can be claimed 
for a safety function using this subsystem.
Strictly, the limit given here is only concerned with systematic
faults.  The architectural constraints are derived from the hard-
ware fault tolerance and the safe failure fraction, as discussed
above.  For clarity, MTL certificates specifically state the maxi-
mum permitted SIL.

n) Hardware configuration
Defines the build standard of the subsystem to which the certifi-
cate applies, for example by drawing issue number or by date
code.

o) Evidence of validation
Where an independent third party has issued a certificate, the
certificate itself is the documentary evidence of validation.

7.2 Calculating the average probability
of failure on demand

IEC 61508-6 Annex B shows in detail how to calculate the PFDavg or
PFH, for low and high demand modes respectively. This section of the
application note does not attempt to cover the same ground; it simply
introduces the basis of the calculation. To avoid complication, a low
demand mode is assumed.

For simplicity, let us also assume that the safety function is designed
to trip to a safe state on the detection of a dangerous fault, so that we
do not need to be concerned with diagnostic coverage and MTTR.
The safety function can only be in one of two states: running or
tripped. The example described in section 4 is like this.

Failure rates are assumed to be constant with time, which means that
it is assumed that a subsystem component is just as likely to fail dur-
ing next week, as it is during this week, or during any week. This
means that the probability of the component working reduces with
time – the longer the component has been working, the more time it
has had in which to fail. Mathematically, the probability of perform-
ing correctly at time t is given by R(t) = e–λt. Figure 10 illustrates this.

/
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Figure 10 The probability of correct operation
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Conversely, the probability of the component having failed at time t
is given by F(t) = 1 – e–λt - see Figure 11. The component is com-
pletely reliable at t = 0 and thereafter the probability of failure
increases with time. For a safety function, we are only concerned with
dangerous failures, λDU is the appropriate failure rate to use, and
Figure 11 shows that the probability of failure to carry out the safety
function on demand increases with time.

Every time a proof test is carried out, the safety function is proven to
work, and so the probability of failure on demand is reset to zero.
Figure 12, where Tp is the proof test interval, illustrates this.

The average probability of failure on demand is given by:

For λDUTp « 1, this simplifies to:   

PFDavg = ½ λDUTp, 

which is the form used in the application example in section 4.5.
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Figure 11 The probability of failure
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Figure 12 Probability of failure with regular proof testing
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